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Statement of the Issues 

In reviewing the Superior Court’s denial of Defendants’ motions to dismiss, 

this Court must, as the court below did, “accept as true the allegations in the 

complaint, and draw all reasonable inferences in favor of the party whose claims are 

the subject of the motion,” Fairneny v. Savogran Co., 422 Mass. 469, 470 (1996), to 

determine whether the factual allegations plausibly suggest an entitlement to relief 

under the Massachusetts Wiretap Act, G.L. c.272 §99 (“MWA”). When viewed 

through the proper legal lens, the following issues are presented for appeal: 

1. Whether Plaintiff plausibly alleged her communications with Beth Israel 

Deaconess Medical Center, Inc. (“BIDMC”) and New England Baptist 

Hospital (“NEBH”)(“Defendants” or “the Hospitals”) through their 

websites fell within the MWA’s broad definition of “wire 

communications.” 

2. Whether Plaintiff plausibly alleged she had no knowledge Defendants 

enabled third parties to eavesdrop on her communications with the 

Hospitals, given her allegations that computer code, which enabled those 

interceptions, was hidden, and Defendants’ privacy policies represented 

that no information would be shared with outside parties. 

3. Whether Defendants’ facilitation of third-party eavesdropping was 

accomplished through “telephone equipment” and whether this Court can 
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determine as a matter of law that it was in the “ordinary course” of 

Defendants’ business to allow social media and technology companies to 

intercept communications in contravention of Defendants’ website privacy 

policies. 

4. Whether the MWA confers standing upon Plaintiff—as the aggrieved party 

whose communications were intercepted—to sue Defendants for enabling 

the secret interception of her website communications. 

Statement of the Case 

Plaintiff’s complaints against Defendants arise from the Hospitals’ secret 

deployment of software-based internet tracking technologies on their websites 

(“AdTech”), which enabled third parties, including Google and Facebook, to 

eavesdrop on consumers’ communications with the Hospitals for use in targeted 

advertising.1 By enabling the interceptions, Defendants breached their express 

promise not to share any communications they received through the websites with 

any outside parties.2 Each complaint asserts a class claim for violation of the MWA.3  

 

1 The complaints do not vary significantly because both Hospitals, which are part of 
Beth Israel Lahey Health, R:A:I:23, R:A:IV:24, implemented AdTech in a similar 
fashion, used identical website privacy policies, and the websites share a common 
design. 
2 R:A:I:14(¶23); R:A:IV:15(¶23). 
3 R:A:I:55-56(¶¶116-23); R:A:IV:49-51(¶¶106-13). 



 13

Justice Kazanjian of the Superior Court denied Defendants’ motions to 

dismiss (the “Decisions”).4 The Superior Court concluded that Defendants’ secret 

use of AdTech that enabled social media and technology companies to eavesdrop on 

Plaintiff’s website communications with the Hospitals stated a claim for an MWA 

violation. Three other Superior Court justices (Davis, Krupp, and Howe) have 

separately reached the same conclusion in similar cases.5  

The Superior Court reported the Decisions to the Appeals Court under Mass. 

R. Civ. P. 64.6 This Court accepted Direct Appellate Review.7  

Through this appeal, Defendants seek to upend an established body of law 

broadly applying the MWA to the secret use of emerging technologies to eavesdrop 

on electronic communications. The Superior Court correctly held that Plaintiff stated 

a claim under the MWA. The Decisions should be affirmed. 

 
4 Addendum:69-92; Addendum:202-11 (incorporated by reference).  
5 Doe v. Emerson Hospital, No.2277CV01000 (Mass. Super. Ct. Nov. 22, 
2023)(Addendum:212-23); Doe v. Partners Healthcare System, Inc., 
No.1984CV01651-BLS1 (Mass. Super. Ct. Dec. 7, 2020)(Addendum:224-315); 
Alves v. BJ's Wholesale Club, Inc., 2023 Mass. Super. LEXIS 59 (June 21, 2023). 
6 Addendum:78-80, 90-92. 
7 DAR-29590, Paper 4. 



 14

Statement of Facts 

I. Defendants and Their Implementation of AdTech. 

Defendants are healthcare providers.8 They maintain websites enabling 

consumers to communicate with the Hospitals about doctors, medical conditions and 

healthcare services, to book appointments, access medical records, and pay bills.9 

Healthcare consumers, like Plaintiff, used the websites for those purposes and 

understood their communications with the Hospitals through the websites were 

private.10 

Defendants implemented AdTech on nearly every page of their websites. The 

AdTech contemporaneously intercepted and transmitted to third parties the content 

of healthcare consumers’ communications with the Hospitals.11 Those technologies 

included Meta Pixel, which transmitted communications to Facebook, and Google 

Analytics, which transmitted communications to Google.12 AdTech is not necessary 

for Defendants’ websites’ functionality.13 AdTech is invisible to website users.14  

 
8 R:A:I:11(¶13); R:A:IV:12(¶13). 
9 R:A:I:11-12(¶¶14-15); R:A:IV:12-13(¶¶14-15). 
10 R:A:I:10-15(¶¶10, 17-20, 25); R:A:IV:12-16(¶¶10, 17-20, 25). 
11 R:A:I:22(¶¶55-56); R:A:IV:23(¶¶55-56). 
12 R:A:I:15-17(¶¶26-37); R:A:IV:16-18(¶¶26-37). 
13 R:A:I:52(¶¶105-06); R:A:IV:47(¶¶95-96). 
14 R:A:I:20-21(¶51); R:A:IV:22(¶51). 
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Defendants enabled the secret interceptions of website communications by 

falsely promising that website communications with Defendants would not be shared 

with “outside organizations.”15 It is that secrecy that exposed Defendants to MWA 

liability. 

After a media exposé about how Meta Pixel was used to intercept 

communications between patients and hospitals, Defendants removed Meta Pixel 

from their websites in September 2022; however, they continued to employ Google 

Analytics.16 Six months after the BIDMC action was filed, Defendants removed the 

remaining AdTech. 

II. How AdTech Worked.  

Plaintiff alleges in detail how AdTech worked.17 Defendants injected hidden 

code into nearly every page of their websites.18 When a user communicated with 

Defendants through their websites, hidden code was loaded into and executed within 

the consumer’s web browser.19 The code caused contents of consumers’ 

communications with Defendants to be intercepted and transmitted from the user’s 

 
15 R:A:I:13-14(¶¶22-23); R:A:IV:14-15(¶¶22-23). 
16 R:A:I:21-22(¶¶53-54); R:A:IV:22-23(¶54). 
17 R:A:I:17-21(¶¶38-52); R:A:IV:18-22(¶¶38-53). 
18 R:A:1:22(¶55); R:A:IV:23(¶55). 
19 R:A:I:19(¶¶47-48); R:A:IV:20(¶¶47-48). 
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device to third-parties (including Google and Facebook).20 The code executed in the 

background without any indication it was operating or transmitting communications 

to Google or Facebook.21 

Google and Facebook each maintain detailed data troves on individuals, 

including their real names, locations, email addresses, friends, and other information 

collected from various sources.22 The hidden AdTech was designed to permit Google 

and Facebook to identify the individuals whose communications are intercepted. 

This identification occurred through several pieces of information AdTech collected, 

including individuals’ internet protocol (“IP”) addresses, combinations of web 

browser configurations unique to individuals (“browser fingerprints”), and persistent 

identifiers Google and Facebook assigned to individuals.23 The intercepted 

communications provided a rich source of information that bolstered Google and 

Facebook’s ability to target advertising to individual consumers.24  

When consumers communicated with Defendants about topics such as drug 

addiction, mental health, sexually transmitted diseases, or pregnancy, the Hospitals 

 
20 R:A:I:20(¶49); R:A:IV:21(¶49). 
21 R:A:I:20-21(¶51); R:A:IV:22(¶51). 
22 R:A:I:15-17(¶¶28-29, 35-36); R:A:IV:16-18(¶¶28-29, 35-36). 
23 R:A:I:20, 26-27(¶¶50, 63-64, 68-70); R:A:IV:21-22, 27-29(¶¶50, 63-64, 67-69). 
24 R:A:I:16-17(¶¶30, 37); R:A:IV:17-18(¶¶30, 37). 
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helped Google and Facebook intercept those communications and use them for 

individually targeted advertising. 

To illustrate how the technology works, consider the BIDMC webpage for its 

Obstetrics and Gynecology department. The landing page gave patients the option 

to request an appointment:25 

 

 
25 R:A:I:30(¶73). 
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New patients were asked to fill out a form to request an appointment, as 

illustrated below.26  

 

 

 
26 R:A:I:34(¶79). 
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When the new patient selected the department where she wished to make an 

appointment (e.g., OB/GYN-General), hidden Google Analytics code intercepted 

and transmitted that information to Google. The graphic below (created with a 

special tool) reveals the hidden network traffic generated by Google Analytics27: 

 

Google Analytics caused the user’s computer to intercept and transmit to 

Google that the user was communicating with BIDMC to request a “New Patient 

Appointment” with an “OB/GYN-General” doctor.28 Meta Pixel caused similar 

information to be intercepted by and transmitted to Facebook.29 Google and 

Facebook recorded this communication (along with information that helped identify 

 
27 R:A:I:34-35(¶80). 
28 Id.  
29 R:A:I:36-37(¶¶81-82). 
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the user), which they then used to target individualized advertising to the Hospitals’ 

website users.30 

III. Defendants Lied to Consumers, Falsely Telling Them that Defendants 
Did Not Share Website Communications with Outside Parties.  

The code for AdTech was invisible to consumers.31 Defendants could have, as 

most businesses do, disclosed that they assisted Google, Facebook, and other third 

parties to intercept the consumers’ communications with Defendants. Not only did 

Defendants not do this, but they expressly and falsely disavowed sharing such 

communications. BIDMC said in its privacy policy: 

Beth Israel Deaconess Medical Center routinely gathers data on website 
activity, such as how many people visit the site, the pages they visit, 
where they come from, how long they stay, etc. The data is collected 
on an aggregate, anonymous basis, which means no personally 
identifiable information is associated with the data. This data helps 
us improve site content and overall usage. This information is not 
shared with other organizations. Except for authorized law 
enforcement investigations or other facially valid legal processes, we 
will not share any information we receive with any outside 
parties.32 

NEBH made an identical statement in its privacy policy.33  

These statements were false: Communications with Defendants were not 

collected on an “aggregate” or “anonymous” basis. Rather, Google and Facebook 

 
30 R:A:I:34-37(¶¶80, 82). 
31 R:A:I:20(¶51); R:A:IV:22(¶51). 
32 R:A:I:14(¶23). All emphasis in this brief is added unless otherwise indicated. 
33 R:A:IV:15(¶23). 
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intercepted the communications on an individual basis and associated the intercepted 

communications with individuals known to Google and Facebook. Additionally, 

contrary to their express representations, Defendants shared the communications 

with “outside parties,” including Google and Facebook, by deploying hidden 

AdTech.34 

Defendants’ privacy policies also stated they were “committed to protecting 

your privacy” and that the “website allows you to visit most areas without 

identifying yourself or providing personal information. For those areas where you 

elect to provide identifiable information, we assure you that we make every effort to 

protect your privacy.”35 These statements, too, were false. AdTech was designed to 

identify consumers, and Defendants were palpably not “committed to protecting 

[consumers’] privacy.”36 

It is difficult to conceive of a more grievous disclosure violation than hospitals 

permitting for-profit companies to intercept sensitive communications and then 

lying about it. 

 
34 R:A:I:14(¶23); R:A:IV:15(¶23). 
35 R:A:I:13-14(¶22); R:A:IV:14-15(¶22). 
36 Id. 
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IV. The Nature of the Communications Intercepted. 

Healthcare consumers trust healthcare providers to guard their personal 

medical information.37 Defendants violated that trust by configuring AdTech to share 

sensitive information with Google and Facebook. The Superior Court described 

consumer communications with Defendants through their websites as equivalent to 

“telephone inquiries and conversations with doctors’ offices.”38 Plaintiff’s 

allegations amply support that description.  

In addition to appointment requests (pp.17-19, supra), Defendants allowed 

Google and Facebook to secretly intercept other types of medical inquiries: 

Communications Regarding Medical Services. Defendants’ websites permit 

consumers to obtain information about medical services.39 For example, NEBH has 

“Pain Management” page40 for consumers to request information about its Pain 

Management Program. When a consumer requested information about NEBH’s Pain 

Management Program, AdTech caused the user’s browser to transmit to Google and 

Facebook that the user requested information on NEBH’s “Pain Management” 

program.41 

 
37 R:A:I:12-13(¶¶17-21); R:A:IV:13(¶¶17-21). 
38Addendum:74, incorporating Addendum:207. 
39 R:A:I:30-32 (¶¶73-77); R:A:IV:29-32 (¶¶71-75). 
40 R:A:IV:29(¶71). 
41 R:A:IV:30-32(¶¶72-74). 
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Defendants’ websites contain hundreds of pages on medical conditions, 

treatments, and services,42 including highly sensitive topics such as drug addiction, 

sexually transmitted diseases, and mental health issues. AdTech intercepted for 

Google and Facebook communications about the specific conditions and treatments 

each consumer inquired about.43 

Search Queries. Defendants’ websites contain a search function through which 

consumers may use search terms to request specific information from Defendants. 

Such searches often reveal highly personal information about the consumer. For 

example, a consumer could search BIDMC’s websites for the term “pregnant” or 

NEBH for the term “knee pain.”44 When a user performed those searches, Google 

and Facebook intercepted the search and learned that the user had asked BIDMC 

about being “pregnant” and NEBH about “knee pain.”45 Whatever precise words 

consumers used to ask Defendants for information (e.g., “HIV,” “drug addiction,” 

“suicide,” “depression,” or “pregnant”) would be intercepted and instantaneously 

transmitted verbatim to Google and Facebook.46 

 
42 R:A:I:30(¶73); R:A:IV:32(¶75). 
43 Id. 
44 R:A:I:38-39(¶84); R:A:IV:32-33(¶76). 
45 R:A:I:38-40(¶¶84-87); R:A:IV:33-35(¶¶76-78). 
46 Id. Google and Facebook could know a woman searched about being “pregnant” 
before she told her spouse or partner she was pregnant. 
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 Find-a-Doctor Queries. Defendants’ websites have “Find a Doctor” features, 

permitting consumers to request information about doctors based on specialties, 

location, gender, and language.47 For example, a consumer might request from 

BIDMC a female OB/GYN doctor within five miles of zip code 02210. When a 

consumer made this request, AdTech transmitted to Google and Facebook the precise 

attributes of a doctor the consumer requested.48  

Bill Payments. Defendants’ websites contain a webpage where patients can 

pay their bills. When a patient communicated to Defendants that they wished to 

make a payment, hidden code transmitted to Google and Facebook that request, 

confirming to Google and Facebook the individual’s status as a patient, information 

highly valuable to those companies’ advertising efforts.49  

 Patient Portal Access and Medical Records. Defendants’ websites have 

“patient portals” through which patients can access their medical records.50 

Defendants enabled Google and Facebook to eavesdrop on certain communications 

connected to patient portals, confirming the individual’s patient status to Google and 

 
47 R:A:I:41-43(¶¶88-91); R:A:IV:35-37(¶¶79-82). 
48 Id. 
49 R:A:I:46-49(¶¶96-100); R:A:IV:43-45(¶¶89-91). 
50 R:A:I:50(¶101); R:A:IV:45(¶92). 
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Facebook.51 AdTech on NEBH’s patient portal also transmitted the patient’s doctor’s 

name to Google and Facebook.52  

 In summary, Defendants’ interactive websites are designed for patient 

communications, serving the same communicative function a call to the doctor 

accomplished in the pre-internet age.  

Summary of Argument 

Four Superior Court justices have separately reached the same conclusion. 

Applying the MWA’s plain terms and an established body of caselaw, each concluded 

that the secret use of AdTech that enabled social media and technology companies 

to eavesdrop on website communications stated a claim under the MWA.53 No court 

has ruled to the contrary. 

The Superior Court decisions affirming AdTech wiretap claims, including the 

two on appeal, align with a wealth of case law spanning decades, including a now 

twenty-year-old landmark First Circuit decision affirming that the secret use of 

AdTech on websites violates wiretap laws. In re Pharmatrak, Inc. Privacy Litig., 329 

F.3d 9 (1st Cir. 2003)(reversing dismissal of class wiretap claims relating to AdTech 

on pharmaceutical websites). See pp.31-32, 64-65.    

 
51 R:A:I:50-51(¶¶101-03). 
52 R:A:IV:38-43(¶¶83-84). 
53 See nn.4-5, supra. 
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The Superior Court’s conclusion that the MWA applied to the secret use of 

AdTech drew upon the MWA’s broad definition of “wire communication”; the 

MWA’s preamble, which explains that the statute was intended to target the “grave 

dangers” from the “uncontrolled development and unrestricted use of modern 

electronic surveillance devices,” G.L. c.272 §99(A); and this Court’s decisions 

rejecting efforts to limit the MWA to 1960s-era technologies. Commonwealth v. 

Moody, 466 Mass. 196, 209 (2013)(“In light of the broad statutory definitions of the 

terms ‘wire communication’ and ‘interception,” the MWA is “broad enough to cover 

non-oral electronic transmissions”). See pp.29-31.  

Massachusetts courts have consistently applied the MWA to modern 

communication technologies, including internet communications. As the Appeals 

Court reiterated last year, the “Legislature has created [in the MWA] a strong 

bulwark against secret surveillance,” the MWA “is among the most protective of 

electronic surveillance statutes in the country,” and it is “adequately designed to deal 

even with a sophisticated and novel surveillance tool.” Commonwealth v. Du, 103 

Mass. App. Ct. 469, 481-82 (2023). See pp.33-35. 

The Superior Court’s conclusion that Plaintiff sufficiently alleges the 

eavesdropping was secret was correct given Defendants’ above-quoted false 

statements in their privacy policies and this Court’s decision in Commonwealth v. 

Jackson, 370 Mass. 502, 507 (1976), holding that for an interception to be non-
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secret, there must be a “clear and unequivocal objective manifestation[] of 

knowledge.” See pp.38-46.  

The Superior Court properly rejected the Defendants’ argument that the use 

of AdTech is protected under the “telephone equipment” defense because the defense 

is limited to the use of “telephone equipment” as an incepting device, and 

Defendants did not use AdTech the ordinary course of business. See pp.46-52. 

Finally, the Superior Court’s conclusion that Plaintiff has standing under the 

MWA correctly applied the MWA’s plain terms, which define precisely who has 

standing, and this Court’s holding in Pine v. Rust, 404 Mass. 411, 418 (1989), that 

no harm in addition to the privacy invasion caused by the interception itself is 

necessary to confer standing. See pp.52-56. 

Defendants barely address the MWA’s terms. When they do, Defendants 

speculate about what the Legislature must have “intended” rather than addressing 

what the MWA says. Defendants sidestep the MWA’s strong preamble and this 

Court’s repeated affirmations that the MWA should be construed broadly. Moody, 

466 Mass. at 208-09. See pp. 30, 33, 57. Defendants also disregard the actual 

legislative history, which makes clear the Legislature, troubled by the grave dangers 

posed by electronic surveillance, intended to enact a statute strictly protecting our 

citizens’ privacy from secret eavesdropping using new technologies. See pp.36-38. 
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Defendants additionally misapply the rules of “lenity” and “absurdity,” which 

Defendants insist should be used to ignore the MWA’s plain terms. Defendants have 

it backward. When this Court is “called to construe the terms of a statute and its 

applicability, [it] begin[s] with the statute’s plain language.” Metcalf v. BSC Grp., 

Inc., 492 Mass. 676, 681 (2023). The Court considers interpretive tools only if the 

MWA’s terms provide no answer. Here, the statute’s terms answer all questions on 

appeal. The breadth of the statute and the strict deterrence mechanisms adopted were 

intentional legislative choices this Court must respect. The Court should not employ 

“last resort” tools of construction to undermine the intent of the Legislature. See 

pp.56-60, 62-63. 

Finally, Defendants grossly exaggerate the consequences of enforcing the 

MWA’s plain terms to create the hysterical misimpression that these lawsuits 

threaten all Massachusetts businesses. The vast majority of Massachusetts 

businesses that use AdTech do not violate the MWA because they do not use 

AdTech secretly. Defendants, by contrast, did not disclose their use of AdTech and 

falsely represented that they would not share any information with any outside 

parties.54 Defendants violated the MWA because the interceptions were secret.  

The Third Circuit, responding to similar doomsday scenarios, aptly explained: 

So does this mean websites can never use cookies or third-party 
marketing companies to analyze customer data? Though the 

 
54 R:A:VII:66. 
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Defendants try to convince us about the certainty of any number of 
“parade of horribles,” the [Pennsylvania wiretap act] is not so 
unreasonable. It…includes many exceptions from liability. One is the 
all-party consent exception, under which [there is no liability] when the 
person being recorded knew…that the conversation was being recorded 
[due to a] privacy policy [that] sufficiently alert[s] [website users] that 
[website] communications [are] being sent to a third-party company. 

Popa v. Harriet Carter Gifts, Inc., 52 F.4th 121, 132 (3d Cir. 2022). See pp.60-62. 

 The court below properly applied the MWA’s plain terms, legislative intent, 

and authority construing the MWA and similar laws. There was no error.  

Argument 

I. The MWA Applies to Communications Between Consumers and 
Businesses Through Websites. 

Defendants argue that when consumers communicated with healthcare 

providers through their websites, no “wire communications” occurred. Defs-Br-34-

38. The Superior Court properly concluded, applying the MWA’s plain terms and 

established case law, that Plaintiff alleged a “wire communication.”  

A. The MWA’s Plain Terms (Including Its Preamble) Support the 
Decisions. 

A “wire communication” is “any communication made in whole or in part 

through the use of facilities for the transmission of communications by the aid of 

wire, cable, or other like connection between the point of origin and the point of 

reception.” G.L. c.272 §99(B)(1).  
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Incorporating its earlier decision in Doe v. Boston Children’s Hospital, No. 

2384CV00411-BLS-1 (Mass. Super. Ct. Sept. 14, 2023), the Superior Court held that 

“the plain language of the statute encompasses the electronic activity alleged here.”55 

The Superior Court held in Boston Children’s Hospital: “An analysis of legislative 

intent likewise points to the inclusion of the website interactions here as 

communications under the statute.”56 The Superior Court correctly emphasized that 

according to the MWA’s preamble (which doubles as a legislative command and 

proof of legislative intent), the MWA “was enacted ‘to curtail [the] grave 

danger[],’” posed by “‘the uncontrolled development and unrestricted use of 

modern surveillance devices,’ which the Legislature termed a danger ‘to the 

privacy of all citizens.’”57  

As the Superior Court observed, this Court “has established that the statute is 

to be interpreted broadly, and consistent with that principle, has applied it to 

electronic text messages, a technology that did not exist in 1968.”58 The Superior 

Court concluded: “Online searches for doctors and requests for appointment also did 

not exist in 1968, but, similar to texting, are the modem equivalent of telephone 

 
55 Addendum:74, incorporating Addendum:207. 
56 Addendum:206.  
57 Id. (quoting G.L. c.272 §99(A)).  
58 Addendum:206-07 (citing Moody, 466 Mass. at 209). 
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inquiries and conversations with doctors’ offices that would have occurred then. As 

such, they are protected under the statute.”59 

1. The MWA Is Not Limited to Communications Between 
Individuals. 

Defendants argue the word “communication” is limited to communications 

“between individuals.” Defs-Br-35, n.54. Nothing in the statutory language supports 

this construction. After considering the common definition of communication—“the 

imparting or interchange of thoughts, opinions, or information by speech, writing, 

or signs”—the Superior Court correctly held: “Nothing in this stated intent or in the 

remaining statutory language limits its reach to human-to-human” communication.60 

See Garcia v. Steele, 492 Mass. 322, 326 (2023)(“words will be interpreted as taking 

their ordinary, contemporary, common meaning”). 

Defendants cite no authority construing the MWA or any wiretap law as 

limited to communications between individuals. In construing other wiretap acts, 

courts have held that communications can be between a natural person and an entity 

or its website. Revitch v. New Moosejaw, LLC, 2019 U.S. Dist. LEXIS 186955, *2-

3 (N.D. Cal. Oct. 23, 2019)(requests and responses between customer and retailer—

whether online or over the phone—are communications); Doe I v. Sutter Health, 

 
59 Addendum:207.  
60 Addendum:206.  
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Case No. 34-2019-00258072 (Cal. Cnty. Ct. June 9, 2022)(communication may be 

“between a natural person and an entity or technology created by other natural 

persons”).61  

Thus, myriad courts have sustained wiretap claims for intercepting 

communications between website users and corporate websites. Popa, 52 F.4th 121; 

In re Facebook Inc. Internet Tracking Litig., 956 F.3d 589 (9th Cir. 2020); Joffe v. 

Google, Inc., 746 F.3d 920 (9th Cir. 2013); Pharmatrak, 329 F.3d 9; Price v. 

Carnival Corp., 2024 U.S. Dist. LEXIS 10175 (S.D. Cal. Jan. 19, 2024); Balletto v. 

Am. Honda Motor Co., 2024 U.S. Dist. LEXIS 25150 (N.D. Cal. Feb. 13, 2024); In 

re Grp. Health Plan Litig., 2023 U.S. Dist. LEXIS 227218 (D. Minn. Dec. 21, 2023); 

Vonbergen v. Liberty Mut. Ins. Co., 2023 U.S. Dist. LEXIS 220178 (E.D. Pa. Dec. 

11, 2023); Cousin v. Sharp Healthcare, 2023 U.S. Dist. LEXIS 206638 (S.D. Cal. 

Nov. 17, 2023); James v. Walt Disney Co., 2023 U.S. Dist. LEXIS 200997 (N.D. Cal. 

Nov. 8, 2023); Garcia v. Yeti Coolers, LLC, 2023 U.S. Dist. LEXIS 158968 (C.D. 

Cal. Sep. 5, 2023).62  

The MWA is not limited to communications between individuals. The Court 

did not err. 

 
61 Addendum:334. 
62 See also Addendum:325-30, 346-66 (collecting additional authorities). 
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2. The MWA Applies to Modern Electronic Communications. 

The MWA was intended to apply to technologies that did not exist when the 

statute was enacted. The Superior Court correctly held that “the plain language of 

the statute encompasses the electronic activity” that Plaintiff alleges.63  

In Moody, this Court reasoned, “[i]n light of the broad statutory definitions of 

the terms ‘wire communication’ and ‘interception,” the MWA is “broad enough to 

cover non-oral electronic transmissions.” 466 Mass. at 208-09. Consistent with 

Moody, the Appeals Court reiterated last year that the MWA is “adequately designed 

to deal even with a sophisticated and novel surveillance tool.” Du, 103 Mass. App. 

Ct. at 481-82.  

Massachusetts courts have long applied the MWA to communication 

technologies and platforms unimaginable in 1968. In Rich v. Rich, 2011 Mass. Super. 

LEXIS 148, *12-14 (July 8, 2011), the court held the MWA applied to hidden key-

logging software that records activities on a computer—similar to the technologies 

here—reasoning the MWA “is sufficiently broad to include those new technologies.” 

In Marquis v. Google Inc., SUCV2011-02808-BLS1 (Mass. Super. Ct. Jan. 17, 

2012), the court upheld an MWA claim arising from the interception of emails, given 

 
63 Addendum:74, 86. 
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the MWA’s “definition of ‘wire communications’ is sufficiently broad to include 

electronic communications.”64 

Defendants attempt to avoid the MWA’s plain terms by characterizing website 

communications as “browsing” and “button/link clicks” and insisting website 

communications are “not…equivalent” to “sending or receipt of any 

email/text/chat/instant message.” Defs-Br-14, 22-23. Defendants’ characterization 

of websites as involving only “clicks” and “browsing” ignores the allegations in the 

complaints about how Defendants’ websites were used to ask for and receive 

information about doctors and medical conditions, and to schedule appointments, 

pay bills, and check the patient portal. Statement of Facts, §IV.  

Websites have transformed how consumers communicate with businesses. 

“Today it is common, if not expected, that businesses maintain websites, often with 

interactive capabilities through which customers can communicate with the 

businesses.” Telebrands Corp. v. Altair Instruments, Inc., 2019 U.S. Dist. LEXIS 

136594, *11 (D.N.J. Aug. 13, 2019). Where, previously, a consumer would obtain 

information from a business by calling, consumers now obtain the same information 

via the Internet. When a user visits a webpage, the user requests information from a 

business (through clicks, searches, or forms), and the business responds (through the 

 
64 Addendum:320. 
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website) with the information requested—no different than a question-and-answer 

communication via phone, email, or text.  

The Superior Court, crediting Plaintiffs’ well-pled fact allegations, aptly 

described website communications as the “modern equivalent of telephone inquiries 

and conversations with doctors’ offices that would have occurred” at the time of the 

MWA’s enactment.65 

3. Website Communications Occur by “Wire.” 

Website communications occur “by the aid of wire, cable, or other like 

connection,” as the “Internet is an instrumentality” that transmits information “by 

aid of wire, cable, or other like connection between the points of origin and reception 

of such transmission.” United States v. Lyons, 740 F.3d 702, 716 (1st Cir. 

2014)(construing federal law applicable to similarly defined “wire communications” 

as encompassing website communications).  

Defendants argue for the first time on appeal that the word “wire” must be 

limited to telephone and telegraph wires. Defs-Br-35. Defendants’ argument is 

 
65 Addendum:207. The Superior Court properly rejected Defendants’ argument that 
AdTech is comparable to GPS devices that only “record physical movements.” Defs-
Br-36, n.56 (citing Commonwealth v. Connolly, 454 Mass. 808 (2009)); 
Addendum:207 n.2 (rejecting Connolly’s relevance). Connolly noted that “[d]ata 
from GPS devices…does not fall within the language of the wiretap statute,” 454 
Mass. at 825, as there were no facts in Connolly suggesting a GPS device intercepted 
or even could intercept any oral or wire communication to which the criminal 
defendant there was a party (that is not what GPS devices do). 
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foreclosed by this Court’s holding in Moody that the MWA is “broad enough to cover 

non-oral electronic transmissions.” 466 Mass. at 208 (applying MWA to text 

messages). Defendants offer no reason for this Court to discard this precedent.  

The Superior Court correctly held that consumers’ communications with 

Defendants through their websites are “wire communications.” 

B. Legislative History Confirms the MWA Applies to Emerging 
Technologies. 

With no sound argument on the MWA’s plain terms, Defendants resort to 

amorphous assertions about legislative intent. Defendants argue the MWA was 

designed with a “clear intent to restrict people from secretly listening to or recording 

other peoples’ interpersonal messages and conversations.” Defs-Br-19. Defendants 

cite nothing to support this assertion.  

The MWA’s preamble—the most direct evidence of legislative intent—

supports the Superior Court’s conclusion that the MWA was intended to protect 

Massachusetts citizens from the “grave dangers” of “modern electronic surveillance 

devices.” G.L. c.272 §99(A). Significantly, the Legislature’s thoughtful and 

instructive preamble was not borrowed from a uniform or other wiretap law.  

Legislative history further bolsters the Decisions. The Legislature rewrote the 

MWA in 1968.66 The MWA’s predecessor statute was limited to devices used to 

 
66 1968 Mass. Acts. c.738 (Addendum:119). 
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“overhear…spoken words.”67 The focus of the predecessor act was 

“eavesdropping,”68 a focus that would continue to animate the Legislature when it 

expanded the MWA beyond “spoken words” to “wire communications.” 

The process leading to the 1968 amendment began when the Legislature 

formed a Special Commission on Electronic Eavesdropping (the “Commission”) to 

investigate “laws relative to eavesdropping and the use of electronic recording 

devices, wireless taps or electronic taps…or similar devices or arrangements…with 

a view to strengthening the laws relative to eavesdropping.”69 

The Commission’s Interim Report in April 1967 articulated a concern about 

emerging “future” technologies that facilitate “electronic eavesdropping” and the 

need to deter that conduct:  

Clearly, the future is frightening, and beyond the layman’s 
comprehension. Science has a double-edged sword, which can work for 
the betterment of mankind or for its destruction, depending on how the 
scientific tools developed are used…. Even the strictest enforcement 
of the most all-encompassing statute will not put a stop to electronic 
eavesdropping. We can only hope to lessen the incidence of 
eavesdropping….70 

The Commission’s October 1967 Interim Report further illuminated the 

Legislature’s motivations, concluding that a “minimum remedy…should be 

 
67 1920 Mass. Acts c.558 (Addendum:117). 
68 Id.  
69 S. Bill. 201 (Mass. 1964)(Addendum:132).  
70 S. Rep. 1198 (Mass. 1967)(Addendum:143)  
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available to all citizens due to the tremendous expansion of the problem created 

by…new technology.”71 

The Commission’s Final Report articulated unambiguously that the new 

MWA was designed to be a stringent, pro-privacy statute that would “strictly forbid 

electronic eavesdropping or wiretapping by members of the public.”72 

The legislative history confirms the Legislature fully intended to enact a 

statute strictly limiting the secret use of new and future technologies that secretly 

intercept wire communications. 

II. Plaintiff Alleges Secret Interceptions. 

The MWA prohibits secret interceptions of wire communications. G.L. c.272 

§99(B)(4). Recognizing the Legislature’s intent to address the “serious threat [to] the 

privacy of all citizens” posed by “electronic surveillance devices,” Defendants must 

prove Plaintiff’s “actual knowledge” of an interception to establish an interception 

was not secret. Jackson, 370 Mass. at 507. The “actual knowledge” requirement 

“impose[s] [a] more stringent restriction[] on the use of electronic surveillance 

devices” than in other states, requiring a “clear and unequivocal objective 

manifestation[] of knowledge.” Id. at 506-07.  

 
71 S. Rep. 1469 (Mass. 1967)(Addendum:157) 
72 S. Rep. 1132 (Mass. 1968)(Addendum:173).  
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A. Secrecy Cannot Be Decided on a Motion to Dismiss. 

The Superior Court properly concluded that the MWA’s secrecy element 

presents a fact question turning on the content and presentation of website 

disclosures.73 Morrison v. Lennett, 415 Mass. 857, 859 (1993); Braun v. Phila. 

Inquirer, LLC, 2023 U.S. Dist. LEXIS 202528, *15 (E.D. Pa. Nov. 13, 2023).  

Defendants’ insistence that “secrecy” could be resolved in their favor on the 

pleadings is truly remarkable, considering their brazenly false disclosures. 

Defendants promised their website users their communications were “not shared 

with any other organizations” and that Defendants “will not share any 

information we receive [from consumers] with any outside parties.” They then 

secretly did precisely what they promised not to do.74 

Defendants point to their disclosure: “We and our Third-Party Service 

Provider collect and save the default information customarily logged by world wide 

web server software.” Defs-Br-15. They argue this disclosure put users on notice of 

third-party eavesdropping. Defs-Br-44-45. Bluntly, this argument is preposterous 

considering Defendants’ blatantly false disclosures, which told website users 

information was not “shared with any other organizations” or “any outside parties.” 

 
73 Addendum:70-71, 74-75. 
74 R:A:I:14(¶23); R:A:IV:15(¶23). 
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Defendants’ disclosures did not simply “lack specificity,” Defs-Br-44; rather, they 

were lies. 

Undeterred by their overt deception, Defendants argue, despite Plaintiffs’’ 

contrary allegations (Statement of Facts §III), that Plaintiff had actual knowledge 

that Google and Facebook eavesdropped on her communications. Defs-Br-39-40. 

The Superior Court correctly refused to adopt Defendants’ factual contentions. This 

Court must refuse to do so as well. See Calhoun v. Google LLC, 526 F. Supp. 3d 605, 

620-21 (N.D. Cal. Mar. 17, 2021)(“disclosures must have only one plausible 

interpretation” for pleadings-stage dismissal). 

B. Any Knowledge of Recording By Defendants’ Web Servers Does Not 
Equate to Knowledge of Third-Party Eavesdropping. 

Defendants say, “it is common knowledge” that communications through 

websites are “recorded” by servers, and anyone who communicates over the internet 

“is on notice of inherent recording.” Defs-Br-43. Defendants conflate recording by 

a party to a communication with the interception of the communication by a third 

party. Defendants’ premise is that knowledge is all-or-nothing—knowledge of any 

“recording” by a party to a communication should be deemed knowledge of all 

interceptions by eavesdropping third parties. That is not the law.  

The Appeals Court in Du addressed this issue head-on, construing the MWA’s 

plain terms to find that a “remote…hearing…of the transmission” is an interception 

distinct from a “recording” made by a participant to the communication, given that 
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a “[a] single communication can be intercepted at more than one point in time or 

place.” 103 Mass. App. Ct. at 478-79. Du confirmed that secrecy must be evaluated 

separately as to each interception. Id.75  

Du is no outlier; it aligns with consistent authority construing wiretap statutes. 

Given the “strong [legislative] purpose to protect individual privacy [and] strictly 

limit[] the occasions on which interception may lawfully take place,” consent “is not 

necessarily an all-or-nothing proposition; it can be limited.” Watkins v. L.M. Berry 

& Co., 704 F.2d 577, 581-82 (11th Cir. 1983). “A party may consent to the 

interception of only part of a communication…. Thus, a reviewing court must 

inquire into the dimensions of the consent and then ascertain whether the 

interception exceeded those boundaries.” Pharmatrak., 329 F.3d at 19.76 

 
75 Defendants attempt to downplay Du by claiming “[t]he Du court considered not a 
single prior Wiretap Act precedent,” pointing to this Court’s decisions in Rainey, 
Morris, and Jackson. Defs-Br-42, n.78. This assertion is spectacularly wrong. The 
Appeals Court discussed in-depth each of those decisions and others construing the 
MWA. 103 Mass. App. Ct. at 473-77. Defendants fault Du for not discussing 
Curtatone, but as explained below, Curtatone and Du do not conflict because 
Curtatone did not involve third-party eavesdropping.  
76 These rulings align with the Commission’s concerns: “[F]reedom includes the 
right to decide for himself whether his words shall be accessible solely to his 
conversation partner, to a particular group, or to the public….” S. Rep. 1132 (Mass. 
1968)(Addendum:179)(quotations omitted). 
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In In re Facebook, Inc., the court rejected a similar argument by Facebook, 

holding that knowledge that recipients may record a communication does not 

amount to consent to third parties intercepting the same communication: 

[A]ccording to Facebook,…if people use social media to communicate 
sensitive information with a limited number of friends, they have no 
right to complain of a privacy violation if the social media company 
turns around and shares that information with a virtually unlimited 
audience. Facebook’s argument could not be more wrong. When 
you share sensitive information with a limited audience…,you retain 
privacy rights and can sue someone for violating them…. 

402 F. Supp. 3d 767, 776 (N.D. Cal. 2019); In re Google Inc. Gmail Litig., 2013 U.S. 

Dist. LEXIS 172784, *55–56 (N.D. Cal. Sept. 26, 2013)(“no case that stands for the 

proposition that users who send emails impliedly consent to interception and use of 

their communications by third parties other than the intended recipient of the 

email”).  

Accepting Defendants’ arguments would gut the MWA and render it 

inapplicable to any modern electronic communication since the recipient’s device or 

server almost always records such communications. Defendants’ argument is 

irreconcilable with this Court’s decision in Moody, which applied MWA to text 

messages, another form of communication “inherently recorded” on the recipient’s 

device. Defendants concede the MWA applies to “email/text/chat/instant message or 

equivalent” communications, Defs-Br-9, but ignore that the MWA would not apply 
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to any of these forms of communications if this Court held the secret interception by 

third parties of “inherently recorded” communications does not violate the MWA. 

Defendants rely heavily on Curtatone v. Barstool Sports, Inc., 487 Mass. 655 

(2021) to argue Plaintiff’s supposed knowledge that Defendants’ web servers keep 

logs counts as knowledge of third-party eavesdropping. Defs-Br-39-41. Curtatone 

contains no such holding. It stands for a narrow proposition: one party’s consent to 

the other party’s recording is valid, although the consenting party was deceived 

about the other party’s identity. Id. at 659.  

This Court’s statement in Curtatone that the “act of hearing or recording is 

that which must be done secretly” must be considered in context. This Court 

contrasted the facts before it with “electronic eavesdropping,” noting the “legislative 

intent, apparent both in the legislative history of the act and the act itself, concerns 

limiting ‘electronic eavesdropping,’ circumstances unlike those at issue here….” 

Id. at 659. In contrast, Plaintiff here claims that Defendants facilitated “electronic 

eavesdropping,” the precise conduct absent in and unaddressed by Curtatone. The 

Superior Court properly recognized Plaintiff’s claims involved “third-party 

eavesdropping…by undisclosed, contemporaneous third parties,” which “differs 

from Curtatone…, which involved a consented-to recorded conversation between 

two people only.”77  

 
77 Addendum:75 n.7, 87 n.7. 
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Defendants cite Commonwealth v. Morris, 492 Mass. 498 (2023), and 

Commonwealth v. Rainey, 491 Mass. 632 (2023) for this same argument, Defs-Br-

41-42, but both cases are distinguishable for the same reason: both involved 

recording by a party to the communication; neither involved undisclosed third-party 

eavesdropping. Morris, 492 Mass. at 501-02; Rainey, 491 Mass. at 633-34.78 

Courts in other jurisdictions that have held, like Curtatone, that deception 

about identity does not violate the wiretap act have confirmed that third-party 

eavesdropping is different and actionable. For example, Pennsylvania’s wiretap law 

has been construed, like Curtatone, to exclude situations where one party to a 

communication deceived another about his identity. Commonwealth v. Cruttenden, 

58 A.3d 95, 96 (Pa. 2012); Commonwealth v. Proetto, 771 A.2d 823, 826-27, 831-

32 (Pa. Super. Ct. 2000).  

Businesses accused of wiretap violations by using AdTech have tried to 

invoke those decisions to argue no violation occurred because website users knew 

of recording in general. Courts consistently reject these arguments, holding that 

even if a consumer “may have consented to [the website server] recording her 

personal information,” plaintiff “has plausibly alleged she was not aware [the 

website owner] had procured an undisclosed third party to intercept that 

 
78 Defendants’ other authorities (cited at Defs-Br-39 n.63, Defs-Br-43 n.79) likewise 
involved no third-party eavesdropping. 
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information too.” Vonberger, 2023 U.S. Dist. LEXIS 220178, *40-41. Proetto does 

not stand “for the proposition that users who send emails impliedly consent to 

interceptions and use of their communications by third-parties other than the 

intended recipient of the email.” Google-Gmail, 2013 U.S. Dist. LEXIS 172784, 

*56; Price, 2024 U.S. Dist. LEXIS 10175, *8-9 (same); Popa, 54 F.4th at 126-27.  

Curtatone provides no license for third-party eavesdropping. 

C. Defendants Ignore the Difference Between Third-Party Eavesdropping 
and Subsequent Sharing. 

Contrary to Defendants’ argument, Defs-Br-43-44, the Decisions would not 

require the police officers in Morris and Rainey or the reporter in Curtatone to 

disclose that recordings may later “be shared” with other parties, given the MWA’s 

distinction between third-party eavesdropping as communications happen (which 

the MWA prohibits) and later sharing of a completed communication (which the 

MWA does not). 

Defendants’ insistence (Defs-Br-30 n.41) that there is no difference between 

eavesdropping and later “sharing” of completed communications ignores that the 

MWA draws precisely such a distinction. The California Supreme Court underscored 

the significance of this distinction, common among wiretap laws: 

While one who imparts private information risks the betrayal of his 
confidence by the other party, a substantial distinction has been 
recognized between the secondhand repetition of the contents of a 
conversation and its simultaneous dissemination to an unannounced 
second auditor, whether that auditor be a person or mechanical 
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device…. [S]ecret monitoring denies the speaker an important aspect 
of privacy of communication—the right to control the nature and extent 
of the firsthand dissemination of his statements. 

Ribs v. Clark, 696 P.2d 637, 640-41 (Cal. 1985). 

The Superior Court’s pleadings-stage decision that the complaints adequately 

allege secrecy was correct.  

III. The Telephone Equipment Defense Does Not Apply. 

The MWA exempts from the definition of an “intercepting device,” “any 

telephone or telegraph instrument, equipment, facility, or a component 

thereof…being used by the subscriber or user in the ordinary course of its business.” 

G.L. c.272 §99(B)(7). The defense requires two factual conclusions—that the 

interception was accomplished through “telephone or telegraph” equipment and that 

it was in the “ordinary course of [Defendants’] business.” Defendants establish 

neither element. The Superior Court correctly held the defense did not apply: 

“Setting aside whether internet tracking occurs in the ordinary course of BIDMC’s 

business, the electronic software-based internet tracking technology at issue here 

plainly is not...telephone or telegraph equipment.”79 

A. AdTech Is Not Telephone Equipment. 

AdTech is not “telephone equipment”; Defendants do not claim otherwise. 

Instead, Defendants argue that if the Court construes “intercepting device” to include 

 
79 Addendum:76, 88. 
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“21st-century website technology,” AdTech should be construed to be “telephone 

equipment.” Defs-Br-47-48. Defendants cite no case accepting this argument. 

Defendants’ simplistic argument ignores the MWA’s plain terms. The MWA 

regulates “intercepting devices,” defined broadly to include “any device or 

apparatus which is capable of transmitting, receiving, amplifying, or recording a 

wire…communication.” G.L. c.272 §99(B)(3). In contrast, the telephone 

equipment defense is narrow and exempts only “telephone or telegraph instrument, 

equipment, facility, or a component thereof….” Id. 

This Court has held “‘telephone equipment does not include eavesdropping 

devices external and extraneous to regular telephone devices.” O’Sullivan v. NYNEX 

Corp., 426 Mass. 261, 265 (1997). In reaching that conclusion, this Court relied upon 

the First Circuit’s decision in Williams v. Poulos, 11 F.3d 271, 280 (1st Cir. 1993), 

which construed the same language in federal wiretap law and confirmed the defense 

is inapplicable to a system that monitors telephone equipment but is not itself 

telephone equipment.  

Defendants protest that the Appeals Court once construed the telephone 

equipment defense flexibly, and therefore, a departure from the MWA’s requirements 

is warranted, pointing to Dillon v. Mass. Bay Transp. Auth., 49 Mass. App. Ct. 309, 

314 (2000). Defs-Br-27-28, 46-47. In Dillon, the court allowed the defense even 

where telephone equipment was obtained from a source other than a telephone 
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company. The Dillon court reasoned that “a great variety of equipment and services 

earlier generally provided by a telephone company” had come to be provided “from 

numerous non-telephone company sources.” Id. But nothing in Dillon expanded the 

exemption beyond telephone equipment.  

In Alves, the Superior Court rejected the same argument that would “depart 

even more dramatically from the language of [the MWA than Dillon] to include 

[AdTech with] characteristics quite different from telephone equipment.” 2023 

Mass. Super. LEXIS 59, *10–13; see also Commonwealth v. Diego, 119 A.3d 370, 

375-76 (Pa. Super. Ct. 2015)(declining to “radically expand the definition of 

‘telephone” because the “argument [taken] to its logical conclusions [would mean] 

any modern computer, in tablet form or otherwise, would have to be considered a 

telephone under the Wiretap Act when it is used to transmit or receive an electronic 

communication.”). 

Without a sound textual argument, Defendants resort again to a citation-free 

“legislative intent” argument. Defs-Br-45. The legislative history affirms the 

limitation of the defense to “telephone equipment” was no accident. An early draft 

of the MWA would have afforded the defense to “the use by…businesses of any 

device used for security or business purposes.”80 The Legislature rejected the 

 
80 H. Bill 1435 (Mass. 1967)(Addendum:134). 



 49

broader “any device” defense, limiting it instead to “telephone or telegraph 

instrument, equipment, facility, or a component thereof.” G.L. c.272 § 99(B)(3).  

Defendants say “[t]here is no common-sense…explanation” for why the 

Legislature limited the defense to “telephone equipment.” Defs-Br-49-50. There is. 

The Commission, as part of its consideration of new wiretap laws, heard testimony 

from New England Telephone and Telegraph Company about the necessity of 

“service observation practices” for “quality control,” concluding “it believes the 

company is sincere in its statement that service observation is essential to the proper 

functioning of the telephone system.”81 The Commission was aware of the risk that 

telephone companies or their customers might be found liable for using standard 

telephone equipment, so the Legislature created an exception. Defendants’ effort to 

rewrite this limited defense must be rejected. 

Finally, Defendants do not explain why AdTech is the modern analog of 

telephone equipment. Even if the defense were construed to include modern 

communications equipment, AdTech that monitors website communications would 

not be excluded because it is extraneous to website functionality, R:A:I:52(¶¶105-

06); R:A:IV:47(¶¶95-96)), just like the extraneous monitoring system in Williams. 

11 F.3d at 280; Sanders v. Robert Bosch Corp., 38 F.3d 736, 740 (4th Cir. 

 
81 S. Rep. 1198 (Mass. 1968)(Addendum:144-53). 



 50

1994)(telephone voice logger is not telephone equipment). At a minimum, this 

argument implicates factual issues that cannot be decided without a factual record. 

B. Defendants Did Not Use AdTech in the Ordinary Course of Business. 

The defense is also unavailable unless Defendants’ secret use of AdTech was 

in the ordinary course of their business. This fact question provides an alternative 

basis for affirming the denial of motions to dismiss.  

 “[I]n light of the statutory purpose of protection from invasions of privacy, 

neither the concept of legitimate business purpose nor ‘ordinary course of business’ 

can ‘be expanded to mean anything that interests a company.’” Crosland v. Horgan, 

401 Mass. 271, 275 (1987)(quoting Watkins, 704 F.2d at 582); Google-Gmail, 2013 

U.S. Dist. LEXIS 172784, *36 (legislature “did not intend to allow [companies] 

unlimited leeway to engage in any interception that would benefit their business 

models” as wiretap law would become “superfluous if the ordinary course of 

business exception were [so] broad.”).  

Plaintiff alleges that Defendants’ aiding of technology and media companies’ 

secret interception of website communications was not instrumental to Defendants’ 

business because even if operating websites was within the ordinary course of their 

business, the secret use of AdTech is not essential to the functioning of Defendants’ 

websites.82 This alone requires this Court to reject, at the pleadings stage, 

 
82 R:A:I:52(¶¶105-06); R:A:IV:47(¶¶95-96). 
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Defendants’ argument that the secret deployment of AdTech was in the ordinary 

course of their business. Sanders, 38 F.3d at 741-42 (“no business reason asserted 

for the decision not to notify [the parties to the communication] of the use of the 

voice logger.”); Brown v. Google LLC, 525 F. Supp. 3d 1049, 1071 (N.D. Cal. 

2021)(ordinary course of business defense inapplicable because “Google has not 

shown that its [AdTech] facilitates or is incidental to the transmission of the 

communication at issue”). Notably, both Google and Facebook directed Defendants 

to make such disclosures.83  

Moreover, when a company violates its own policies, its conduct is not in the 

“ordinary course of [its] business.” Brown, 525 F. Supp. at 1701; Berry v. Funk, 146 

F.3d 1003, 1009-10 (D.C. Cir. 1998)(defendant’s position was “fatally undermined 

by the [its] guidelines…which must be regarded as the ordinary course of business 

for the [defendant]”). Defendants’ policies promised they would not share website 

communications with “any outside parties.”84 Defendants’ policies “fatally 

 
83 https://www.facebook.com/legal/terms/businesstools (websites must “represent 
and warrant that [they] have provided robust and sufficiently prominent notice to 
users regarding [Meta Pixel],” including, a clear and prominent notice on each 
web page where our pixels are used that links to a clear explanation…that third 
parties, including Meta, may…collect or receive information from your 
websites…and use that information to…target and deliver ads”); 
https://marketingplatform.google.com/about/analytics/terms/us/ (“You must 
disclose [to users] the use of Google Analytics, and how it collects and processes 
data.”). 
84 R:A:I:14(¶23); R:A:IV:15(¶23). 
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undermine” their position that secretly enabling third-party eavesdropping of 

consumers’ communications is part of their ordinary course of business. 

IV. The MWA’s Plain Terms Confer Standing. 

The MWA’s civil remedy provision provides: 

Any aggrieved person whose oral or wire communications were 
intercepted, disclosed, or used except as permitted or authorized by this 
section or whose personal or property interests or privacy were violated 
by means of an interception except as permitted or authorized by this 
section shall have a civil cause of action against any person who so 
intercepts, discloses or uses such communications…. 

G.L. c.272 §99(Q). The same section mandates that an “aggrieved person” “shall be 

entitled to recover” liquidated damages plus other remedies. Id. An “aggrieved 

person” is “any individual who was a party to an intercepted wire or oral 

communication.” G.L. c.272 §99(B)(6). Consistent with the MWA’s plain terms, this 

Court has affirmed that statutory damages may be awarded to any individual who 

was a party to an intercepted wire communication (i.e., an aggrieved person) “even 

though…no actual harm has been incurred.” Pine, 404 Mass. at 414-16.  

Defendants essentially ask the Court to overrule Pine, ignore the MWA’s 

express terms, and by judicial fiat, repeal so much of the MWA as provides relief 

unless Plaintiff proves some harm in addition to the injury the Legislature defined in 

the MWA. But this Court “will not read into the statute a provision which the 

Legislature did not see fit to put there.” Chin v. Merriot, 470 Mass. 527, 537 (2015). 
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Article III of the U.S. Constitution limits Congress’s ability to confer standing 

in federal courts. Spokeo Inc. v. Robins, 578 U.S. 330, 339 (2016). In contrast, this 

Court has long held that the Massachusetts Legislature has the power and discretion 

to define injuries and confer standing as it sees fit:  

The State has power to confer jurisdiction upon its courts to consider 
suits at the instance of those who have very remote and even no 
personal interest in the subject matter…. A stated number of citizens or 
a single individual may be clothed by the Legislature with authority to 
invoke the aid of courts in the suppression of violations of law. 

Fournier v. Troianello, 332 Mass. 636, 639 (1955). “To determine whether [a 

plaintiff] has standing, [Massachusetts courts] look to the statute itself.” Phone 

Recovery Servs., LLC v. Verizon of New England, Inc., 480 Mass. 224, 227 (2018). 

When a plaintiff “meets the plain reading of an ‘aggrieved person under the statute[,] 

we need not look further.” Johnson v. Frei, 93 Mass. App. Ct. 1111, 1115 (2018).85 

The Appeals Court recently rejected the same argument Defendants make—

that principles of “standing” constrain the power of the Massachusetts Legislature 

to define injuries. In Kenn v. Eascare, LLC, 103 Mass. App. Ct. 643 (2024), a federal 

court remanded to state court a claim under the federal Fair Credit Reporting Act 

(“FCRA”) after finding the federal court lacked Article III jurisdiction because the 

plaintiff alleged an FCRA disclosure violation but no separate injury. Id. at 649. The 

 
85 Although Defendants cite cases (Defs-Br-52) where Massachusetts courts 
borrowed language from federal case law to define an “injury,” those cases did not 
involve state statutes, like the MWA, that clearly define who has a right to sue.  



 54

defendant sought dismissal in state court, arguing the federal court’s finding of no 

injury mandated dismissal by the Massachusetts state court as well. The Appeals 

Court disagreed, explaining, “[t]he plaintiff’s lack of standing in Federal court is not 

dispositive of the question of her standing in State court. Because they are not bound 

by art. III, State courts remain free to define their own jurisdictional limits.” Id. at 

649. The court held: “The plaintiff alleged the violation of her legal rights under 

FCRA, which if proved, entitles her to damages under FCRA,” and those allegations 

were sufficient to confer standing. Id. at 652.  

Kenn follows established precedent from this Court, confirming Article III 

does not constrain Massachusetts courts. Weld v. Glaxo Wellcome, Inc., 434 Mass. 

81, 88 (2001)(“State courts…are not burdened by these same [Article III] 

jurisdictional concerns….”); LaChance v. Comm’r of Corr., 475 Mass. 757, 771 n.14 

(2016)(“[B]ecause art. III does not apply to State courts, State courts remain free to 

define their own jurisdictional limits….”). 

Defendants attempt to equate the MWA to Chapter 93A to argue this Court 

should graft a separate-injury requirement onto the MWA. As Defendants admit 

(Defs-Br-55), Chapter 93A expressly requires a plaintiff to allege she “has been 

injured” by a violation to invoke the statute’s remedies. G.L. c.93A §9. The MWA 

does not. This Court must respect the Legislature’s choice to impose different 

requirements for different claims. Lyon v. Triram Corp., 2004 Mass. Super. LEXIS 
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496, *10-11 (Oct. 29, 2004)(“unlike the wiretap statute, G.L. c.93A, §11 requires 

that the plaintiff demonstrate that he suffered loss of money or property, real or 

personal, in order to recover monetary damages.”). 

Kenn also rejected the argument made here—that because Massachusetts 

courts apply a separate-injury requirement for c.93A claims, that requirement must 

apply to all statutory claims: 

The interpretation of the “injury” requirement of c. 93A is based on the 
language and history of the statute. [N]othing in the line of cases 
construing c. 93A’s injury requirement suggests that our Legislature 
would not be permitted to create a statutory scheme providing 
compensation for plaintiffs whose legal rights are infringed, but who 
are not identifiably injured thereby. 

103 Mass. App. Ct. 653. The same rationale applies to the MWA; there is no basis 

to impose a separate-injury requirement the Legislature chose not to require. 

 Defendants insist it made no sense for the Legislature to impose more 

stringent standing requirements on a c.93A claimant than for an MWA claimant, 

Defs-Br-55, but it is not the role of this Court to second-guess such legislative 

decisions. In any event, the Legislature’s decision is explained by the MWA’s 

preamble, reflecting its concern about the “grave dangers” posed by “‘the 

uncontrolled development and unrestricted use of modern electronic surveillance 

devices,” G.L. c.272 §99(A), stark language with no analog in c.93A.  

Despite Defendants’ citation-free insistence that the Legislature “clearly 

intended” to require an additional “injury,” Defs-Br-55, the MWA’s drafting history 
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confirms the Legislature made no mistake requiring judicial correction. An early 

draft of the MWA provided: “Any party to conversation which is eavesdropped upon 

in violation of Part A, and who has been damaged due to such violation, may sue 

the violator….”86 Another bill similarly required that the “person [was] damaged by 

a violation” of the MWA before being eligible for statutory damages.87 However, in 

the enacted MWA, the Legislature dropped the requirement from the earlier drafts 

that a plaintiff be “damaged” and instead allowed any “aggrieved person whose oral 

or wire communications were intercepted,” G.L. c.272 §99(Q), to recover statutory 

damages. This Court should respect and enforce that choice. Plaintiff, an aggrieved 

person, has standing under the MWA. 

V. The Court Should Reject Defendants’ Invitations to Disregard the 
MWA’s Plain Terms. 

With no real argument that the Superior Court misapplied the MWA’s plain 

terms or that its rulings contradicted actual legislative intent, Defendants rely on the 

doctrines of lenity and absurdity to ask this Court to overturn clear legislative 

commands. Neither doctrine applies. 

A. The Rule of Lenity Cannot Be Used to Negate the MWA’s Plain Terms. 

Defendants argue the rule of lenity operates as a trump card, enabling the 

Court to disregard the MWA’s plain terms and legislative intent. Defs-Br-20-26. 

 
86 H. Bill 1435 (Mass. 1967)(Addendum:134). 
87 H. Bill 3665 (Mass. 1968)(Addendum:167). 
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Defendants cite no case applying the rule of lenity to construe the MWA narrowly. 

The doctrine is inapplicable for several reasons.  

First, the rule has no application where “legislative intent…is clear.” Cook v. 

Patient Edu, LLC, 465 Mass. 548, 555-56 (2013). Its application here would be 

inconsistent with this Court’s directive that the Legislature intended the MWA to be 

construed broadly. Moody, 466 Mass. at 209; Commonwealth v. Hyde, 434 Mass. 

594, 603 (2001). 

Second, the rule only applies if “there is a grievous ambiguity or uncertainty 

in the statute.” Muscarello v. United States, 524 U.S. 125, 138-39 (1998). The rule 

of lenity is “a rule of last resort, [applied] only when none of the other canons of 

statutory interpretation is capable of resolving the statute’s meaning.” Adams v. 

Holder, 692 F.3d 91, 107 (2d Cir. 2012); Commonwealth v. Maloney, 447 Mass. 577, 

584-85 (2006)(“[T]he rule of lenity ‘is a guide for resolving ambiguity, rather than 

a rigid requirement that we interpret each statute in the manner most favorable to 

defendants.”). There is no ambiguity in the MWA. 

Third, courts consistently refuse to apply lenity to wiretap laws, given such 

laws’ plain terms and clear legislative intent. The Ninth Circuit rejected Google’s 

reliance on the rule in a wiretap case, explaining: “We do not resort to the rule of 

lenity every time a difficult question of statutory interpretation arises. Rather, the 

rule of lenity only applies if, after considering text, structure, history, and purpose, 
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there remains a ‘grievous ambiguity or uncertainty in the statute.’” Joffe, 746 F.3d 

at 935-36. This Court should decline to apply the rule of lenity to adopt an 

interpretation which is inconsistent with “the purpose of the statute, i.e., to ‘prohibit 

unauthorized artificial interception of communication in an era of changing 

technologies.’” James, 2023 U.S. Dist. LEXIS 200997, *40. 

Defendants do not use the rule of lenity as a “last resort” but instead as a first 

principle, which they contend should control the Court’s interpretations on each 

element of Plaintiff’s claims. That is not a proper application of lenity when there is 

no ambiguity, much less a “grievous ambiguity” that cannot be resolved by other 

interpretive tools. Zaratzian v. Abadir, 2014 U.S. Dist. LEXIS 129616, *19-20 

(S.D.N.Y. 2014)(rejecting “last resort” rule of lenity “[b]ecause the meaning of the 

applicable provisions of the Wiretap Act are capable of being resolved” without it). 

Finally, the elements required to prove criminal and civil liability under the 

MWA differ. The MWA’s criminal provisions each require proof of either a “willful” 

violation or specific intent to commit a violation. G.L. c.272 §99(C). The civil cause 

of action, G.L. c.272 §99(Q), omits any such requirement. Pine, 404 Mass. at 413-

14. The differences between the MWA’s civil and criminal provisions provide an 

additional reason not to distort the MWA’s plain terms by the rule of lenity. United 

States v. W. R. Grace, 504 F.3d 745, 755-56 (9th Cir. 2007)(“rule of lenity” 

inapplicable since the civil and criminal regimes employed “different definitions”); 
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GlobalTranz Enters. Inc. v. Shipper’s Choice Global LLC, 2017 U.S. Dist. LEXIS 

234215, *22-24 (D. Ariz. 2017)(same). 

B. Applying the MWA to Defendants’ Conduct Is Consistent with 
Legislative Intent and Not Absurd. 

Defendants argue that applying the MWA to their secret use of AdTech leads 

to absurd results. Defs-Br-26-33. “The absurdity canon isn’t a license for [a court] 

to disregard statutory text where it conflicts with [its] policy preferences.” In re 

Hokulani Square, Inc., 776 F.3d 1083, 1088 (9th Cir. 2015). Its application “is 

confined to situations “where it is quite impossible that [the legislature] could have 

intended the result.” Id.; Kelley v. Albuquerque, 375 F. Supp. 2d 1183, 1223 (D.N.M. 

2004)(“‘absurdity’ exception to the plain language rule is a tool to be used to carry 

out [legislative] intent—not to override it.”). As this Court has held, for an 

interpretation to be “absurd,” it must result in an application that “the drafters could 

not have intended.” Commonwealth v. Brown, 479 Mass. 600, 606 (2018); 

Commonwealth v. Peterson, 476 Mass. 163, 168-70 (2017).  

With no evidence that the application of the MWA to Defendants’ conduct 

conflicts with the Legislature’s intent, Defendants’ argument veers towards 

hyperbole. Defendants hyperventilate that application of the MWA here “would 

make presumptive criminals of thousands of Massachusetts residents.” Defs-Br-25. 

Not so. To be actionable under the MWA’s civil provisions, “an interception need 

not rise to the level of criminal conduct covered by the penal provisions of the law.” 
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Pine, 404 Mass. at 413-14. Moreover, Plaintiffs’ claims do not imply that installing 

or logging communications with AdTech is “prima face evidence of guilt of [a] 

felony offense.” Defs-Br-23(emphasis in original). The MWA limits liability to those 

who “secretly record.” G.L. c.272 §99(B)(4). Stated simply: the use of AdTech does 

not give rise to civil or criminal liability; only the secret use of AdTech to enable 

third-party eavesdropping violates the MWA. 

Defendants catastrophize that the application of the MWA here would threaten 

all Massachusetts businesses that use AdTech with “crippling civil liability,” Defs-

Br-17, and imagine “calamitous consequences” will ensue “across all for-profit and 

non-profit sectors of the Massachusetts economy.” Defs-Br-28. Defendants’ shrill 

warnings ring hollow because most websites do not secretly allow third-party 

interceptions, as Defendants did, and hence do not violate the MWA. Popa, 52 F.4th 

at 132 (rejecting similar arguments about “parade of horribles”). Plaintiff alleges: 

[I]f BIDMC wanted to use tracking technologies to optimize its website 
or its marketing for a website, there is no legitimate or lawful reason 
for BIDMC (i) to keep secret from its website users the use of these 
tracking technologies; (ii) to falsely and deceptively claim that BIDMC 
does not share the communications with others when it does; or (iii) to 
claim that BIDMC maintains the privacy of those communications 
when it does not.88 

Tellingly, Defendants’ hand-selected examples of businesses that use AdTech, 

Defs-Br-29, undermine their calamity argument. Those businesses expressly 

 
88 R:A:I:53(¶107); R:A:IV:47(¶97). 
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disclosed that they allow third parties such as Google and Facebook to collect 

information about website users to create targeted advertising, and hence did not 

violate the MWA. For example, the Red Sox website (operated by MLB) discloses:  

“We disclose certain data to Social Networks (as defined below) 
such as Twitter, Facebook, LinkedIn and Snapchat to allow us to 
target existing users and customers with highly relevant 
advertising campaigns.”89  

Other websites Defendants cite have similar disclosures90; their operators, therefore, 

are not exposed to liability under the MWA.  

Most healthcare providers disclosed their use of AdTech and have not been 

sued. For example, South Shore Hospital discloses: “[w]e currently use Google 

Analytics” and “pixel tags…or other similar technologies” to facilitate “online 

behavioral advertising” based on “information about your visits to the Site….”91 

Defendants, like most Massachusetts businesses, would not face liability had they 

disclosed their use of AdTech, as Google and Facebook directed them to do.92 

 
89 https://www.mlb.com/official-information/privacy-policy.  
90 Dunkin Donuts: https://www.dunkindonuts.com/en/privacy-policy (“Social 
Media and Technology Integrations”); Museum of Science: https://mos.org/privacy-
policy; Commonwealth of Massachusetts: https://www.mass.gov/info-
details/massgov-privacy-policy. A link in the privacy policy 
(https://www.mass.gov/info-details/third-party-data-analytic-tools) provides 
detailed descriptions about the data analytics tools used on mass.gov. 
91 https://www.southshorehealth.org/website-privacy-policy. 
92See n.84, supra. Defendants observe that businesses facing lawsuits “employed 
varying degrees of disclosure on their websites.” Defs-Br-33. Defendants’ argument 
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Defendants protest that although disclosure provides a solution going forward, 

they face substantial retrospective liability. Defs-Br-34. The MWA’s legislative 

history confirms the imposition of substantial statutory damages was no fluke; it was 

intended as a deterrence against “a problem of immense dimensions.”93 Earlier drafts 

of the MWA provided for $500 statutory damages.94 As enacted, the MWA set 

statutory damages yet higher at $1,000. G.L. c.272 §99(Q)(1). That was 55 years 

ago when $1,000 was worth much more than today. 

Defendants cannot show that “the drafters could not have intended” stiff 

penalties. Even if the results were harsh, that does not mean they are absurd results 

that can be set aside. Lamie v. United States, 540 U.S. 526, 538 (2004)(“Our 

unwillingness to soften the import of Congress’ chosen words even if we believe the 

words lead to a harsh outcome is longstanding.”); In re Blixseth, 684 F.3d 865, 872 

(9th Cir. 2012)(“The result may be harsh but is not absurd.”); Dekoladenu v. 

Gonzales, 459 F.3d 500, 506 (4th Cir. 2006)(“ Although this result may be harsh, it 

is hardly ‘nonsensical’ or ‘absurd.’”).  

 
underscores how terrible Defendants’ disclosures were: lying to consumers by telling 
them their communications were not shared with “outside organizations.” Wherever 
the line should be drawn, Defendants crossed it. 
93 S. Rep. 1469 (Addendum:156); S. Rep. 1198 (Addendum:143)(“We can only hope 
to lessen the incidence of eavesdropping”). 
94 H. Bill 1435 (Addendum:134); H. Bill 3665 (Addendum:167). 
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Given that the MWA’s imposition of significant statutory damages was not a 

legislative oversight, this Court’s direction that “[t]he Legislature is presumed to 

intend and understand all the consequences of its actions” is particularly appropriate 

here. Alves’s Case, 451 Mass. 171, 179-80 (2008). Here, the Legislature clearly 

intended significant penalties to redress the “grave dangers” posed by the secret use 

of modern surveillance technologies. See pp.36-38. Its application here is not absurd. 

DiMasi v. Galvin, 2020 Mass. Super. LEXIS 102, *22 (July 2, 2020)(“To give effect 

to the legislative bargain…is to respect the law as passed, and is not a surrender to 

absurdity.”).  

Finally, applying the MWA to the secret deployment of AdTech should come 

as no surprise. The use of wiretap law to place limits on privacy encroachments by 

new technologies is nothing new. The First Circuit, more than twenty years ago, 

affirmed class federal wiretap liability relating to software “designed to record the 

webpages a user viewed at clients’ websites.” Pharmatrak, 329 F.3d at 13. 

Pharmatrak was no outlier; wiretap law has been commonly used in class actions to 

redress eavesdropping through modern technologies.95 See p.32, supra. Federal 

 

95 Defendants’ premature argument that the Legislature could not have contemplated 
class liability because the MWA has no class action provision, Defs-Br-32, n. 51, is 
incorrect. Nothing in the MWA prohibits class actions. In Magliacane v. Gardner, 
this Court affirmed the availability of class actions under the Massachusetts Tort 
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courts routinely sustain class wiretap claims notwithstanding the fact that the federal 

statute imposes statutory damages of $10,000—ten times greater than the 

MWA. 18 U.S.C. §2520(C)(2)(B). 

Partners—the first MWA class case against hospitals relating to AdTech—

further undermines any claim of unfair surprise. The Superior Court in Partners 

denied a motion to dismiss in December 2020.96 The case settled in September 2021, 

resulting in mailed class notice to 2.8 million area residents.97 Then, in June 2022, 

AdTech became big news following a report about hospital use of AdTech, which 

triggered a congressional investigation. In response, Defendants removed Meta Pixel 

from their websites, but not Google Analytics and other AdTech.98 Defendants 

continued to misrepresent that they did not share any information with third parties 

 
Claims Act, given the absence of express prohibition of class actions. 483 Mass. 842, 
855, n.9 (2020). 

Defendants cite no case suggesting class actions are unavailable under the MWA. In 
Marquis v. Google, Inc., 2014 Mass. Super. LEXIS 104 (June 27, 2014), the only 
case Defendants cite that addressed class certification, the court did not suggest class 
actions were unavailable; rather, the decision turned on Plaintiff’s failure to meet 
Rule 23’s requirements because the evidence showed Google disclosed its automated 
review of emails to Gmail users (contrary to the facts alleged here). Id. at *29-43. 
The court even suggested a “possible class” of non-Gmail users. Id. at *46. 
96 Addendum:224-227. 
97 Addendum:367-71(¶¶20-22) 
98 R:A:I:21-22(¶¶53-54); R:A:I:22-23(¶54).  
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while still helping Google and others secretly intercept website communications 

until August 2023, six months after the BIDMC complaint was filed.   

Given the long-established law sustaining class wiretap claims, to the degree 

Defendants now face substantial liability for ignoring these developments and 

continuing to violate the MWA, they have nobody to blame but themselves. 

Conclusion 

For the foregoing reasons, the Court should affirm the Decisions. 

      Respectfully submitted, 

 
/s/ Patrick J. Vallely    
SHAPIRO HABER & URMY LLP 
Edward F. Haber (BBO #215620) 
Michelle H. Blauner (BBO #549049) 
Patrick J. Vallely (BBO #663866) 
One Boston Place, Suite 2600 
Boston, MA 02108 
(617) 439-3939 
ehaber@shulaw.com  
mblauner@shulaw.com 
pvallely@shulaw.com 

Counsel for Plaintiff 

 
Dated: March 8, 2024       
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No. 2384CV00480-BLS1 
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A.h-/-fu $etfl

"'$A(~) 

BETH ISRAEL DEACONESS MEDICAL CENTER, INC. 

MEMORANDUM OF DECISION AND ORDER ON 
DEFENDANT'S MOTION TO DISMISS 

AND REPORT TO THE APPEALS COURT 

Plaintiff Kathleen Vita ("Plaintiff") commenced th.is putative class action against 

defendant Beth Israel Deaconess ·Medical Center ("BID.MC"), alleging that it used internet 

tracking tools on its website that illegally redirected website users' personal information; and the 

contents of users' communications with BIDMC's website, to third parties Google and M~ta. On 

the basis of these allegations, the Complaint asserts a single claim for violation of the. 

Massachusetts Wiretap Statute, G.L. c. 272, § 99. Presently before the court is BIDMC's motion 

to di.!,iniss. After a hearing on September 19, 2023, and consideration of the parties' 

submissions, the motion is DENIED, and, consistent with the parties' request, the matter is 

REPORTED to the Appeals Court. 

BACKGROUND 

The Complaint and relevant documents attached to the motion to dismiss set forth the 

following facts.2 BIDMC operates a hospital in Boston that offers inpatient and outpatient care 

1 For herself and the class. 
2 BIDMC's complete website Priv.acy Policy, which Plaintiff relies on in framing her Complaint, was attached to the 
motion to dismiss. Marram v. Kobrick Offshore Fund, Ltd., 442 Mass. 43, 45 n.4 (2004). 
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to residents in the greater Boston area. Plaintiff is an individual residing in Revere, 

Massachusetts. 

BIDMC maintains and controls a website for its hospital. The website allows users to 

obtain information about the services BIDMC provides, including information about doctors, 

services, and treatments provided for particular medical conditions. Website users also can book 

appointments, access and pay bills, and access private medical information through the website's 

patient portal. The website contains search bars that aid users in finding specific information on 

the site, and forms that users may submit to BIDMC, such as the "Request an Appointment" 

form. 

As relevant here, BIDMC's website privacy policy ("Privacy Policy") states: 

Beth Israel Deaconess Medical Center (BIDMC) is committed to protecting your 
privacy. The BIDMC website allows you to visit most areas without identifying 
yourself or providing personal information. For those areas where you elect to 
provide identifiable information, we assure you that we make every effort to 
protect your privacy .... 

Beth Israel Deaconess Medical Center routinely gathers data on website activity, 
such as how many people visit the site, the pages they visit, where they come 
from, how long they stay, etc. The data is collected on an aggregate, anonymous 
basis, which means no personally identifiable information is associated with the 
data. This data helps us improve site content and overall usage. This information 
.is not shared with other organizations. Except for authorized law enforcement 
investigations or other facially valid legal processes, we will not share any 
information we receive with outside parties .... 

We and our Third Party Service Provider collect and save the default information 
customarily logged by worldwide web server software. Our logs contain the 
following information for each request: date_and time, originating IP address and 
domain name (th~ unique address assigned to your Internet service provider's 
computer that connects to the Internet), object requested, and completion status of 
the request. These logs may be kept for an indefinite amount of time, used at any 
time and in any way necessary to prevent security breaches and to ensure the 
integrity of the data on our servers. 

2 
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(Formatting altered). Since 2021, BIDMC's website also has included a pop-up notice that 

references the use of"cookies and other tools to enhance your experience on the website," with a. 

link to the Privacy Policy "for more information about these cookies and the data collected." 

Notwithstanding this Privacy Policy, BIDMC has implemented multiple software-based 

internet tracking teclmologies on its website that contemporaneously record and transmit data 

about users' interactions with BIDMC's website to multiple unidentified third parties. The 

software is unrelated to the website's functionality and is invisible to users. Two such tracking 

technologies are Meta Pixel, which transmits data to Meta (the parent company of Facebook), 

and Google Analytics, which transmits data to Google. 

Meta Pixel and Google Analytics operate through the automatic execution of pir-ces of 

JavaScript code, embedded in the BIDMC website, which cause a website user's internet 

browser to record and send information to those third parties when a user visits and interacts with 

the site. The transmitted information can include: the website address (URL); the title of 

webpages visited; information about the content of the website; search terms or any other 

information inputted into a form; selections on drop-down menus and the contents thereof; 

scrolls down a webpage; and button clicks. A website user's internet protocol ("IP") address and 

web browser configurations are also revealed, which permits Google and Meta to associate the 

data it receives from the website visit to the identity of a particular individual known to them. 

The content of the user's communications with BIDMC's website is added to Google's and 

Meta's collection of information already known about the individual, which can be used to target 

advertising to that individual. Google, Meta, and BIDMC m~y also use the information collected 

for other commercial purposes. After a media expose about the use of Meta Pixel on hospital 

3 
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websites, BIDMC removed it from its website in September 2022. As of the date the Complaint 

was filed, Google Analytics software remained on the BIDMC website. 

In addition to Meta Pixel and Google Analytics, BIDMC also employs other software

based internet tracking technologies that work in a sunilar fashion. Those include Doubleclick, 

Siteirnprove Analytics, and Marchex.io. 

Plaintiff's husband is a BIDMC patient. Plaintiff regularly uses the BIDMC website to 

obtain information about BIDMC doctors (including their credentials and backgrounds); search 

for inform,ation on particular symptoms, conditions, and medical procedures, both for herself and 

her husband; and obtwn and review her husband's medical records through the BIDMC website 

p~tient portal. 

STANDARD OF REVIEW 

Rule 12(b )( 6) allows for dismissal of a complaint when the factual allegations contained 

within it do not suggest a plausible entitlement to relief. Jannacchino v . .ford Motor Co., 451 

Mass. 623, 635"636 (2008); Fraelickv. PerkettPR, Inc., 83 Mass. App. Ct. 698, 699-700 (2013). 

In ruling on the motions, the court accepts the factual allegations as true and draws all reasonable 

inferences in the non"moving party's favor. Fraelick, 83 Mass. App. Ct. at 699-700. 

DISCUSSION 

BID MC argues that Plaintiff's claims must be dismissed due to lack of standing and 

failure to meet the requirements of the Massachusetts Wiretap Statute. As discussed below, 

however, under this courfs reading of the relevant caselaw and the plain language of the statute, 

the Complaint states a claim sufficient to survive dismissal under Rule 12(b)(6). Nevertheless,_ 

because of the novelty of the issue raised, which also has arisen in several analogous cases 

4 
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before this court, and for the further re~ons discussed below, a report to the Appeals Court is 

appropriate. 3 

1. Standing4 

This court recently addressed standing in an analogous wiretap cases - Doe v. Boston 

Medical Center, 2384CV00326-BLSI, slip op. at 4-5 (Mass. Super. Ct. Sept. 15, 2023) ("Boston 

Medical Center"). There, the court denied the defendant's motion to dismiss on standing 

grounds, concluding that "a properly alleged violation of the [Massachusetts Wiretap Statute], 

alone, constitute[ sJ injury sufficient to confer standing." Id. ( citing Pine v. Rust, 404 Mass. 411, 

418 (1989); In re Lubanski, 186 B.R. 160, 166-67 (Bankr. D. Mass. 1995)). For the same 

reasons enunciated in that decision, Plaintiff has standing to sue here, as well. 

2. Massachusetts Wiretap Statute 

General Laws c. 272, § 99(Q) provides a cause of action for "any aggrieved person 

whose oral or wire communications were intercepted, disclosed or used ... or whose personal or 

property interests or privacy were violated by means of an interception," except as permitted or 

authorized by the Wiretap ·statute. "Interception" is defined to mean ''to secretly hear, secretly 

record, or aid another to secretly hear or secretly record the contents of any wire or oral 

communication through the use of any intercepting device by any person other than a person 

given prior authority by all parties to such communication." G.L. c. 272, § 99(B)(4). 

BIDMC argues that the action should be dismissed because, according to it: 1) the statute 

applies only to "conversations," not internet tracking; 2) BIDMC's recording of website user 

3 On this same date the court also decides a similar motion to dismiss and reports the correctness of its ruling to the 
Appeals Court in Kathleen Vita v. New England Baptist Hospital, 2384CV00857-BLS1. 
4 The standard of review for challenging standing in a motion to dismiss under Rule 12(b)(l) is functionally the 
same as under Rule 12(b)(6). Abate v. Fremont Inv. & Loan, 470 Mass. 821, 828 (2015). • 

5 
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activity was not secret; 3) the statutory "ordinary course of business" exception applies; and 4) 

application of the statute to the facts here would lead to absurd results the Legislature could not 

have intended. The court addresses each, in turn. 

A. Limitation of the statute to human-to-human conversation . . In prior analogous cases, 

this court concluded that the plain language of the statute encompasses the electronic ·activity 

alleged here. See Boston Medical Center, 23~4CV00326-BLS1, slip op. at 6-7; Doe v. Boston 

Children's Hospital, 2384CV00411-BLS1, slip op. at 4-6 (Mass. Super. Ct. Sept. 15. 2023) 

("Boston Children's"). A.ccordingly, for the same reasons already articulated in those cases, the 

argument fails here, as well. 

B. Secrecy requirement. As noted, an interception under.the Massachusetts Wiretap 

Statute must be "secret." G.L. c. 272, § 99(B)(4). A "secret" recording is one that is 

"concealed," and "kept hidden or unexplained." Cur.tatone v. Barstool Sports, Inc., 487 Mass. 

655, 658 (2021) (dictionary citations omitted). An interception.is not secret for purposes of the 

Massachusetts Wiretap Statute if the individual communicating has "actual [ or constructive] 

knowledge of the recording," which is proved through '"clear and unequivocal objective 

manifestations of knowledge' in the [users'] statements or conduct." Commonwealth v. Morris, 

492 Mass. 498,515 (2023) (Budd., J., concurring) (quoting Commonwealth v. Jackson, 370 

Mass. 502, 507 (1976)). See Commonwealth v. Du, No. 22-P-,870, 2023 WL 652243, at *6 

(Mass. App. Ct.-Oct. 6, 2023) . . 

BIDMC argues that its Privacy Policy and related website pop-up disclose BIDMCs 

collection of data, and its sharing of that data with a third party, such that the internet tracking 

activity alleged here is not secret. There are two problems with that argument. First, the Privacy 

Policy is unclear about the exact nature of the website data BIDMC shares. The Privacy Policy 

6 
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informs users that BID MC coUects certain user data' that is kept anonymous and which "is not 

shared with other organizations," but then notes the existence of an external "Third Party Service 

Provider" that also collects data, but defines that collected data in a different way. The Privacy 

Policy language is technical and obscures whether the BIDMC data and the Third Party Service 

Provider data are related or overlap in some ways, and thus wh~ther some of the purportedly 

private, unshared, "anonymous" data BIDMC 'collects is nevertheless shared with the lbird Party 

Service Provider.5 Second, the Privacy Policy discloses the existence of only a single "Third 

Party Service Provider," while the Complaint alleges that the data BIDMC collects is 

contemporaneously shared with multiple external organizations (Google, Meta, and others). The 

existence ofthese additional third-party "eavesdroppers" are thus kept hidden from BIDMC's 

website users. 

In sum, the Privacy Policy and website pop-up, while disclosing some amount of data 

sharing, do not establish users' actual or constructive knowledge of the totality of the internet 

tracking alleged here. 6 Accordingly, on the facts as pleaded and taken as true, the Complaint 

sufficiently alleges a secret interception, i.e. that BIDMC "aid[ ed] another to secretly hear or 

secretly record 'the contents of any wire or oral communication." G.L. c. 272, § 99(B)(4).7 

C. "Ordinary course of business " exception. The Massachusetts Wiretap Statute 

excepts from the definition of "intercepting device": 

5 Indeed, as a lay reader of the Privacy Policy, the court is unable to detennine whether BIDMC's collected data 
about "how many people visit the site, the pages they visit, where they come from, how long they stay, etc." 
includes some of the same information as it and the Third Party Service Provider's collection of "default information 
customarily logged by worldwide web server software." 
6 That a website Uller can reveal the internet tracking software code by employing "Developer Mode" also does not 
establish actual or constructive knowledge of the software code at issue·. 
7 Because this case alleges third-party eavesdropping on website communications by undisclosed, contemporaneous 
third-parties, this case differs from Curtatone v. Barstool Sports, Inc,, 487 Mass. 655 (2023), which involved a 
consented-to recorded conversation between two people only. See id. at 657, 660. 

7 
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any telephone or telegraph instrument, equipment, facility, or a component 
thereof, (a) furnished to a subscriber or user by a communications common carrier 
in the ordinary course of its business under its tariff and being used by the 
subscriber or user in the ordinary course of its business ... 

G.L. c. 272, § 99(B)(3). Thus, for.the exception to apply, the intercepting device at issue must 

consist of or include ''telephone or telegraph" equipment, instruments, etc. Id. 

Setting aside whether internet tracking occurs in the ordinary course of BID Mes 

business, the electronic software-based internet tracking technology at issue here plainly is not 

telephone or telegra,Ph equipment. For that reason, in the absence of an appellate decision 

extending the exception beyond the realm of telephones and telegraphs, under the plain language 

of the statute, the court declines to apply the exception here. See Alves v. BJ's Wholesale Club, 

Inc., 2284CVO25O9-BLS1, slip op. at 10 (Super. Ct. June 21, 2023) ("Alves") (declining to 

extend exception to software-based session replay code technology). 

D. Legislative Intent. Finally, BIDMC argues that interpreting the Massachusetts 

Wiretap Statute to encompass the ubiquitous internet tracking that practically all businesses 

presently employ would lead to absurd results the Legislature could not have intended when it 

enacted the statute in 1968. Reading the criminal caselaw that BIDMC cites for this proposition 

does not compel the denial it seeks, however. 

Commonwealth v. Morris, 492 Mass. 498 (2023), and Commonwealth v. Rainey, 491 

Mass. 632 (2023), upon which BIDMC relies, each involve statements made to police wherein 

the speakers necessarily understood that their statements were being memorialized for future use 

or presentation in court, despite the lack of explicit disclosure about electronic recording. 

Morris, 492 Mass. at 503-04; Rainey, 491 Mass. at 635, 640-41. In that narrow context, the 

8 
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court determined that literal application of the Massachusetts Wiretap Statute would result in 

absurd and unintended consequences, at odds with the Legislature's intent in enacting the statute. 

See Morris, 492 Mass. at 506 ("nothing in the statute as a whole, including its codified preamble, 

supports the conclusion that the Legislature intended to criminalize the police officers' recording 

of the defendant's ·voluntary statement, which the defendant understood was being preserved for 

future use in connection with the investigation of the.crime about which the defendant was 

speaking voluntarily"); Rainey, 491 Mass. at 643 (same as to victim's voluntarily-provided 

statement to police). 

Here, unlike the criminal defendant and victim in Morris and Rainey, Plaintiff and 

BIDMC's other website users are not alleged to be proceeding with the implicit understanding 

that their communications are to be preserved and memorialized, electronically or by 

handwritten notes, by a government body, for important public safety reasons. Rather, the entire 

gist of the Complaint is that Plaintiff interacted with the BID MC website with no concept that 

the data she inputted would be simultaneously and automatically intercepted and externally 

shared with multiple external parties. These facts alone distinguish this case from Morris and 

Rainey. 

In further contrast to those cases, the statute's preamble arguably supports the right to 

freedom from private electronic surveillance at issue here. Its broad language provides: 

The gerieral court ... finds that the uncontrolled development and unrestricted use 
of modern electronic surveillance devices pose grave dangers to the privacy of all 
citizens of the commonwealth. Therefore, the secret use of such devices by 
private individuals must be prohibited. 

G.L. c. 272, § 99. In fact, a broad interpretation of the statute's language is endorsed in 

Commonwealth v. Moody, 466 Mass. 196 (2013), a Supreme Judicial Court decision that 

9 
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extended the Massachusetts Wiretap Statute's application to electronic text messages. See id. at 

209 ("[i]n light of the broad statutory definitions of the terms 'wire communication' and 

'interception,' we conclude that the Massachusetts wiretap statute provides protection for the 

electronic transmission of text messages"). 8 

For the reasons explained above, and absent an appellate decision interpreting the 

Massachusetts Wiretap Statute in the narrow way that BIDMC suggests, this court concludes that 

the facts as alleged in the Complaint state a claim for a violation of the statute. 

3. Report to Appeals Court 

Under Mass. R. Civ. P. 64, a Superior Court judge may report an interlocutory decision 

"where he or she concludes that the finding or order 'so affects the merits of the controversy that 

the matter ought to be determined by the [A]ppeals [C]ourt before any further proceedings in the 

trial court."' Patel v. Martin, 481 Mass. 29, 32 (2018) (quoting Mass. R. Civ. P. 64(a)). The . 

Supreme Judicial Court has cautioned that "[i]nterlocutory matters should be reported only 

where it appears that they present serious questions likely to be material in the ultimate decision, 

and that subsequent proceedings in the trial court will be substantially facilitated by so doing.'' 

Globe Newspaper Co. v. Massachusetts Bay Transp. Auth. Ret. Bd., 412 Mass. 770, 772 (1992) 

(quoting John Gilbert Jr. Co. v. C.M Fauci Co., 309 Mass. 271,273 (1941)). Such is the case 

here. The parties here also have requested that the court report the matter to the Appeals Court. 

Whether the Massachusetts Wiretap Statute applies to the internet tracking alleged here is 

a novel question unresolved at the appellate level in Massachusetts, and is the central and 

8 The most recent published case interpreting the Massachusetts Wiretap Statute is consistent with this view. See 
Commonwealth v. Du, No. 22-P-870, 2023 WL 6522435, at *6-*7 (Mass. App. Ct. Oct. 6, 2023) (court interpreted 
statute to prohibit surreptitious audio-visual video recording of drug transaction made by police using cell phone 
application). 
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dispositive issue in this case. Although the Massachusetts · Wiretap Statute is broadly drafted, 

and states the Legislature's explicit intention to protect citizens from the grave danger of 

electronic surveillance by private individuals poses, it was enacted in 1968.- long before the 

internet, let alone internet tracking, became available. The Legislature did not, therefore, 

contemplate internet tracking as a form of secretly intercepting communications. BID MC argues 

that internet tracking is practically ubiquitous across all businesses and organizations with 

websites, and that BIDMC' s use of such tracking is a legitimate, ordinary part of i~s business. 

Had the Legislature been aware of internet tracking and its possible business uses in 1968, it 

might have written the statute to allow the type of tracking alleged in this case. 

The novel .question here has arisen in several.other cases. As noted, ·this court already has 

denied motions to dismiss in two oth~r internet-tracking wiretap cases. See Boston Medical 

Center, 2384CV00326-BLS1; Boston Children's, 2384CV00411-BLS1. Other Superior Court 

judges have issued similar decisions. See Alves, 2284CV02509-BLS1; Doe v. Partners 

Healthcare System, Inc., 1984CV01651-BLS1, endorsement denying motion to dismiss (Super. 

Ct. Dec. 7, 2020). There are many other analogous cases presently pending in the Superior 

Court, including in this session.9 If, as BIDMC argues, the Massachusetts Wiretap Statute does 

not apply to business-related internet tracking, significant judicial and party resources will be 

saved by the quick resolution of these cases before discovery and other stages of litigation. 

9 Other ~alogous cases pending in BLSl include: Progin, Janice 11. UMass Memorial Health Care, Inc., 
2284CV2889; John Doe 11. Boston Medical Center Corp., 2384CV326; Jane Doe v. The Children's Hospital Corp., 
2384CV41 l; Kathleen Vita 11. New England Baptist Hospital, 2384CV00857; Karen McManus v. Tufts Medical 
Center, Inc., 2384CV930; Elizabeth Nava v. Boston Medical Center Corporation, 23 84CV1086; Jane Doe v. Cape 
Cod Healthcare, Inc., 23 84CV1236; Jane Doe 11 Baystate Health Systems, 23 84CV 1949; John Doe :v. UMass 
Memorial Health Care Inc., 2384CV2448; Lisa Colleton 11. UMass Memorial Health Care Inc., 2384CV2450 

11 
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For all of these reasons, this matter should be determined by the Appeals Court before 

any proceedings continue in this court. 

ORDER 

For the foregoing reasons, it is hereby ORDERED that: 

1. BIDMC's motion to dismiss is DENIED; and 

2. The Court REPORTS the correctness of its ruling to the Appeals Court. 

-Dated: October 31, 2023 
Helene Kazanjian 
Justice of the Superior Court 

12 
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NEW ENGLAND BAPTIST HOSPITAL 

MEMORANDUM OF DECISION AND ORDER ON 
DEFENDANT'S MOTION TO DISMISS 

AND REPORT TO THE APPEALS COURT 

Plaintiff Kathleen Vita ("Plaintiff") commenced this putative class action against 

defendant New England Baptist Hospital ("NEBH"), alleging that it used internet tracking tools 

on its website that illegally redirected website users' personal information, and the contents of 

users' communications with NEBH's website, to third parties Google and Meta. On the basis of 

these allegations, the Complaint asserts a single claim for violation of the Massachusetts Wiretap 

Statute, G.L. c. 272, § 99. Presently before the court is NEBH's motion to dismiss. After a 

hearing on September 19, 2023, and consideration of the parties' submissions, the motion is 

DENIED, and, consistent with the parties' request, the matter is REPORTED to the Appeals 

Court. 

BACKGROUND 

The Complaint and relevant documents attached to the motion to dismiss set forth the 

following facts. 2 NEBH operates a hospital with a main campus in Boston, and several other 

1 For herself and the class. 
2 NEBH's complete website Privacy Policy, which Plaintiff relies on in framing her Complaint, was attached to the 
motion to dismiss. Marram v. Kabrick Offshore Fund, Ltd., 442 Mass. 43, 45 n.4 (2004). 



82

locations in the Boston area, focusing on orthopedic care and complex orthopedic procedures. 

Plaintiff is an individual residing in Revere, Massachusetts. 

NEBI-I maintains and controls a website for its hospital. The website allows users to 

obtain information about the services NEBH provides, including information about doctors, 

services, and treatments provided for particular medical conditions. Website users also can 

access and pay bills, and access private medical information through the website's patient portal. 

The website contains search bars that aid users in finding specific information on the site, and 

forms that users may submit to NEBH, such as the "Find a Doctor" form. 

• As relevant here, NEBH's website privacy policy ("Privacy Policy") states: 

New England Baptist Hospital (NEBI-I) is committed to protecting your privacy. 
The NEBH website allows you to visit most areas without identifying yourself or 
providing personal information. For those areas where you elect to provide 
identifiable information, we assure you that we make every effort to protect your 
privacy ..... 

New England Baptist Hospital routinely gathers data on website activity, such as 
how many people visit the site, the pages they visit, where they come from, how 
long they stay, etc. The data is collected on an aggregate, anonymous basis, 
which means no personally identifiable information is associated with the data. 
This data helps us improve site content and overall usage. This information is not 
shared with other organizations. Except for authorized law enforcement 
investigations or other facially valid legal processes, we will not share any 
information we receive with outside parties .... 

We and our Third Party Service Provider collect and save the default information 
customarily logged by worldwide web server software. Our logs contain the 
following information for each request: date and time, originating IP address and 
domain name (the unique address assigned to your Internet service provider's 
computer that connects to the Internet), object requested, and completion status of 
th~ request. These logs may be kept for an indefinite amount of time, used at any 
time and in any way necessary to prevent security breaches and to ensure the 
integrity of the data on our servers. 

(Formatting altered). Since 2021, NEBH's website also has included a pqp-up notice that 

references the use of "cookies and other tools to enhance your experience on the 
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website," with a link to the Privacy Policy "for more information about these cookies and 

the data collected." 

Notwithstanding this Privacy Policy, NEBR has implemented multiple software-based 

internet tracking technologies on its website that contemporaneously record and transmit data 

about users' interactions with NEBH's website to multiple unidentified third parties. The 

software is unrelated to the website's functionality and is invisible to users. Two such tracking 

technologies are Meta Pixel, which transmits data to Meta (the parent company ofFacebook), 

and Google Analytics, which transmits data to Google. 

Meta Pixel and Google Analytics operate through the automatic exe~ution of pieces of 

JavaScript code, embedded in the NEBH website, which cause a website user's internet browser 

to record and send information to those third parties when a user visits and interacts with the site. 

The transmitted information can include: the website address (URL); the title ofwebpages 

visited; information about the content of the website; search terms or any other information 

inputted into a form; selections on drop-down menus and the contents thereof; scrolls down a 

webpage; and button clicks. A website user's internet protocol ("IP") address and web browser 

configurations are also revealed, which permits Google and Meta to associate the data it receives 

from the website visit to the identity of a particular individual known to them. The content of the 

user's communications with NEBH's website is added to Google's and Meta's collection of 

information already known about the individual, which can be used to target advertising to that 

individual. Google, Meta, and NEBH may also use the information collected for other 

commercial purposes. After a media expose about the use of Meta Pixel on hospital websites in 

June 2022, NEBH removed it from its website at some unidentified point in time. As of the date 

the Complaint was filed, Google Analytics software remained on the NEBH website. 
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Plaintiff is a NEBH patient. Plaintiff regu~arly uses the NEBH website to obtain 

information about NEBH doctors (including their credentials and backgrounds) and to search for 

information on particular medica.l procedures. 

STANDARD OF REVIEW 

Rule 12(b )( 6) allows for dismissal of a complaint when the factual allegations contained 

within it do not suggest a plausible entitlement to relief. lannacchino v. Ford Motor Co., 451 

Mass. 623, 635-636 (2008); Fraelickv. PerkettPR, Inc., 83 Mass. App. Ct. 698, 699-700 (2013). 

In ruling on the motions, the court accepts the factual allegations as true and draws all reasonable 

inferences in the non-moving party's favor. Frae/ick, 83 Mass. App. Ct. at 699-700. 

DISCUSSION 

NEBH argues that Plaintiffs claims must be dismissed due to lack of standing and failure 

to meet the requirements of the Massachusetts Wiretap Statute. As discussed below, however, 

under this court's reading of the relevant caselaw and the plain language of the statute, the 

Complaint states a claim sufficient to survive dismissal under Rule 12(b)(6). Nevertheless, 

because of the novelty of the issue raised, which also has arisen in several analogous cases 
! 

before this court, and for the further reasons discussed below, a report to the Appeals Court is 

appropriate. 3 

3 On this same date the court also decides a similar motion to dismiss and reports the correctness of its ruling to the 
Appeals Court in Kathleen Vita v. Beth Israel Deaconess Medical Center, Inc., 2384CV00480-BLS 1. 
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1. Standing4 

This court recently addressed standing in an analogous wiretap case - Doe v. Boston 

Medical Center, 2384CV00326-BLS1, slip op. at4-5 (Mass. Super. Ct. Sept. 15, 2023) ("Boston 

Medical Center"). There, the court denied the defendant's motion to dismiss on standing 

grounds, concluding that "a properly alleged violation of the [Massachusetts Wiretap Statute], 

alone, constitute[s] injury sufficient to confer standing." Id. (citing Pine v. Rust, 404 Mass. 411, 

418 (1989); In re Lubanski, 186 B.R. 160, 166-67 (Bankr. D. Mass. 1995)). For the same 

reasons enunciated in that decision, Plaintiff has standing to sue here, as well. 

2. Massachusetts Wiretap Statute 

General Laws c. 272, § 99(Q) provides a cause of action for "any aggrieved person 

whose oral or wire communications were intercepted, disclosed or used ... or whose personal or 

property interests or privacy were violated by means of an interception," except as permitted or 

authorized by the Wiretap Statute. "Interception" is defined to mean "to secretly hear, secretly 

record, or aid another to secretly hear or secretly record the contents of any wire or oral 

communication through the use of any intercepting device by any person other than a person 

given prior authority by all parties to such communication." G.L. c. 272, § 99(B)(4). 

NEBH argues that the action should be dismissed because, according to it: 1) the statute 

applies only to "conversations," not internet tracking; 2) NEBI-I's recording of website user 

activity was not secret; 3) the statutory "ordinary course of business" exception applies; and 4) 

application of the statute to the facts here would lead to absurd results the Legislature could not 

have intended. The court addresses each, in turn. 

4 The standard ofreview for challenging standing in a motion to dismiss under Rule 12(b)(l) is functionally the 
same as under Rule 12(b)(6). Abate v. Fremont Inv. & Loan, 410 Mass. 821,828 (2015). 
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A. Limitation ofthe statute to human-to-human conversation. In prior analogous cases, 

this court concluded that the plain language of the statute encompasses the electronic activity 

alleged here. See Boston Medical Center, 2384CV00326-BLS1, slip op. at 6-7; Doe v. Boston 

Children's Hospital, 2384CV00411-BLS1, slip op. at 4-6 (Mass. Super. Ct. Sept. 15. 2023) 

("Boston Children's"). Accordingly, for the same reasons articulated in those cases, the 

argument fails here, as well. 

B. Secrecy requirement. As noted, an interception under the Massachusetts Wiretap 

Statute must be "secret." G.L. c. 272, § 99(8)(4). A "secret" recording is one that is 

"concealed," and "kept hidden or unexplained." Curtatone v. Barstool Sports, Inc., 487 Mass. 

655,658 (2021) (dictionary citations omitted). An interception is not secret for purposes of the 

Massachusetts Wiretap Statute if the individual communicating has "actual [or constructive] 

knowledge of the recording," which is proved through "'clear and unequivocal objective 

manifestations of knowledge' in the [users'] statements or conduct." Commonwealth v. Morris, 

492 Mass. 498, 515 (2023) (Budd., J., concurring) (quoting Commonwealth v. Jackson, 370 

Mass. 502, 507 (1976)). See Commonwealth v. Du, No. 22-P-870, 2023 WL 652243, at *6 

(Mass. App. Ct. Oct. 6, 2023). 

NEBH argues that its Privacy Policy and related website pop-up disclose NEBH's 

collection of data, and its sharing of that data with a third party, such that the internet tracking 

activity alleged here is not secret. There are two problems with that argument. First,, the Privacy 

Policy is unclear about the exact nature of the website data NEBH shares. The Privacy Policy 

informs users that NEBH collects certain user data that is kept anonymous and which ''is not 

shared with other organizations," but then notes the existence of an external "Third Party Service 

Provider" that also collects data, but defin.es that collected data in a different way. The Privacy 
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Policy language is technical and obscures whether the NEBH data and the Third Party Service 

Pro".ider data are related or overlap in some ways, and thus whether some of the purportedly 

private, unshared, "anonymous" data NEBH collects is nevertheless also shared with the Third 

Party Service Provider. 5 Second, the Privacy Policy discloses the existence of only a single 

"Third Party Service Provider," while the Complaint alleges that the data NEBH collects is 

contemporaneously shared with multiple external organizations (Google, Meta, and others). The 

existence of these additional third-party "eavesdroppers" are thus kept hidden from NEBI-I' s 

website users. 

In sum, the Privacy Policy and website pop-up, while disclosing some amount of data 

sharing, do not establish users' actual or constructive knowledge of the totality of the internet 

tracking alleged here. 6 Accordingly, on the facts as pleaded and taken as true, the Complaint 

sufficiently alleges a secret interception, i.e. that NEBH "aid[ed] another to secretly hear or 

secretly record the contents of any wire or oral communication." G.L. c. 272, 

§ 99(8)(4).7 

C. "Ordinary course of business" exception. The Massachusetts Wiretap Statute 

excepts from· the definition of "intercepting device": 

any telephone or telegraph instrument, equipment, facility, or a component 
-thereof, (a) furnished to a subscriber or user by a communications common carrier 
in the ordinary course of its business under its tariff and being used by the 
subscriber or user in the ordinary course of its business ... 

5 Indeed, as a lay reader of the Privacy Policy, the court is unable to determine whether NEBH's collected data about 
"how many people visit the site, the pages they visit, where they come from, how long they stay, etc." includes some 
of the same information as it and the Third Party Service Provider's collection of"default infonnation customarily 
logged by worldwide web server software." 
6 That a website user can reveal the internet tracking software code by employing "Developer Mode" also does not 
establish actual or constructive knowledge of the software code at issue. 
7 Because this case alleges third-party eavesdropping on website communications by undisclosed, contemporaneous 
third-parties, this case differs from Curtatone v. Barstool Sports, Inc., 487 Mass. 655 (2023), which involved a. 
consented-to recorded conversation between two people only. See id. at 657, 660. 
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G.L. c. 272, § 99(8)(3). Thus, for the exception to apply, the intercepting device at issue must 

consist of or ·include "telephone or telegraph" equipment, instruments, etc. Id. 

Setting aside whether internet tracking occurs in the ordinary course ofNEBH's business, 

the electronic software-based internet tracking technology at issue here plainly is not telephone 

or telegraph equipment. For that reason, in the absence of an appellate decision extending the 

exception beyond telephones and telegraphs, under the plain language of the statute, the court 

declines to apply the exception here. See Alves v. BJ's Wholesale Club, Inc., 2284CV02509-

BLS 1, slip op. at 10 (Super. Ct. June 21, 2023) ("Alves"). ( declining to extend exception to 

software-based session replay code technology). 

D. Legislative Intent. Finally, NEBH argues that interpreting the Massachusetts Wiretap 

Statute to encompass the ubiquitous internet tracking that practically all businesses presently 

employ would lead to absurd results the Legislature could not have intended when it enacted the 

statute in 1968. Reading the criminal caselaw that NEBH cites for this proposition does not 

compel the denial it seeks, however. 

Commonwealth v. Morris, 492 Mass. 498 (2023), and Commonwealth v. Rainey, 491 

Mass. 632 (2023), upon which NEBH relies, each involve statements made to police where the 

speakers necessarily understood that their statements were being memorialized for future use or 

presentation in court, despite the lack of explicit disclosure about electronic recording. Morris, 

492 Mass. at 503-04; Rainey, 491 Mass. at 635, 640-41. In that narrow context, the court 

determined that literal application of the Massachusetts Wiretap Statute would result in absurd 

and unintended consequences, at odds with the Legislature's intent in enacting the statute. See 

Morris, 492 Mass. at 506 ("nothing in the statute as a whole, including its codified preamble, 

supports the conclusion that the Legislature intended to criminalize the police officers' recording 
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of the defendant's voluntary statement, which the defendant understood was being preserved for 

future use in conne~tion with the investigation of the crime about which the defendant was 

speaking voluntarily"); Rainey, 491 Mass. at 643 (same as to victim's voluntarily-provided 

statement to police). 

Here, unlike the. criminal defendant and victim in Morris and Rainey, Plaintiff and 

NEBH's other website users are not alleged to be proceeding with the implicit understanding that 

their communications are to be preserved and memorialized, electronically or by handwritten 

notes, by a government body, for important public safety reasons. Rather, the entire gist of the 

Complaint is that Plaintiff interacted with the NEBH website with no concept that the data she 

inputted would be simultaneously and automatically intercepted and externally shared with 

multiple external parties. These facts alone distinguish this case from Morris and Rainey. 

In further contrast to those cases, the statute's preamble arguably supports the right to 

freedom from private electronic surveillance at issue here. Its broad language provides: 

The general court ... finds that the uncontrolled development and unrestricted use 
of modern electronic surveillance devices pose grave dangers to the privacy of all· 
citizens of the commonwealth. Therefore, the secret use of such_devices by 
private individuals must be prohibited. 

G.L. c. 272, § 99. In fact, a broad interpretation ·or the statute's language is endorsed in 

Commonwealth v. Moody, 466 Mass. 196 (2013), a Supreme Judicial Court decision that 

extended the Massachusetts Wiretap Statute's application to electronic text messages. See id. at 

209 ("[i]n light of the broad statutory definitions of the terms 'wire communication' and 
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'interception,' we conclude that the Massachusetts wiretap statute provides protection for the 

electronic transmission of text messages"). 8 

For the reasons explained above, and absent an appellate decision interpreting the 

Massachusetts Wiretap Statute in the narrow way that NEBH suggests, this court concludes that 

the facts as alleged in the Complaint state a claim for a violation of the statute. 

3. Report to Appeals Court 

Under Mass. R. Civ. P. 64, a Superior Court judge may report an interlocutory decision 

"where he or she concludes that the finding or order 'so affects the merits of the controversy that 

the matter ought to be determined by the [A]ppeals [C]ourt before any further proceedings in the 

trial court."' Patel v. Martin, 481 Mass. 29, 32 (2018) (quoting Mass. R. Civ. P. 64(a)). The 

Supreme Judicial Court has cautioned that "[i]nterlocutory matters should be reported only 

where it appears that they present serious questions likely to be material in the ultimate decision, 

and that subsequent proceedings in the trial court will be substantially facilitated by so doing." 

Globe Newspaper Co. v. Massachusetts Bay Transp. Auth. Ret. Bd., 412 Mass. 770, 772 (1992) 

(quoting John Gilbert Jr. Co. v. C.M Fauci Co., 309 Mass. 271, 273 (1941)). Such is the case 

here. The parties here also have requested that the court report the matter to the Appeals Court. 

Whether the Massachusetts Wiretap Statute applies to the internet tracking alleged here is 

a novel question unresolved at the appellate level in Massachusetts, and is the central and 

dispositive issue in this case. Although the Massachusetts Wiretap Statute is b~oadly drafted, 

and states the Legislature's explicit intention to protect citizens from the grave danger of 

8 The most recent published case interpreting the Massachusetts Wiretap Statute is consistent with this view. See 
Commonwealth v. Du, No. 22-P-870, 2023 WL 6522435, at *6-*7 (Mass. App. Ct. bet. 6, 2023) (court interpreted 
statute to prohibit surreptitious audio-visual video recording of drug transaction made by police using cell phone 
application). 
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.. 

electronic surveillance by private individuals, it was enacted in 1968 - long before the internet, 

let alone internet tracking, became available. The Legislature did not, therefore, contemplate 

internet tracking as a form of secretly intercepting communications. NEBH argues that internet 

tracking is practically ubiquitous across all businesses and organizations with websites, and that 

NEBH's use of such tracking is a legitimate, ordinary part of its business. Had the Legislature 

been aware of internet tracking and its possible business uses in 1968, it might have written the 

statute to allow the type of tracking alleged in this case. 

The novel question here has arisen in several other cases. As noted, this court already has 

denied motions to dismiss in two other internet-tracking wiretap cases. See Boston Medical 

Center, 2384CV00326-BLS1; Boston Children's, 2384CV00411-BLS1. Other Superior Court 

judges have issued similar decisions recently. See Alves, 2284CV02509-BLS 1; Doe v. Partners 

Healthcare System, Inc., 1984CV0 1651-BLS 1, endorsement denying motion to dismiss (Super. 

Ct. Dec. 7, 2020). There are many other analogous cases presently pending in the Superior Court, 

including in this session.9 If, as NEBH argues, the Massachusetts Wiretap Statute does not apply 

to business-related internet tracking, significant judicial and party resources will be saved by the 

quick resolution of these cases before discovery and other stages of litigation. 

For all of these reasons, this matter should be deterrriined by the Appeals Court before 

any proceedings continue in this court. 

9 Other analogous cases pending in BLS l include: Pro gin, Janice v. UMass Memorial Health Care, Inc., 

2284CV2889; John Doe v. Boston Medical Center Corp., 23 84CV326; Jane Doe v. The Children's Hospital Corp., 

2384CV41 I; Kathleen Vita v. Beth Israel Deaconess Medical Center, Inc., 2384CV00480; Karen McManus v. Tufts 

Medical Center, Inc., 2384CV930; Elizabeth Nova v. Boston Medical Center Corporation, 2384CV1086; Jane Doe 
v. Cape Cod Healthcare, Inc., 2384CV1236; Jane Doe v Baystate Health Systems, 2384CV1949; John Doe v. 
UMass Memorial Health Care Inc., 2384CV2448; Lisa Colleton v. UMass Memorial Health Care Inc., 

2384CV2450 
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ORDER 

For the foregoing reasons, it is her_eby ORDERED that: 

1. NEBH's motion to dismiss is DENIED; and 

2. The Court REPORTS the correctness of its ruling to the Appeals 9ourt. 

Dated: October 31, 2023 
ele e Kazanjian 

Justice of the Superio Court 
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Part IV CRIMES, PUNISHMENTS AND PROCEEDINGS IN CRIMINAL
CASES

Title I CRIMES AND PUNISHMENTS

Chapter 272 CRIMES AGAINST CHASTITY, MORALITY, DECENCY AND
GOOD ORDER

Section 99 INTERCEPTION OF WIRE AND ORAL COMMUNICATIONS

Section 99. Interception of wire and oral communications.—

A. Preamble.

The general court finds that organized crime exists within the
commonwealth and that the increasing activities of organized crime
constitute a grave danger to the public welfare and safety. Organized
crime, as it exists in the commonwealth today, consists of a continuing
conspiracy among highly organized and disciplined groups to engage in
supplying illegal goods and services. In supplying these goods and
services organized crime commits unlawful acts and employs brutal and
violent tactics. Organized crime is infiltrating legitimate business
activities and depriving honest businessmen of the right to make a living.

The general court further finds that because organized crime carries on its
activities through layers of insulation and behind a wall of secrecy,
government has been unsuccessful in curtailing and eliminating it.
Normal investigative procedures are not effective in the investigation of
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illegal acts committed by organized crime. Therefore, law enforcement
officials must be permitted to use modern methods of electronic
surveillance, under strict judicial supervision, when investigating these
organized criminal activities.

The general court further finds that the uncontrolled development and
unrestricted use of modern electronic surveillance devices pose grave
dangers to the privacy of all citizens of the commonwealth. Therefore, the
secret use of such devices by private individuals must be prohibited. The
use of such devices by law enforcement officials must be conducted
under strict judicial supervision and should be limited to the investigation
of organized crime.

B. Definitions. As used in this section—

1. The term ''wire communication'' means any communication made in
whole or in part through the use of facilities for the transmission of
communications by the aid of wire, cable, or other like connection
between the point of origin and the point of reception.

2. The term ''oral communication'' means speech, except such speech as is
transmitted over the public air waves by radio or other similar device.

3. The term ''intercepting device'' means any device or apparatus which is
capable of transmitting, receiving, amplifying, or recording a wire or oral
communication other than a hearing aid or similar device which is being
used to correct subnormal hearing to normal and other than any telephone
or telegraph instrument, equipment, facility, or a component thereof, (a)
furnished to a subscriber or user by a communications common carrier in
the ordinary course of its business under its tariff and being used by the
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subscriber or user in the ordinary course of its business; or (b) being used
by a communications common carrier in the ordinary course of its
business.

4. The term ''interception'' means to secretly hear, secretly record, or aid
another to secretly hear or secretly record the contents of any wire or oral
communication through the use of any intercepting device by any person
other than a person given prior authority by all parties to such
communication; provided that it shall not constitute an interception for an
investigative or law enforcement officer, as defined in this section, to
record or transmit a wire or oral communication if the officer is a party to
such communication or has been given prior authorization to record or
transmit the communication by such a party and if recorded or
transmitted in the course of an investigation of a designated offense as
defined herein.

5. The term ''contents'', when used with respect to any wire or oral
communication, means any information concerning the identity of the
parties to such communication or the existence, contents, substance,
purport, or meaning of that communication.

6. The term ''aggrieved person'' means any individual who was a party to
an intercepted wire or oral communication or who was named in the
warrant authorizing the interception, or who would otherwise have
standing to complain that his personal or property interest or privacy was
invaded in the course of an interception.

7. The term ''designated offense'' shall include the following offenses in
connection with organized crime as defined in the preamble: arson,
assault and battery with a dangerous weapon, extortion, bribery, burglary,
embezzlement, forgery, gaming in violation of section seventeen of
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chapter two hundred and seventy-one of the general laws, intimidation of
a witness or juror, kidnapping, larceny, lending of money or things of
value in violation of the general laws, mayhem, murder, any offense
involving the possession or sale of a narcotic or harmful drug, perjury,
prostitution, robbery, subornation of perjury, any violation of this section,
being an accessory to any of the foregoing offenses and conspiracy or
attempt or solicitation to commit any of the foregoing offenses.

8. The term ''investigative or law enforcement officer'' means any officer
of the United States, a state or a political subdivision of a state, who is
empowered by law to conduct investigations of, or to make arrests for,
the designated offenses, and any attorney authorized by law to participate
in the prosecution of such offenses.

9. The term ''judge of competent jurisdiction'' means any justice of the
superior court of the commonwealth.

10. The term ''chief justice'' means the chief justice of the superior court
of the commonwealth.

11. The term ''issuing judge'' means any justice of the superior court who
shall issue a warrant as provided herein or in the event of his disability or
unavailability any other judge of competent jurisdiction designated by the
chief justice.

12. The term ''communication common carrier'' means any person
engaged as a common carrier in providing or operating wire
communication facilities.

13. The term ''person'' means any individual, partnership, association,
joint stock company, trust, or corporation, whether or not any of the
foregoing is an officer, agent or employee of the United States, a state, or
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a political subdivision of a state.

14. The terms ''sworn'' or ''under oath'' as they appear in this section shall
mean an oath or affirmation or a statement subscribed to under the pains
and penalties of perjury.

15. The terms ''applicant attorney general'' or ''applicant district attorney''
shall mean the attorney general of the commonwealth or a district
attorney of the commonwealth who has made application for a warrant
pursuant to this section.

16. The term ''exigent circumstances'' shall mean the showing of special
facts to the issuing judge as to the nature of the investigation for which a
warrant is sought pursuant to this section which require secrecy in order
to obtain the information desired from the interception sought to be
authorized.

17. The term ''financial institution'' shall mean a bank, as defined in
section 1 of chapter 167, and an investment bank, securities broker,
securities dealer, investment adviser, mutual fund, investment company
or securities custodian as defined in section 1.165-12(c)(1) of the United
States Treasury regulations.

18. The term ''corporate and institutional trading partners'' shall mean
financial institutions and general business entities and corporations which
engage in the business of cash and asset management, asset management
directed to custody operations, securities trading, and wholesale capital
markets including foreign exchange, securities lending, and the purchase,
sale or exchange of securities, options, futures, swaps, derivatives,
repurchase agreements and other similar financial instruments with such
financial institution.
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C. Offenses.

1. Interception, oral communications prohibited.

Except as otherwise specifically provided in this section any person who
—

willfully commits an interception, attempts to commit an interception, or
procures any other person to commit an interception or to attempt to
commit an interception of any wire or oral communication shall be fined
not more than ten thousand dollars, or imprisoned in the state prison for
not more than five years, or imprisoned in a jail or house of correction for
not more than two and one half years, or both so fined and given one such
imprisonment.

Proof of the installation of any intercepting device by any person under
circumstances evincing an intent to commit an interception, which is not
authorized or permitted by this section, shall be prima facie evidence of a
violation of this subparagraph.

2. Editing of tape recordings in judicial proceeding prohibited.

Except as otherwise specifically provided in this section any person who
willfully edits, alters or tampers with any tape, transcription or recording
of oral or wire communications by any means, or attempts to edit, alter or
tamper with any tape, transcription or recording of oral or wire
communications by any means with the intent to present in any judicial
proceeding or proceeding under oath, or who presents such recording or
permits such recording to be presented in any judicial proceeding or
proceeding under oath, without fully indicating the nature of the changes
made in the original state of the recording, shall be fined not more than
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ten thousand dollars or imprisoned in the state prison for not more than
five years or imprisoned in a jail or house of correction for not more than
two years or both so fined and given one such imprisonment.

3. Disclosure or use of wire or oral communications prohibited.

Except as otherwise specifically provided in this section any person who
—

a. willfully discloses or attempts to disclose to any person the contents of
any wire or oral communication, knowing that the information was
obtained through interception; or

b. willfully uses or attempts to use the contents of any wire or oral
communication, knowing that the information was obtained through
interception, shall be guilty of a misdemeanor punishable by
imprisonment in a jail or a house of correction for not more than two
years or by a fine of not more than five thousand dollars or both.

4. Disclosure of contents of applications, warrants, renewals, and returns
prohibited.

Except as otherwise specifically provided in this section any person who
—

willfully discloses to any person, any information concerning or
contained in, the application for, the granting or denial of orders for
interception, renewals, notice or return on an ex parte order granted
pursuant to this section, or the contents of any document, tape, or
recording kept in accordance with paragraph N, shall be guilty of a
misdemeanor punishable by imprisonment in a jail or a house of
correction for not more than two years or by a fine of not more than five
thousand dollars or both.
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5. Possession of interception devices prohibited.

A person who possesses any intercepting device under circumstances
evincing an intent to commit an interception not permitted or authorized
by this section, or a person who permits an intercepting device to be used
or employed for an interception not permitted or authorized by this
section, or a person who possesses an intercepting device knowing that
the same is intended to be used to commit an interception not permitted
or authorized by this section, shall be guilty of a misdemeanor punishable
by imprisonment in a jail or house of correction for not more than two
years or by a fine of not more than five thousand dollars or both.

The installation of any such intercepting device by such person or with
his permission or at his direction shall be prima facie evidence of
possession as required by this subparagraph.

6. Any person who permits or on behalf of any other person commits or
attempts to commit, or any person who participates in a conspiracy to
commit or to attempt to commit, or any accessory to a person who
commits a violation of subparagraphs 1 through 5 of paragraph C of this
section shall be punished in the same manner as is provided for the
respective offenses as described in subparagraphs 1 through 5 of
paragraph C.

D. Exemptions.

1. Permitted interception of wire or oral communications.

It shall not be a violation of this section—

a. for an operator of a switchboard, or an officer, employee, or agent of
any communication common carrier, whose facilities are used in the
transmission of a wire communication, to intercept, disclose, or use that
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communication in the normal course of his employment while engaged in
any activity which is a necessary incident to the rendition of service or to
the protection of the rights or property of the carrier of such
communication, or which is necessary to prevent the use of such facilities
in violation of section fourteen A of chapter two hundred and sixty-nine
of the general laws; provided, that said communication common carriers
shall not utilize service observing or random monitoring except for
mechanical or service quality control checks.

b. for persons to possess an office intercommunication system which is
used in the ordinary course of their business or to use such office
intercommunication system in the ordinary course of their business.

c. for investigative and law enforcement officers of the United States of
America to violate the provisions of this section if acting pursuant to
authority of the laws of the United States and within the scope of their
authority.

d. for any person duly authorized to make specified interceptions by a
warrant issued pursuant to this section.

e. for investigative or law enforcement officers to violate the provisions
of this section for the purposes of ensuring the safety of any law
enforcement officer or agent thereof who is acting in an undercover
capacity, or as a witness for the commonwealth; provided, however, that
any such interception which is not otherwise permitted by this section
shall be deemed unlawful for purposes of paragraph P.

f. for a financial institution to record telephone communications with its
corporate or institutional trading partners in the ordinary course of its
business; provided, however, that such financial institution shall establish
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and maintain a procedure to provide semi-annual written notice to its
corporate and institutional trading partners that telephone
communications over designated lines will be recorded.

2. Permitted disclosure and use of intercepted wire or oral
communications.

a. Any investigative or law enforcement officer, who, by any means
authorized by this section, has obtained knowledge of the contents of any
wire or oral communication, or evidence derived therefrom, may disclose
such contents or evidence in the proper performance of his official duties.

b. Any investigative or law enforcement officer, who, by any means
authorized by this section has obtained knowledge of the contents of any
wire or oral communication, or evidence derived therefrom, may use such
contents or evidence in the proper performance of his official duties.

c. Any person who has obtained, by any means authorized by this section,
knowledge of the contents of any wire or oral communication, or
evidence derived therefrom, may disclose such contents while giving
testimony under oath or affirmation in any criminal proceeding in any
court of the United States or of any state or in any federal or state grand
jury proceeding.

d. The contents of any wire or oral communication intercepted pursuant
to a warrant in accordance with the provisions of this section, or evidence
derived therefrom, may otherwise be disclosed only upon a showing of
good cause before a judge of competent jurisdiction.

e. No otherwise privileged wire or oral communication intercepted in
accordance with, or in violation of, the provisions of this section shall
lose its privileged character.
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E. Warrants: when issuable:

A warrant may issue only:

1. Upon a sworn application in conformity with this section; and

2. Upon a showing by the applicant that there is probable cause to believe
that a designated offense has been, is being, or is about to be committed
and that evidence of the commission of such an offense may thus be
obtained or that information which will aid in the apprehension of a
person who the applicant has probable cause to believe has committed, is
committing, or is about to commit a designated offense may thus be
obtained; and

3. Upon a showing by the applicant that normal investigative procedures
have been tried and have failed or reasonably appear unlikely to succeed
if tried.

F. Warrants: application.

1. Application. The attorney general, any assistant attorney general
specially designated by the attorney general, any district attorney, or any
assistant district attorney specially designated by the district attorney may
apply ex parte to a judge of competent jurisdiction for a warrant to
intercept wire or oral communications. Each application ex parte for a
warrant must be in writing, subscribed and sworn to by the applicant
authorized by this subparagraph.

2. The application must contain the following:

a. A statement of facts establishing probable cause to believe that a
particularly described designated offense has been, is being, or is about to
be committed; and
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b. A statement of facts establishing probable cause to believe that oral or
wire communications of a particularly described person will constitute
evidence of such designated offense or will aid in the apprehension of a
person who the applicant has probable cause to believe has committed, is
committing, or is about to commit a designated offense; and

c. That the oral or wire communications of the particularly described
person or persons will occur in a particularly described place and
premises or over particularly described telephone or telegraph lines; and

d. A particular description of the nature of the oral or wire
communications sought to be overheard; and

e. A statement that the oral or wire communications sought are material to
a particularly described investigation or prosecution and that such
conversations are not legally privileged; and

f. A statement of the period of time for which the interception is required
to be maintained. If practicable, the application should designate hours of
the day or night during which the oral or wire communications may be
reasonably expected to occur. If the nature of the investigation is such
that the authorization for the interception should not automatically
terminate when the described oral or wire communications have been
first obtained, the application must specifically state facts establishing
probable cause to believe that additional oral or wire communications of
the same nature will occur thereafter; and

g. If it is reasonably necessary to make a secret entry upon a private place
and premises in order to install an intercepting device to effectuate the
interception, a statement to such effect; and
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h. If a prior application has been submitted or a warrant previously
obtained for interception of oral or wire communications, a statement
fully disclosing the date, court, applicant, execution, results, and present
status thereof; and

i. If there is good cause for requiring the postponement of service
pursuant to paragraph L, subparagraph 2, a description of such
circumstances, including reasons for the applicant's belief that secrecy is
essential to obtaining the evidence or information sought.

3. Allegations of fact in the application may be based either upon the
personal knowledge of the applicant or upon information and belief. If
the applicant personally knows the facts alleged, it must be so stated. If
the facts establishing such probable cause are derived in whole or part
from the statements of persons other than the applicant, the sources of
such information and belief must be either disclosed or described; and the
application must contain facts establishing the existence and reliability of
any informant and the reliability of the information supplied by him. The
application must also state, so far as possible, the basis of the informant's
knowledge or belief. If the applicant's information and belief is derived
from tangible evidence or recorded oral evidence, a copy or detailed
description thereof should be annexed to or included in the application.
Affidavits of persons other than the applicant may be submitted in
conjunction with the application if they tend to support any fact or
conclusion alleged therein. Such accompanying affidavits may be based
either on personal knowledge of the affiant or information and belief,
with the source thereof, and reason therefor, specified.

G. Warrants: application to whom made.
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Application for a warrant authorized by this section must be made to a
judge of competent jurisdiction in the county where the interception is to
occur, or the county where the office of the applicant is located, or in the
event that there is no judge of competent jurisdiction sitting in said
county at such time, to a judge of competent jurisdiction sitting in Suffolk
County; except that for these purposes, the office of the attorney general
shall be deemed to be located in Suffolk County.

H. Warrants: application how determined.

1. If the application conforms to paragraph F, the issuing judge may
examine under oath any person for the purpose of determining whether
probable cause exists for the issuance of the warrant pursuant to
paragraph E. A verbatim transcript of every such interrogation or
examination must be taken, and a transcription of the same, sworn to by
the stenographer, shall be attached to the application and be deemed a
part thereof.

2. If satisfied that probable cause exists for the issuance of a warrant the
judge may grant the application and issue a warrant in accordance with
paragraph I. The application and an attested copy of the warrant shall be
retained by the issuing judge and transported to the chief justice of the
superior court in accordance with the provisions of paragraph N of this
section.

3. If the application does not conform to paragraph F, or if the judge is
not satisfied that probable cause has been shown sufficient for the
issuance of a warrant, the application must be denied.

I. Warrants: form and content.

A warrant must contain the following:
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1. The subscription and title of the issuing judge; and

2. The date of issuance, the date of effect, and termination date which in
no event shall exceed thirty days from the date of effect. The warrant
shall permit interception of oral or wire communications for a period not
to exceed fifteen days. If physical installation of a device is necessary, the
thirty-day period shall begin upon the date of installation. If the effective
period of the warrant is to terminate upon the acquisition of particular
evidence or information or oral or wire communication, the warrant shall
so provide; and

3. A particular description of the person and the place, premises or
telephone or telegraph line upon which the interception may be
conducted; and

4. A particular description of the nature of the oral or wire
communications to be obtained by the interception including a statement
of the designated offense to which they relate; and

5. An express authorization to make secret entry upon a private place or
premises to install a specified intercepting device, if such entry is
necessary to execute the warrant; and

6. A statement providing for service of the warrant pursuant to paragraph
L except that if there has been a finding of good cause shown requiring
the postponement of such service, a statement of such finding together
with the basis therefor must be included and an alternative direction for
deferred service pursuant to paragraph L, subparagraph 2.

J. Warrants: renewals.
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1. Any time prior to the expiration of a warrant or a renewal thereof, the
applicant may apply to the issuing judge for a renewal thereof with
respect to the same person, place, premises or telephone or telegraph line.
An application for renewal must incorporate the warrant sought to be
renewed together with the application therefor and any accompanying
papers upon which it was issued. The application for renewal must set
forth the results of the interceptions thus far conducted. In addition, it
must set forth present grounds for extension in conformity with paragraph
F, and the judge may interrogate under oath and in such an event a
transcript must be provided and attached to the renewal application in the
same manner as is set forth in subparagraph 1 of paragraph H.

2. Upon such application, the judge may issue an order renewing the
warrant and extending the authorization for a period not exceeding fifteen
(15) days from the entry thereof. Such an order shall specify the grounds
for the issuance thereof. The application and an attested copy of the order
shall be retained by the issuing judge to be transported to the chief justice
in accordance with the provisions of subparagraph N of this section. In no
event shall a renewal be granted which shall terminate later than two
years following the effective date of the warrant.

K. Warrants: manner and time of execution.

1. A warrant may be executed pursuant to its terms anywhere in the
commonwealth.

2. Such warrant may be executed by the authorized applicant personally
or by any investigative or law enforcement officer of the commonwealth
designated by him for the purpose.
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3. The warrant may be executed according to its terms during the hours
specified therein, and for the period therein authorized, or a part thereof.
The authorization shall terminate upon the acquisition of the oral or wire
communications, evidence or information described in the warrant. Upon
termination of the authorization in the warrant and any renewals thereof,
the interception must cease at once, and any device installed for the
purpose of the interception must be removed as soon thereafter as
practicable. Entry upon private premises for the removal of such device is
deemed to be authorized by the warrant.

L. Warrants: service thereof.

1. Prior to the execution of a warrant authorized by this section or any
renewal thereof, an attested copy of the warrant or the renewal must,
except as otherwise provided in subparagraph 2 of this paragraph, be
served upon a person whose oral or wire communications are to be
obtained, and if an intercepting device is to be installed, upon the owner,
lessee, or occupant of the place or premises, or upon the subscriber to the
telephone or owner or lessee of the telegraph line described in the
warrant.

2. If the application specially alleges exigent circumstances requiring the
postponement of service and the issuing judge finds that such
circumstances exist, the warrant may provide that an attested copy
thereof may be served within thirty days after the expiration of the
warrant or, in case of any renewals thereof, within thirty days after the
expiration of the last renewal; except that upon a showing of important
special facts which set forth the need for continued secrecy to the
satisfaction of the issuing judge, said judge may direct that the attested
copy of the warrant be served on such parties as are required by this
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section at such time as may be appropriate in the circumstances but in no
event may he order it to be served later than three (3) years from the time
of expiration of the warrant or the last renewal thereof. In the event that
the service required herein is postponed in accordance with this
paragraph, in addition to the requirements of any other paragraph of this
section, service of an attested copy of the warrant shall be made upon any
aggrieved person who should reasonably be known to the person who
executed or obtained the warrant as a result of the information obtained
from the interception authorized thereby.

3. The attested copy of the warrant shall be served on persons required by
this section by an investigative or law enforcement officer of the
commonwealth by leaving the same at his usual place of abode, or in
hand, or if this is not possible by mailing the same by certified or
registered mail to his last known place of abode. A return of service shall
be made to the issuing judge, except, that if such service is postponed as
provided in subparagraph 2 of paragraph L, it shall be made to the chief
justice. The return of service shall be deemed a part of the return of the
warrant and attached thereto.

M. Warrant: return.

Within seven days after termination of the warrant or the last renewal
thereof, a return must be made thereon to the judge issuing the warrant by
the applicant therefor, containing the following:

a. a statement of the nature and location of the communications facilities,
if any, and premise or places where the interceptions were made; and

b. the periods of time during which such interceptions were made; and
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c. the names of the parties to the communications intercepted if known;
and

d. the original recording of the oral or wire communications intercepted,
if any; and

e. a statement attested under the pains and penalties of perjury by each
person who heard oral or wire communications as a result of the
interception authorized by the warrant, which were not recorded, stating
everything that was overheard to the best of his recollection at the time of
the execution of the statement.

N. Custody and secrecy of papers and recordings made pursuant to a
warrant.

1. The contents of any wire or oral communication intercepted pursuant
to a warrant issued pursuant to this section shall, if possible, be recorded
on tape or wire or other similar device. Duplicate recordings may be
made for use pursuant to subparagraphs 2 (a) and (b) of paragraph D for
investigations. Upon examination of the return and a determination that it
complies with this section, the issuing judge shall forthwith order that the
application, all renewal applications, warrant, all renewal orders and the
return thereto be transmitted to the chief justice by such persons as he
shall designate. Their contents shall not be disclosed except as provided
in this section. The application, renewal applications, warrant, the
renewal order and the return or any one of them or any part of them may
be transferred to any trial court, grand jury proceeding of any jurisdiction
by any law enforcement or investigative officer or court officer
designated by the chief justice and a trial justice may allow them to be
disclosed in accordance with paragraph D, subparagraph 2, or paragraph
O or any other applicable provision of this section.

111



3/6/24, 11:57 AM General Law - Part IV, Title I, Chapter 272, Section 99

https://malegislature.gov/Laws/GeneralLaws/PartIV/TitleI/Chapter272/Section99 20/24

The application, all renewal applications, warrant, all renewal orders and
the return shall be stored in a secure place which shall be designated by
the chief justice, to which access shall be denied to all persons except the
chief justice or such court officers or administrative personnel of the
court as he shall designate.

2. Any violation of the terms and conditions of any order of the chief
justice, pursuant to the authority granted in this paragraph, shall be
punished as a criminal contempt of court in addition to any other
punishment authorized by law.

3. The application, warrant, renewal and return shall be kept for a period
of five (5) years from the date of the issuance of the warrant or the last
renewal thereof at which time they shall be destroyed by a person
designated by the chief justice. Notice prior to the destruction shall be
given to the applicant attorney general or his successor or the applicant
district attorney or his successor and upon a showing of good cause to the
chief justice, the application, warrant, renewal, and return may be kept
for such additional period as the chief justice shall determine but in no
event longer than the longest period of limitation for any designated
offense specified in the warrant, after which time they must be destroyed
by a person designated by the chief justice.

O. Introduction of evidence.

1. Notwithstanding any other provisions of this section or any order
issued pursuant thereto, in any criminal trial where the commonwealth
intends to offer in evidence any portions of the contents of any
interception or any evidence derived therefrom the defendant shall be
served with a complete copy of each document and item which make up
each application, renewal application, warrant, renewal order, and return
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pursuant to which the information was obtained, except that he shall be
furnished a copy of any recording instead of the original. The service
must be made at the arraignment of the defendant or, if a period in excess
of thirty (30) days shall elapse prior to the commencement of the trial of
the defendant, the service may be made at least thirty (30) days before the
commencement of the criminal trial. Service shall be made in hand upon
the defendant or his attorney by any investigative or law enforcement
officer of the commonwealth. Return of the service required by this
subparagraph including the date of service shall be entered into the record
of trial of the defendant by the commonwealth and such return shall be
deemed prima facie evidence of the service described therein. Failure by
the commonwealth to make such service at the arraignment, or if delayed,
at least thirty days before the commencement of the criminal trial, shall
render such evidence illegally obtained for purposes of the trial against
the defendant; and such evidence shall not be offered nor received at the
trial notwithstanding the provisions of any other law or rules of court.

2. In any criminal trial where the commonwealth intends to offer in
evidence any portions of a recording or transmission or any evidence
derived therefrom, made pursuant to the exceptions set forth in paragraph
B, subparagraph 4, of this section, the defendant shall be served with a
complete copy of each recording or a statement under oath of the
evidence overheard as a result of the transmission. The service must be
made at the arraignment of the defendant or if a period in excess of thirty
days shall elapse prior to the commencement of the trial of the defendant,
the service may be made at least thirty days before the commencement of
the criminal trial. Service shall be made in hand upon the defendant or his
attorney by any investigative or law enforcement officer of the
commonwealth. Return of the service required by this subparagraph
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including the date of service shall be entered into the record of trial of the
defendant by the commonwealth and such return shall be deemed prima
facie evidence of the service described therein. Failure by the
commonwealth to make such service at the arraignment, or if delayed at
least thirty days before the commencement of the criminal trial, shall
render such service illegally obtained for purposes of the trial against the
defendant and such evidence shall not be offered nor received at the trial
notwithstanding the provisions of any other law or rules of court.

P. Suppression of evidence.

Any person who is a defendant in a criminal trial in a court of the
commonwealth may move to suppress the contents of any intercepted
wire or oral communication or evidence derived therefrom, for the
following reasons:

1. That the communication was unlawfully intercepted.

2. That the communication was not intercepted in accordance with the
terms of this section.

3. That the application or renewal application fails to set forth facts
sufficient to establish probable cause for the issuance of a warrant.

4. That the interception was not made in conformity with the warrant.

5. That the evidence sought to be introduced was illegally obtained.

6. That the warrant does not conform to the provisions of this section.

Q. Civil remedy.

Any aggrieved person whose oral or wire communications were
intercepted, disclosed or used except as permitted or authorized by this
section or whose personal or property interests or privacy were violated
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by means of an interception except as permitted or authorized by this
section shall have a civil cause of action against any person who so
intercepts, discloses or uses such communications or who so violates his
personal, property or privacy interest, and shall be entitled to recover
from any such person—

1. actual damages but not less than liquidated damages computed at the
rate of $100 per day for each day of violation or $1000, whichever is
higher;

2. punitive damages; and

3. a reasonable attorney's fee and other litigation disbursements
reasonably incurred. Good faith reliance on a warrant issued under this
section shall constitute a complete defense to an action brought under this
paragraph.

R. Annual report of interceptions of the general court.

On the second Friday of January, each year, the attorney general and each
district attorney shall submit a report to the general court stating (1) the
number of applications made for warrants during the previous year, (2)
the name of the applicant, (3) the number of warrants issued, (4) the
effective period for the warrants, (5) the number and designation of the
offenses for which those applications were sought, and for each of the
designated offenses the following: (a) the number of renewals, (b) the
number of interceptions made during the previous year, (c) the number of
indictments believed to be obtained as a result of those interceptions, (d)
the number of criminal convictions obtained in trials where interception
evidence or evidence derived therefrom was introduced. This report shall
be a public document and be made available to the public at the offices of
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the attorney general and district attorneys. In the event of failure to
comply with the provisions of this paragraph any person may compel
compliance by means of an action of mandamus.
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before whom the hearing is had shall order. Nothing herein 
contained shall be construed to prevent the treasurer and 
receiver-general from deducting at any time the whole or 
any part of said tax with the interest accrued thereon which 
shall remain unpaid from any moneys which may be due from 
the commonwealth to such city or town. 

Approved ]1 ay 28, 1920. 

575 

AN AcT To DEFINE AND PUNISH THE CRIME oF EAVES- Chap.558 
DROPPING. 

Be it enacted, etc., as follows: 

SECTION 1. vVhoever, except when authorized by written Penalty for 
• • f } 1 f } } h procurmg cer-p ermISSI On o t 1e attorney-genera o t 1e commonwea t , or tain informa-

of the district attorney for the district, secretly overhears, ;i<lictig~~hg 

or attempts secretly to overhear or to have any other person ~~c~ictaphone, 

secretly overhear, any spoken words in any building by using 
a device commonly known as a dictagraph or dictaphone, or 
however otherwise described, or any similar device qr arrange-
ment, or by tapping any wire, with intent to procure in-
formation concerning any official matter or to injure another, 
shall be guilty of the crime of eavesdropping and shall be 
punished by imprison~nent for not more than two years or 
by a fine of not more than one thousand dollars, or by both 
such fine and imprisonment. 

SECTION 2. Whoever, except when so authorized as afore- Pena~ty_ for 
'd ' h 1 • h f perm1ttmg, sa1 , e1t er on us own account or as t e servant or agent o etc., the in-

h • • • l • 11' f d • stallingofa anot er, pernuts or acqmesces m t 1e msta mg o a ev1ce dictagraph or 

commonly known as a dictagraph or dictaphone or any ~t~~.a~~~~: 
similar device or arrangement, or the tapping of any wire, fif;r=tf~~
wi th intent to procure or knowing or intending that it will 
be used to procure information concerning any official matter 
or to injure another, shall be punished by imprisonment for 
not more than two years or by a fine of not more than one 
thousand dollars or_ by both such fine and imprisonment. 

SECTION 3. Proof of the installation in any buildin2' of Evide!ltct~ of 
. '-' comm1 1ng 

any device or arrangement which may be used for the purpose crime _of eaves-

f • I • h · · f • f h' droppmg, etc. o v10 atmg t e prons10ns o sect10n one o t 1s act by 
listening to any spoken words or proof of tapping of any 
wire, unless authorized as aforesaid and unless done with 
the consent of the owner or person in control of the building, 
shall be prima facie evidence of the commission of the crime 
of eavesdropping; but nothing contained in this act shall 
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Form of 
indictment. 

Act not to 
apply to cer
tain corpora
tions, their 
employees, 
etc. 

ACTS, 1920. -CHAP. 559. 

render it unla'\\rful for any person to install and use such a 
device on premises under his exclusive control. 

SECTION 4. The following form of complaint or indict
ment shall be sufficient to charge the offense of eavesdropping 
as defined in this act: That A. B. did commit the crime of 
eavesdropping. 

SECTION 5. This act shall not apply to a corporation 
subject to the jurisdiction of the department of public 
utilities of this commonwealth or to the jurisdiction of the 
interstate commerce commission, nor shall it apply to the 
employees of any such corporation while engaged in the 
conduct of its business. Approved ]lay 28, 1920. 

Chap.559 AN AcT RELATIVE To THE PUBLICATION oF LISTS oF CANDI

DATES AND FOR:\IS OF QUESTIONS BEFORE STATE AND CITY 

ELECTIONS. 

1913, 835, § 269, 
etc., amended. 

Lists of can
didates, etc., 
state and city 
elections, to 
be published. 

Be it enacted, etc~, as follows: 

Section two hundred and sixty-nine of chapter eight hun
dred and thirty-five of the acts of nineteen hundred and 
thirteen, as amended by chapter fifty-four of the General 
Acts of nineteen hundred and nineteen, is hereby further 
amended by striking out the said section and substituting 
the follmving: - Section 269. Before every state election, 
the secretary of the commonwealth shall cause to be pub
lished a list of all candidates to be voted for in each senatorial 
district, except that in the comity of Suffolk the publication 
shall be of all candidates to be voted for therein. He shall 
also publish with said lists the form of any question to be 
submitted to the voters. Before every city election, the city 
clerk, or in Boston the election commissioners, shall cause 
to be published a list of all candidates to be voted for in 
their respective cities, and the form of any question to be 
submitted to the voters at such election. Such lists and 
questions shall in all cases be in the form, as near as may 
be, in "'hich they are to appear upon the official ballot, and 
for state elections shall be printed in at least fow· newspapers, 
if there be so many, published in English in each senatorial 
district, or in the county of Suffolk, as the case may be. 
Such publication shall, so far as is practicable, be in news
papers representing the two political parties, and at such 
reasonable cost as the secretary may determine. For city 
elections the publication shall be made in at least two news-
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identification number thereon. Whoever violates this section shall be 
punished by a fine of five hundred dollars. Each such violation shall 
constitute a separate offense. 

SECTION 16. Section 12B of said· chapter 269, as appearing in section 
31 of chapter 688 of the acts of 1957, is ·hereby amended by striking 
out the third sentence and inserting in· place thereof the following 
sentence :-Whoever violates this section shall be punished by a fine 
of not more than one hundred dollars, and the air rifle or BB gun or 
other weapon shall be confiscated. 

SECTION 17. Section 12D of said chapter 269, added by section 33 of 
said chapter 688, is • hereby amended by striking out the second 
sentence and inserting in place thereof the following sentence:
Whoever violates this section shall be punished by a fine of not less 
than fifty nor more th.an five hundred dollars, and may be arrested 
without a warrant. • 

SECTION 18. The provisions of section one hundred and twenty-nine 
B of chapter one hundred and forty of the General Laws, inserted by 
section seven of tliis act, of section one hundred and thirty of said 
chapter one hundred and forty, inserted by section eight of this act, 
and of section ten · of chapter two hundred and sixty-nine of the 
General Laws, inserted by section twelve of this act, shall not apply 
until January first, nineteen hundred . and sixty-nine; provided, how
ever, that any person may apply for the firearm identification card as 
provided in said section one hundred and twenty-nine B at any time 
after the effective date of said section seven and, pending the issuance 
or denial of said firearm identification card, written receipt for the fee 
paid shall serve as a valid substitute for said firearm identification 
card. Approved July 20, 1968. 

Chap. 738. AN ACT FURTHER REGULATING WIBETAPPING AND EAVES-
DROPPING. • 

Be it enacted, etc., as follows: 
SECTION 1. Chapter 272 of the Gen~ral Laws is hereby amended by 

striking out section 991 as amended by chapter 449 of the acts of 1959, 
and inserting in place thereof the following section:-

Section 99. Interception of wire and. oral communications.-
A. Preamble. . 
The general court finds that organized crime exists within the 

commonwealth and that the incr~asing activities of organized crime 
constitute a grave danger to the public welfare and safety. Organized 
crime, as it exists in .the commonwealth today, consists of a continuing 
conspiracy among highly organized and disciplined· groups to engage 
in supplying illegal goods and services. In supplying these goods and 
services organized crime commits unlawful acts and employs brutal 
and violent tactics. Organized crime is infiltrating legitimate business 
activities and depriving honest businessmen of the right to make a 
living. . • . 

The general court further finds that because organized crime carries 
on its activities through layers of insulation and behind a wall of 
secrecy, government has been unsuccessfUl in curtailing and eliminat-
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ing it. Normal investigative procedures are . not effective in the 
investigation of illegal acts committed by organized crime. Therefore, 
law enforcement officials must be permitted to use modern methods of 
electronic surveillance, under strict judicial supervision, when inv~sti
gating these organized criminal activities. 

The general court further finds that the uncontrolled development 
and unrestricted use of modern electronic surveillance devices pose 
grave dangers to the privacy of ·au citizens of the commonwealth. 
Therefore, the secret use of such devices by private individuals must 
be prohibited. The use of such devices by law enforcement officials 
must be conducted under strict judicial supervision and should be 
limited to the investigation, of organized crime. 

B. Definitions. As used in this section- • 
1. The term "wire communication" means any communication made 

in whole or in part through the use of facilities for the transmission of 
communications by the aid of wire, cable, or other like connection 
between the point of origin and the point of reception. 

2. The term "oral communication" means speech, except such speech 
as is transmitted over the public air waves by radio or other similar 
device. 

3. The term "intercepting device'~ means any device or apparatus 
which is capable of transmitting, receiving, amplifying, or recording a 
wire or oral communication other than a hearing aid or similar device 
which is being used to correct subnormal hearing to normal and other 
than any telephone or telegraph i.g.strument, equipment, facility, or a 
component thereof, (a) furnished to a subscriber or user by a com
munications common carrier· in the ordinary course of its business 
under its tariff and being used. by the subscriber or user in the 
ordinary course of its business; or (b) being used by a communica
tions common carrier in the ordinary course of its business. 

4. The term "interception" means to secretly hear, secretly record~ 
or aid another to secretly hear or secretly record the contents of any 
wire or oral communication through the use of any intercepting device 
by any person other than a person given prior authority by all parties 
to such communication; provided that it shall not constitute an 
interception for an investigative· or law enforcement officer, as defined 
in this section, to record or transmit a wire or oral communication if 
the officer is a party to such communication or has been given prior 
authorization to record. or transmit the communication by such a 
party and if recorded or transmitted in the course of an investigation 
of a designated offense as defined herein. 

5. The term "contents", when used with respect to any wire or oral 
communication, means any information concerning the identity of the 
parties to such communication or the existence, contents, substance, 
purport, or meaning of that communication. 

6. The term "aggrieved person" means any individual who was a 
party to an intercepted wire or oral communication or who was named 
in the warrant authorizing the interception, or who would otherwise 
have standing to complain that his personal or property interest or 
privacy was invaded in the course of an interception. 

7. The term "designated offense" shall include the following offenses 
in connection with organized crime as, defined .in the preamble: arson, 
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assault and battery with a dangerous weapon, extortion, bribery, 
burglary, embezzlement, forgery, gaming in violation of section seven
teen of chapter two hundred and seventy-one of the general laws, 
intimidation of a witness or juror, kidnapping, larceny, lending of 
money or things of value in violation of the general laws, mayhem, 
murder, any offense involving the possession or sale of a narcotic or 
harmful drug, perjury, prostitution, robbery, subornation of perjury, 
any vic::>lation of· this section, being an accessory to any of the 
foregoing offenses and conspiracy or attempt or solicitation. to commit 
any of the foregoing offenses. 

8. The term "investigative or law enforcement officer" means any 
officer of the United States, a state or a political subdivision of a state, 
who is empowered by law to conduct investigations of, or to make 
arrests for, the designated offenses, and any attorney authorized by 
law to participate 'in the prosecution of such offenses. 

9. The term "judge of competent jurisdiction" means any justice of 
the superior court-of the commonwealth. 

10. The term "chief justice" means the chief justice of the· superior 
court of the coinmonwealth. 

11. The term "issuing judge" means any justice of the superior court 
who shall issue a warrant as provided herein or in the event of his 
disability or unavailability any other judge of competent jurisdiction 
designated by the chief justice. 

12. The term "communication common carrier" means any person 
engaged as a common carrier in prov.iding or operating wire communi-
cation facilities: • • 

1a: The term "person" means any individual, partnership, associa
tion, joint stock company, trust, or corporation, whether or not any of 
the foregoing is an officer, agent or employee of the United States, a 
state, or a political ·subdivision of a state. 

14. The terms "sworn" or "under oath" as they appear in this 
section shall mean· an oath or affirmation or a statement subscribed to 
under t~e pains and penalties of perjury. 

15. The terms "applicant attorney general" or "applicant district 
attorney" shall mean the attorney general of the commonwealth or a 
district attorney of. the commonwealth who has made application for a 
warrant pursuant to this section. 

16. The term "exigent circumstances" shall mean the showing of 
spqcial facts to the issuing judge as to the nature of the investigation 
for which a warrant is sought pursuant to this section which require 
secrecy in order to obtain the .information desired from the intercep
tion. sought to be· authorized. 

C. Offenses. · 
. ·1. Interception, oral communications prohibited. 

Except. as otherwise specifically provided in this section any person 
who- • • : 

willfully commits an interception, attempts to commit an intercep
tion, or procures any other person to commit an interception or to 
attempt to commit an interception of any wire or oral communication 
shall be fined not more than ten thousand dollars, or imprisoned in the 
state prison for not more than five years, or imprisoned in a jail or 
house of correction for not more than two and one half years, or both 
so fined and given one such imprisonment. 
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Proof of the installation of any intercepting device by any person 
under circumstances evincing an intent to commit an interception-, 
which is not authorized or permitted by this section, shall be prima 
facie evidence of a violation of this subparagraph. 

2. Editing of tape recordings in judicial proceeding prohibited: 
Except as otherwise specifically provided in this section any person 

who- • 
willfully edits, alters or tampers with any tape, transcription or 

recording of oral or wire communications by any means, or attempts 
to edit, alter or tamper with any tape, trans·cription or recording of 
oral or wire communications by any means with the intent to present 
in any judicial proceeding or proceeding under oath, or who presents 
such recording or permits such recording to be presented in any 
judicial proceeding or proceeding under oath, without fully indicating 
the nature of the changes made in the original state of the recording, 
shall be fined not more than ten thousand dollars ($10,000.00) or 
imprisoned in the state prison for not more than five years or 
imprisoned in a jail or house of correction for not more than two years 
or both so fined and given one such imprisonment. 

3. Disclosure or use of wire or oral communications prohibited. 
Except as otherwise specifically provided in this section any person 

who-
a. willfully discloses or attempts to disclose to any person the 

contents of any wire or oral communication, knowing that the 
information was obtained through interception; or • 

b. willfully uses or attempts to use the contents of any wire or oral 
communication, knowing that the information was obtained through 
interception, shall be guilty of a misdemeanor punishable by im
prisonment in a jail or a house of correction for not more than two 
years or by a fine of not more than five thousand dollars or both. 

4. Disclosure of contents of applications, warrants, renewals, and 
returns prohibited. 

Except as otherwise specifically provided in this section any person 
who-

willfully discloses to any person, any information concerning or 
contained in, the application for, the granting or denial of orders for 
interception, renewals, notice or return on an ex parte order granted 
pursuant to this section, or the contents of any document, tape, or 
recording kept in accordance with paragraph N, shall be guilty of a 

. misdemeanor punishable by imprisonment in a jail or a house of 
correction for not more than two years or by a fine of not more than 
five thousand dollars or both. • 

5. Possession of interception devices prohibited. 
A person who possesses any intercepting device under circumstances 

evincing an intent to commit an interception not permitted or autho
rized by this section, or a person who permits an intercepting device to 
be used or employed for an interception not permitted or authorized 
by this section, or a person who possesses an intercepting device 
knowing that the same is intended to be used to commit an intercep
tion not permitted or authorized by this section, shall be guilty of a 
misdemeanor punishable by imprisonment in a jail or house of 
correction for not more than two years or by a fine of not more than 
five thousand dollars or both. 
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The installation of. any such intercepting device by such person or 
with his permission or. at his direction shall be prima facie evidence of 
possession as required by this subparagraph. . • 

6. Any person who permits or on behalf of any other person 
commits or attempts to commit, or any person. who participates in a 
conspiracy to commit or to ~ttempt to commit, or any accessory to a 
person who commits a violation 'of subparagraphs 1 through 5 of 
paragraph C of this section shall be punished in the same manner as is 
provided for the respective offenses as described in subparagraphs 1 
through 5 of paragraph C. 

D. Exemptions. 
1. Permitted interception of wire or oral communications. 
It shall not be a violation of this section-
a. for an operator of a switchboard, or an officer, employee, or agent 

of any commW1ication common carrier, whose facilities are used in the 
transmission of a wire communication, to intercept, disclose, or use 
that communication in . the normal course of his employment while 
engaged in any activity which is a necessary incident to the rendition 
of service or to the protection of the rights or property of the carrier 
of such communication, or which is necessary to prevent the use of 
such facilities in violation of section fourteen A of chapter two 
hundred and sixty-nine of the general laws; provided, that said 
communication common carriers shall not utilize service observing or 
random monitoring except for mechanical or service quality control 
checks. 

b. for persons to possess an office intercommunication system which 
is used in the ordinary . course of their business or to use such office 
intercommunication system in the ordinary course of their business. 

c. for investigative and law enforcement officers of the United States 
of America to violate the provisions of this section if acting pursuant 
to authority of the laws of the United States and within the scope of 
their authority. 

d. for any person duly authorized to make specified interceptions by 
a warrant issued pursuant to this section. 

2. Permitted disclosure. and use of intercepted wire or oral com-
munications. • 

a. Any investigative or law enforcement officer, who, by any means 
authorized by this section, has obtained knowledge of the contents of 
any wire or oral communication, -or evidence derived therefrom, may 
disclose such contents or evidence in the proper performance of his 
official duties. 

b. Any investigative or law enforcement officer, who, by any means 
authorized by this section has obtained knowledge of the contents of 
any wire or oral communication, or evidence derived therefrom, may 
use such contents or evidence in the proper performance of his official 
duties. 

c. Any person who has obtained, by any means authorized by this 
section, knowledge of the contents of any wire or oral communication, 
or evidence. derived -therefrom, may disclose such contents while giving 
testimony under oath or affirmation in any .criminal proceeding in any 
court of the United States or of any state or. in any federal or state 
grand jury proceeding. 
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' • d. The contents of any wire or oral communication intercepted 
pursuant to a warrant in accordance with the provisions of this 
section, or evidence derived therefrom, · may otherwise be disclosed 
only upon a showing of good cause before a judge of competent 
jurisdiction. 

e. No otherwise privileged wire or oral communication intercepted in 
accordance with, or in violation of, the provisions of this section shall 
lose its privileged character. 

E. Warrants: when issuable: 
··A warrant may issue only: 

1. Upon a sworn application in conformity with this section; and 
2. Upon a showing by the applicant that there is probable cause to 

believe that a designated offense has been, is being, or is about to be 
committed and that evidence of the commission of such an offense 
:may thus be obtained or that information which will aid in the 
·apprehension of a person who the applicant has probable cause to 
believe has committed, is committing, or is about to commit a desig
nated offense may thus be obtained; and 

3. Upon a showing by the applicant that nOTmal investigative 
procedures have been tried and have failed or reasonably appear 
unlikely to succeed if tried. 

F. Warrants: application. 
1. Application. The attorney general, any assistant attorney general 

specially designated by the attorney general, any district attorney, or 
·any assistant district attorney specially designated by the district 
attorney may apply ex parte to a judge of competent jurisdiction for 
a warrant to intercept wire or oral communications. Each application 
.ex parte for a warrant must be in writing, subscribed and sworn to by 
the applicant authorized by this subparagraph. 

2. The application must contain the following: 
a. A statement of facts establishing probable cause to believe that a 

particularly described designated offense has been, is being, or is about 
to be committed; and . 

b. A statement of facts establishing probable cause to believe that 
oral or wire communications of a particularly described person will 
constitute evidence of such designated offense or will aid in the 
apprehension of a person who the applicant has probable cause to 
believe has committed, is committing, or is about to ~ommit a 
designated offense; and 

c. That the oral or wire communications of the particularly 
described person or persons will occur in a particularly described place 
• and premises or over particularly described telephone or telegraph 
lines; and 

d. A particular description of the nature of the oral or wire 
communications sought to be overheard; and 

.e. • A statement that the oral or wire communications sought are 
material to a particularly described investigation or prosecution and 
that such conversations are not legally privileged; and 
• f. A statement of the period of time for which the interception is 

·required to be maintained. If practicable, the application should 
designate hours of the day or night during which the oral or wire 
communications may be reasonably expected to occur. If the nature of 
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the investigation is such that the authorization for the interception 
should not automatically terminate when the described oral or wire 
communications have been first obtained, the application must spe
cifically state facts establishing probable cause to believe that addi
tional oral or wire communications of the same nature will occur 
thereafter; and 

g. If it is reasonably necessary to make a secret entry upon a 
private place and premises in order to install an intercepting device to 
effectuate the interception, a statement to such effect; and 

h. If a prior application has been submitted or a warrant previously 
obtained for interception of oral or wire communications, a statement 
fully disclosing the date, court, applicant, execution, results, and 
present status thereof; and . 

i. If there is good cause for requiring the postponement of service 
pursuant to paragraph L, subparagraph 2, a description of such 
circumstances, including reasons for the applicant's belief that secrecy 
is essential to obtaining the evidence or information sought. 

3. Allegations of fact in the application may be based either upon 
the personal knowledge of the applicant or upon information and 
belief. If the applicant personally knows the facts alleged, it must be 
so stated. If the facts establishing such probable cause are derived in 
whole or part from the statements of persons other than the applicant, 
the sources of such information and belief must be either disclosed or 
described; and the application must contain facts establishing the 
existence and reliability of any informant and the reliability of the 
information supplied by him. The application must also state, so. far 
as possible, the basis of the informant's knowledge or belief. +f the 
applicant's information and belief is derived from tangible evidence or 
recorded oral evidence, a copy or detailed description thereof should 
be annexed to or included in the application. Affidavits of persons 
other than the applicant may be submitted in conjunction with the 
application if they tend to support any fact or conclusion alleged 
therein. Such accompanying affidavits may be based either on 
personal knowledge of the affiant or information and belief, with the 
source thereof, and reason therefor, specified. 

G. Warrants: application to whom made. . 
Application for a warrant authorized by this section must be made 

to a judge of competent jurisdiction in the county where the intercep
tion • is to occur, or the county where the office of the applicant· is 
located, or in the event that there is no judge of competent jurisdic
tion sitting in said county at such time, to a judge of competent 
jurisdiction sitting in Suffolk County; except that for these purposes, 
the office of the attorney general shall be deemed to be located in 
Suffolk County. 

H. Warrants: application how determined. 
1. If the application conforms to paragraph F, the issuing judge 

may examine under oath any person for the purpose of determining 
whether probable cause exists for the issuance of the warrant pursuant 
to paragraph E. A verbatim transcript of every such interrogation or 
examination must be taken, and a transcription of the same, sworn to 
by the stenographer, shall be attached to the application and be 
deemed a part thereof. 
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2. If satisfied that probable cause exists for the issuance of a 
warrant the judge may grant the application and issue a warrant in 
accordance with paragraph I. The application and an attested copy of 
the warrant shall be retained by the issuing judge and transported to 
the chief justice of the superior court in accordance with the provi
sions of paragraph N of this section. 

3. If the application does not conform to paragraph F, or if the 
judge is not satisfied that probable cause has been shown sufficient for 
the issuance of a warrant, the application must be denied. 

I. Warrants: form and content. 
A warrant must contain the following: 
1. The subscription and title of the issuing judge; and 
2. The date of issuance, the date of effect, and termination date 

which in no event shall exceed thirty days from the date of effect. The 
warrant shall permit interception of oral or wire communications for a 
period not to exceed :fifteen days. If physical installation of a device is 
necessary, the thirty-day period shall begin upon the date of installa
tion. If the effective period of the warrant is to terminate upon the 
acquisition of particular evidence or information or oral or wire 
communication, the warrant shall so provide; and 

3. A particular description of the person and the place, premises or 
telephone or telegraph line upon which the interception may be 
conducted; and 

4. A . particular description of the nature of the oral or wire 
communications to be obtained by the interception including a 
statement of the designated offense to which they relate; and 

~- An express authorization to make secret entry upon a private 
place or premises to install a specified intercepting device, if such 
entry is necessary to execute the warrant; and 

6. A statement providing for service of the warrant pursuant to 
paragraph L except that· if there has been a finding of good cause 
shown requiring the postponement of such service, a statement of such 
finding together with the basis therefor must be included and an 
alternative direction for deferred service pursuant to paragraph L, 
subparagraph 2. • 

J. Warr ants: renewals. 
1. Any time prior to 't:he expiration of a warrant or a renewal 

thereof, the applicant may apply to the issuing judge for a renewal 
thereof with respect to t.he same person, place, premises or telephone 
or telegraph line. An application for renewal must incorporate the 
warrant sought to be renewed together with the application therefor 
and any accompanying papers upon which it was issued. The applica
tion for renewal must set forth the results of the interceptions thus far 
conducted. In addition, it must set forth present grounds for extension 
in conformity with paragraph F, and the judge may interrogate under 
oath and in such an event a transcript must be provided and attached 
to the renewal application in the same manner as is set forth in 
subparagraph 1 of paragraph H. 

2. Upon such application, the judge may issue an order renewing the 
warrant and extending the authorization for a period not exceeding 
tifteen (15) days from the entry thereof. Such an order shall specify 
the grounds for the issuance thereof. The application and an attested 
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copy of the order shall be retained by · the issuing judge . to be 
transported to the chief justice in accordance with the provisions of. 
subparagraph N of this section. In no event shall a renewal be. granted. 
which shall terminate later than two, years following the effect~ve da,te. 
of the warrant. . 

K. Warrants: manner and time of execution. . . 
1. A warrant may be executed pursuant to its terms anywhe,re _in the 

commonwealth. • 
2. Such warrant may be executed by the authorized applicapt, 

personally or by any investigative or law enforcement officer of _tpe 
commonwealth designated by him for the purpose. . 

3. The warrant may be executed according to its terms during _the 
hours specified therein, and for the period therein authorized, or a part 
thereof. The authorization shall terminate upon the acquisition of the 
oral or wire communications, evidence or information described in the 
warrant. Upon termination of the authorization in the warrant ap.d 
any renewals thereof, the interception must cease at once,· and any 
device installed for the purpose of the interception must be removed 
as soon thereafter as practicable. Entry upon private premises for the. 
removal of such device is deemed to be authorized by the warrant. 

L. Warrants: service thereof. . 
1. Prior to the execution of a warrant authorized by this section or 

any renewal thereof, an attested copy of the warrant or the renewal 
must, except as otherwise provided in subparagraph 2 of this para
graph, be served·upon a person whose oral or wire communications are 
to be obtained, and if an intercepting device is to be installed, upqn 
the owner, lessee, or occupant of the place or premises, or upon the 
subscriber to the telephone or owner or lessee of the telegraP,h line, 
described in the warrant. . ! 1. · 

2. If the application specially alleges exigent circumstances requir
ing the postponement of service and the issuing judge finds that such 
circumstances exist, the warrant may provide that an attested :copy 
thereof may be served within thirty days after the expiration of -tlw 
warrant or, in case of any renewals. thereof, within thirty days after. 
the expiration of the last renewal; except that upon a showing .of 
important special facts which set forth the need for continued secr:ecy 
to the satisfaction of the issuing judge, said judge may direct that the 
attested copy of the warrant be served on such parties as are require~ 
by this section at such time as may be appropriate in the circum
stances but in no event may he order it to be served later than three 
(3) years from the time of expiration of the warrant or the last 
renewal- thereof. In the event that .the service required herein is 
postponed in accordance with this paragraph, in addition to the 
requirements of any other paragraph of this section, service of an. 
attested copy of the warrant shall be made upon any aggriev~d 
person who should reasonably be knovm to the person who executed ,or, 
obtained the warrant as a result of the information obtained from the 
interception authorized thereby. . 

3. The attested copy of the warrant shall be served on ,per~ons 
required by this section by an investigative or law enforcement officer 
of the commonwealth by leaving the same at his usual place of abode, 
or in hand, or if this is not possiple by mailing the same by certified 
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or registered mail to his last known place of abode. A return of service 
shall be made to the issuing judge, except, that if such service is 
postponed as provided in subparagraph 2 of paragraph L, it shall be 
made to the chief justice. The return of service !'!hall be deemed a part 
of the return of the warrant and attached thereto. 

M. Warrant: return. 
'\-Vithin seven days after termination of the warrant or the last 

renewal thereof, a return must be made thereon to the judge issuing 
the warrant by the applicant therefor, containing the following: 

a. a statement of the nature and location of the communications 
facilities, if any, and premise or places where the interceptions were 
made; and 

b. the periods of time during which such interceptions were made; 
and 

c. the names of the parties to the communications intercepted if 
known; and 

d. the original recording of the oral or wire communications 
intercepted, if any; and 

e. a statement attested under the pains and penalties of perjury by 
each person who heard oral or wire communications as a result of the 
interception authorized by the warrant, which were not recorded, 
stating everything that was overheard to the best of his recollection at 
the time of the execution of the statement. 

N. Custody and secrecy of papers and recordings made pursuant to 
a warrant. 

1. The contents of any wire or oral communication intercepted 
pursuant to a warrant issued pursuant to this section shall, if possible, 
be recorded on tape or wire or other similar device. Duplicate 

. recordings may be made for use pursuant to subparagraphs 2 (a) and 
(b) of paragraph D for investigations. Upon examination of the 
return and a determination that it complies with this section, the 
issuing judge shall forthwith order that the application, all renewal 
applications, warrant, all renewal orders and the return thereto be 
transmitted to the chief justice by such persons as he shall designate. 
Their contents shall not be disclosed except as provided in this section. 
The application, renewal applications, warrant, the renewal order and 
the return or any one of them or any part of them may be transferred 
to any trial court, grand jury proceeding of any jurisdiction by any 
law enforcement or investigative officer or court officer designated by 
the chief justice and a trial justice may allow them to be disclosed in 
accordance with paragraph D, subparagraph 2, or paragraph O or any 
other applicable provision of this section . . 

The application, all renewal applications, warrant, all renewal 
orders and the return shall be stored in a secure place which shall be 
designated by the chief justice, to which access shall be denied to all 
persons except the chief justice or such court officers or administrative 
personnel of the court as he shall designate. 

2. Any violation of the terms and conditions of any order of the 
chief justice, pursuant to the authority granted in this paragraph, 
shall be punished as a criminal contempt of court in addition to any 
other punishment authorized by law. 

3. The application, warrant, renewal and return shall be kept for a 
period of five (5) years from the date of the issuance of the warran1 
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or the last .renewal .thereof at which tirne they shall be destroyed by a 
person designated by the chief justice. Notice prior to the destruction 
shall be given.tq. the applicant attorney general or his successor or the 
applicant district · attorney or his st1ccessor and upon a showing of 
good cause to the chief justic•e, .the application, warrant, renewal, and 
return may be kept for such additional period as the chief justice shall 
determine but in no event· longer than the longest period of limitation 
for any designated. offense specifi~d in the warrant, after which time 
they must be.destroyed by:a persoil designated by the chief justice. 

0. Introduction.of evidenc.e. . . . 
1. Notwithstanding. any. other provisions of this section or any order 

issued pursuant thereto, in any criminal trial where the common
.wealth intends-to offer in evideq.ce any portions of the contents of any 
interception or an·y evidence derived therefrom the defendant shall be 
served with a complete· copy of ~ach document and item which make 
up each application, renewal application, warrant, renewal order, and 
return pursuant to which thejnformation was obtained, except that he 
shall be furnished a copy of any recording instead of the original. The 
service must be' made at· the arraignment of the defendant or, if a 
period in •.excess of thirty , (30) ·:days shall elapse prior to the com
mencement of the .trial of the defendant, the service may be made at 
least thirty (30): days before the commencement of the criminal trial. 
Service shall be made in hand, upoll the defendant or his attorney by 

·any.investigative or law enfC>rcement officer of the commonwealth. 
Return of the service required by this subparagraph including the 
date of service shall be, entered into the record of trial of the 
def end ant by the , commonwealth a.nd . such return shall be deemed 
prima facie eviqence of the service described therein. Failure by the 
commonwealth to rnake such ,service. at the arraignment, or if delayed, 
at least thirty days before .. the. commencement of the criminal trial, 
shall render such: evidence .illegally obtained for purposes of the trial 
against the. defen<;lant; and· such evidence shall not be offered nor 
received ~t t.he trial notwithstanding the provisions of any other law 
or rules of court; · , . 

2. In any ,cr1m}nal triai where the commonwealth intends to off er in 
evidence any por.tions oJ a . recordi~g or transmission or any evidence 
derived therefrom, · made pursuant to the exceptions set forth in 
paragraph· B, subparagraph 4, of this section, the defendant shall be 
served with a complete copy of each recording or a statement under 
oath of the evidence overheard as a result of the transmission. The ser
vice must be m?1,de at the arraignment of the defendant or if a period in 
excess of thirty days shall elapse prior· to the commencement of the 
trial of the defe,ndant, the· service may be made at least thirty days 
before the commencement .of the criminal trial. Service shall be made 
in hand: up.on, the def encian.t ·or his, attorney by any investigative or 
law enforcement ,officer of: ,the.icommonwealth. Return of the service 
required by this subp.aragraph .including the date of service shall be 
entered i~to t]le ,reco~d .of trial: of the defendant by the commonwealth 
and such. return, shall . be · deemed prima facie evidence of the service 
described :the:rein., Failure, by the ~ommonwealth to make such service 
at the arraignment, or if delay~d at I~ast thirty days before the 
commenceiµent of. the. criminal t;rial; shall render such service illegally 
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obtained for purposes of the. trial• against the defendant· and such 
evidence shall not be offered nor received at the trial notwithstanding 
the provisions of any other law or rules of court.· • 

P. Suppression of evidence. · • • • 
Any person who is a defendant in a· criminal trial in a court of the 

commonwealth may move to suppress the contents of any intercepted 
wire or oral communication or evidence derived therefrom, for the 
following reasons: • 

1. That the communication was unlawfully intercepted. . 
2. That the communication was not intercepted in accordance with 

the terms of this section. · : '· • • • • 
3. That the application or renewal application fails to set forth 

facts sufficient to establish probable cause for the issuance of a 
warrant. 

4. That the interception was not made in conformity with the 
warrant. • 

5. That the evidence sought to be introduced -was illegally obtained. 
6. That the warrant does· 'not conform to the ·provisions of this 

section. 
Q. Civil remedy. 
Any aggrieved person whose . oral or wire communications were 

intercepted, disclosed or used except • as permitted or authorized by 
this section or whose personal or property interests or privacy were 
violated by means of an. interception except as permitted or autho
rized by this section shall have a civil cause of action against any 
person who so intercepts, discloses or: uses .such communications or who 
so violates his personal, property or privacy interest, and shall be 
entitled to recover from any such person- · • • • • 

1. actual damages but not less than liquidated damages computed 
at the rate of ·$100 per day for each day of violation or $1000, 
whichever is higher; • · ; · . ; • • ' :· · '· 

2. punitive damages; and 
· • 3. a reasonable attorney's fee .and • other litigation disbursements 
reasonably incurred. Good faith .reliance on· a warrant issued under 
this section shall constitute a complete defense to an ' action brought 
under this paragraph: • • • • • 

R. Annual report of interceptions of the general court. • • 
On the s,econd Friday of January, each year, the attorney general 

and each district attorney shall submit a report to the ·general court 
stating (1) the number of applications made for warrants during the 
previous year, (2) the name of the applicant, • (3)' the number of 
warrants issued, (4) the effective period for the ·warrants; (5) the 
number and designation of the offenses for --which those applications 
were sought, and for each of the designated offenses -the following: (a) 
the number of renewals, (b) the number of interceptions made during 
the previous year, (c) the number· of indictments :believed to be 
obtained as a result of those interceptions, ( d) the number of criminal 
convictions obtained in trials where interception evidence or evidence 
derived therefrom was introduced. This report shall be a public 
document and be made available to the public at the offices o:f the 
attorney general and district attorneys. In the event of failure to 
comply with the provisions of this paragraph any person may compel 
compliance by means of an action of mandamus. 
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SECTION 2. Chapter 166 of the General Laws is hereby amended by 
adding the following after section 43:-

Section 44. Service Observing, Interception.-Service observing of 
telephone lines conducted by telephone companies for the purpose of 
determining the quality of transmission or for any other purpose 
shall cease as soon as a connection is established between the users of 
the telephone line. Notwithstanding any other law, the line of any 
subscriber of a telephone company shall not be monitored by a 
telephone company for the purpose of service observing or random 
monitoring, if he shall so request in writing to the telephone company. 
Any subscriber may seek an injunction in the superior court to 
prevent such service observing or random monitoring. 

The department of public utilities shall require that each telephone 
company file annually with it a complete report of all service 
observing activity carried on by any telephone company including the 
number of calls monitored during the previous calendar year, all rules 
and regulations of the telephone companies for such service observing, 
a complete description of the location of each service observing 
facility, for each past calendar year the number of employees engaged 
in service observing a:p.d a statement of the expenses incurred for such 
service observing to include salaries, cost of capital equipment and 
maintenance and replacement costs of such equipment, and adminis
trative expenses incurred. The department shall also conduct periodic 
inspections at least semiannually of such service observing to deter
mine whether or not it complies with this section and the accuracy of 
the reports filed. In the event of the failure of any telephone company 
to comply with this section the department of public utilities must 
order that the activity cease until compliance is obtained and may 
seek an enforcement order in the Superior Court of Suffolk County. 

SECTION 3. Section 25 of chapter 147, of the General Laws is 
amended by adding the following sentence after the last sentence of 
the first paragraph :-No person convicted of a violation of section 
ninety-nine or ninety-nine A of chapter two hundred and seventy-two 
of the general laws shall be granted a license and any license 
previously granted to such person shall be revoked. 

SECTION 4. Section one hundred of chapter two hundred and 
seventy-two of the general laws is hereby repealed. 

SECTION 5. Section one hundred and one of chapter two hundred 
and seventy-two of the general laws is hereby repealed. 

SECTION 6. Section one hundred and two of chapter two hundred 
and seventy-two of the general laws is hereby repealed. 

SECTION 7. If any provision of this act or application thereof to any 
person or circumstances is held invalid, such invalidity shall not affect 
other provisions or applications of the act which can be given effect 
without the invalid provision or application, and to this end the 
provisions of this act are declared to be severable. 

Approved July 20, 1968. 
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By Mr. Umana, a petition of Mario Umana that provision be made for an 
i11vestigation and study by a special commission (including members of the 
General Court) relative to Ulegal use of electronic recording devices, wireless 

1' taps or electronic taps or similar devices and arrangements. The Judiciary. 

In the Year One Thousand Nine Hundred and Sixty-Four, 

RESOLVE PROVIDING FOR AN INVESTIGATION AND STUDY BY A SPECIAL 

COMMISSION RELATIVE TO ILLEGAL USE OF ELECTRONIC RECORDING 

DEVICES, WIRELESS TAPS OR ELECTRONIC TAPS OR SIMILAR DEVICES 

AND ARRANGEMENTS. 

l Resolved) That a special comm1ss1on, to consist of three 
2 members of the senate, five 1nembers of the house of repre-
3 sentatives and three persons to be appointed by the governor, 
4 is hereby established for the purpose of making an investiga-
5 tion and study of the laws relative to eavesdropping and the 
6 use of any electronic recording device, or wireless tap or 
7 electronic tap, however described, or any similar device or 
8 arrangement in connection therewith, and the illegal use of 
9 any such devices or arrangements and the extent thereof, 

10 with a view to strengthening the laws relative to eavesdrop-
11 ping and the use of wire tapping recording devices. 
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By 1\lr. St. Cyr of :VIillis, petition of Edward vY. Brooke and Alan Paul Dano

vitch for legislation to repeal the present wiretapping statute and providing 
for a new statute in relation thereto. The Judiciary. 

In the Year One Thousand Nine Hundred nnd Sixty-SeYen. 

AN ACT REPEALI:--:G THE PRESENT Willl.'TAPPING S'.rATUTE A!\D PRO

VIDI NG FOTI A NEW STATUTE IN RELATION THERlDTO. 

Be it enacted by the Senate and House of Representatives in 
Genera.l Court asse-nibled) and by the am,thority of the sanie., as 
folloios : 

1 Sections 99 and 99A of chapter 272 of the Gene1·n.l Laws, 
2 as most recently amended by chapter 4-49 of the acts of 1959, 
3 are hereby 1:epeuled and the following sections substituted 
4: in place thei-eof : -
5 Section 99. Eavesdropping. - Except as otherwise spe-
6 cifically p1·ovi.ded in this section, or in section 99B, it shall be 
7 unlawful for any person : (1) willfully to ove1·hear, attempt 
8 to oved1ear, Ol' procure any other pel'son to overhear, or at-
9 tempt to overhear any spoken words at any place by ttsing 

10 electronic aruplifying, ti·ansmitting1 or recording device, or 
11 by any similar (levice or ari·angement, without the consent or 
12 knowledge of all par·ties engaging in the conversation; (2) 
13 ,~illfully to disclose, or attempt to disc] ose, to any person the 
14 contents of any cenversation if the person disclosing that 
15 information knows or has reason to know that that informa-
16 tion was obtained by a procedtu·e ·which violates paragraph 
17 (1); (3) willfully to use, or aLlempt to use, the contents of 
18 any conversation if the pen.mu using that information knows 
19 or has reason to kno,v that that inl'ol'mation was obtained by 
20 a procedure whic:h violates paragraph (1); (4) willfully to 
21 acquiesce in the installing of any device which is to be used or 
22 is used in a n1anne1· wbich violate:-; pa1·ngraph (1) ; provided, 
23 that nothing in this section shall be interpreted to prevent a 
24 news agency 01· an employee thereof from using the accepted 
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25 tools and equipment of that news media in the course of re-
26 pol'ting n. public and ne,Ys,vo1·thy event; and provided furthe,·) 
27 that nothing in this section shall be interpreted to prevent the 
28 use by private persons or businesses of any device used for 
29 secnrit)' or business purposes, as long as adequate warning 
30 is given to the public that such devices are in operation. 
31 A person violating this section shall be guilty of the crime 
32 of eavesdropping and shall be punished by imprisonment for 
33 not mo1·e than five yea1·s or by a :fine of not mo1·e tban ten 
34 thousand dollars, or both. 
35 (B.) Rig lit of Civil A.ot·ion. -Any party to a conversation 
36 which is eavesdropped upon in violation of Part A, and who 
37 has been dan1aged due to such violation, may sue the violator 
38 or violators therefor and shall recover threefold the damages 
39 by him sustained, and the cost of the suit, including a reason-
40 able attorney:s fee, and no award shall be less than :five hun-
41 dred dollars. 
42 Section 99A. Hl•i,reta,p11ing. - Except as otherwise specifi-
43 cally provided in this section or in section 99B, it shall be 
44 unlawful for an-y person: - ( 1) willfully to intercept

1 
at-

45 tempt to in rercept, or proC'nre any other person to intercept, 
46 or atten1pt to intercept, any wire communication without the 
47 consent or knowledge of all parties engaging in the commu-
48 nication; ( 2) willfully to disclose or attempt to disclose to 
49 any other person the contents of any wire communication 
50 if the person disclosing that information knows or has reason 
51 to know that that information was obtained by a procedure 
52 which violates paragraph (1 ); (3) wil1fully to use or attempt 
53 to use the contents of any wire co1n1nunicatio11 if the person 
54 using that information knows or has reason to know that 
55 that information was obtained by a procedure which violates 
56 paragraph (1) ; ( 4) willfully to acquiesce in the installing 
57 of any device which is to be used, or is used in a manner 
58 which violates paragraph (1); (5) who is an employee of 
59 any communications common carrier, and has knowledge ob-
60 tained during the course of his duties for that carrier, of 
61 any violation of paragraph (1) to fail to report ·such knowl-
62 edge to a district attorney or the attorney general of the com-
63 monwealth; provided, that it shall not be unlawful under 
64 this section for an operator of a switchboard, or an officer, 
65 agent or employee of any commanication collllnon carrier, 
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66 wltose facilities a1·e used in the transmission of a wire com-
67 munication to intercept, disclose or use that con1n1unication 
68 in the normal course of his employn1en t while engaged in any 
69 activity which is a necessary incident of the rendition of 
70 service. 
71 A person violating this section s11all he guilty of the crime 
72 of \Yiretapping and shall be punished by imprisonment for 
73 not more than :five years, or by a fine of not more than two 
74 thousand dollars, or both. 
75 (B) Right of Civil AcMon. -Any party to a conversation 
76 which is intercepted i.J1 violation of Pa1·t A, and who has been 
77 damaged due to sucl1 violation, may sue the violator or vio-
78 lators therefo1: and shall recover threefold the damages by 
79 him sustained, anil the cost of the snit, inclnc1ing a reasonable 
80 attorney's fe-e, ancl no award shall be less than fiye hundred 
1 dollars. 

82 Sectiou 9.9B. Court Order to Ea,vesdrop or Wiretap. -
83 AnJ justice of the s1.1p}·eme judicial court, Ot a ju$tiCe of the 
84: supel'ior cornrt, n1a~-, upon proper application b~~ eHhel' a dis-
85 trict attorney or the disb·ict attorney of the com1nonwcalth 
86 grant a_n ex 1}arte order allowing ·such officer to 01•tler an elec-
87 tronic eavesdi-op or a wiretap. 
88 (1) Such application to be proper, nn1st satisf)T the j11dge 
89 that the followinp; requirements have been substantially met. 
90 (a,) It must be personally signed by either a distl'ict attor-
91 nev or the a.ttor-ne'.I' general of the commonwealth, unless it ' . . 
92 can be shown that that official is unaYailable and thnt clela~ 
93 would endanger eitber Jnunan life 01· the public safety. In 
94 such ca:se. the application must be signed b~r the hip:hest 
95 1·anking official available. 
96 ( b) I t ;rnu:st contain a full and complete stateme11 t of the 
97 facts and circumstances 1·elied on by tl1e applica11t inclndinp; 
98 but not limited to : the c1ime or crimes involved; tbe infor-
99 mation expected to be obtained; the resnl l·s of prc-rio11s inves-

100 tigation which led to the application; and the ::murces of the 
101 infotmation lending to tl1e application, unless $nch sources 
102 are con fid en tia 1. 
103 (c) It must state the natu1'e and location of the pl'emises 
104- whkb are to be eavesdropped 11pon, or the wire to l.,0, !nppen, 
105 and the person 01· persons who~e conversati onR a t·e to be over-
106 hearn or jnte,·ce_ptcd. In the ca:-;e or e.'lves,lrop1>ing-, f-he nppli-
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107 c·11lio11 shall xpN:lf.r as 1n·ecisd,r as possible the h11ilding
1 

anrl 
108 the pni·I i<-11hn· rooms in a hnilding, to be bnggefl. In !lie case of 
J 09 n te'lpp!Jo11c, the exact n11mhcT of l11e line nn1st J,e specified, 
J 10 ns well as tl1e names of the individunls to whom the phone 
111 iR listetl. and "·ho regul.:u·l,v use the phone. 
112 (a) ll must stale nll p1·cno11s applic-ation: i11 lhe ~nme 
11:~ nmt f c1· \\' liidi inYo1 n id llw :a:amc premises, J'ncilitie:- or indi-
11-1: Yidnals, and the nc·tion tnken by the judge on eac:h al)plication. 
11:i ( e) It mu~t nllep;c llrnl other methods of inYestip;alion haYc 
116 p1·on•n to be 01· .:u·e p1·esumplively inadeqnate and that theJ'C 
117 is a r·ensonn.ult' c·am,e to belieYe 1bat ea.Yesdl'oppinp: or a wfre-
118 iap will be st1<.:ccs:sf11l. 
11!) (~) Jr the j1Hlgc h, uot satisfied that the applk,dion snh
l'.20 substantia l] ,\~ complies with the reqnfrements of Part A. be 
121 ma.,· req11il-e the applfrant to f111·ni,;h ::tdditional inl'ormation 
122 in RUT)J)<n·t of th(• npplic'ation . 
J::!:~ (HJ lf tl1c j11ilge is snti-:fierl that th<' npplic,1liou sub-
124 i:;Utntially complie$ wHh Pal't .\, and ~pccifically, that other 
1:!ri methocb or in,-esti~faion would be jnadcq11ate, he ma~· enter 
1:?6 an e:r· 7JCtl'!<' 01·cle1· g1"::u1ling lease to the app1ica11t lo eaYesclrop 
1'.?7 or wiretap in confotnun1ce wiili the tet111.s of tl1e orcfol'. Snell 
1~8 01·rlPr Rhnll onl>T be g1·anted wl1<~1-e there nre 1·easonable 
12!) g1·ounds to hcliPYC that : -
130 (a) lt i,; Jleccssary to sa,·e human life; 0 1·, 

131 (li) In the case oJ a wil'ctap, where communications fncil-
132 itJ itself is an instrumentality of the cl'ime alleged; or, 
133 ( c) Thnt eviclence of a felony may thns be obtained i or. 
134 (cl) The security of the conunonwealth or the public safct~· 
135 is enda11gered. 
136 ( 4) Such oi-der i::ball be limited to su.i:y <lays, at which 
137 tin1e :it Rha 11 be 1·e11ewable, in the discretion of the j-udge, for 
138 aclclitiounl pe1·iod~ of thirl)' rln~'S. An n.pplicalion for renewal 
13!) ru11::it be filed which shall contain as much infor1nation a. the 
140 jndge shall deem 11ecessar)7 . 

141 ( 5) Suc:h oi-der ;:;hall describe or identify the perRon or 
142 pen;ons wl10 nrc anthorized t◊ implement it, or the 11erson or 
]43 pe1·sous 11nde1· wl1osc supervision it shall be implemented. 
1-~-t (G) An orde1· f·o ean~schop shall specify with ns much pre· 
145 riscuc•~s ,ti:; possible. 1he bnildinp;, a11cl the purtic11lnr room or 
146 rooms in a building, to be bugged. An order to wiretap shall 
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t lJ'l' specif)· the part,icular wire to be in terceptccl, if a telephone, 
lJS b.,, its nu111ber. 
lJ.9 ('i) Such orde1· shall r,;pecily tbe pu1·pose for which it has 
150 been g1·an ted. 
151 (B) \\' he11 an ordet iR gl'm1 ted in aceordance with Part A, 
15~ it shall be tlw 1·eRponsil>iJity of the Rigner of the application 
133 n~ well as ::U\•,0111~ co n11ectecl wilh implementing the order, to 
154 see that it is irupleu1cnted iu a wa? entfrely coni-:ii-;tent wHh 
155 the pl'OYi!:.ions of the orclel', and that utmost 1·espect is gi,·en 
156 to tlw constih1tionnl 1-jghts :incl the privae.v of tl1ose petsonH 
15'i wliose conversation::; ll.l'e ove1·hea1·cl or intercepted b.,· virtue 
15S of the orde1·. 
159 (1) Vi'hen any c1·i mi nal prosecu lion is b1·ough t which in-
160 yol\"es a defendant who bas been Llte su1>ject or a (·ouYt orcler 
161 under Pa1·t· A, the state nrnst furnish the defendanL with n 
162 cop.Y of the order and an a.ccu1·ate tra1tscript of the 111aterial 
1H3 p1·oposed to he used as eyjdenc<', n.t lens1· tJ1ii-ty t1a:n1 before 
164 the commenccu1ent of the trial. If the defendant ha!'< :111~· ob• 

• 165 jction~ to the order ha vjng been g;rantQcl, or the mannN· iu 
I' 166 which it "·as implemenled, be must make them know11 to the 

1G7 cou1·t at lea,est ten days before the conunencement of the trial. 
lG~ (2) No material obtained in n manner inconsistent with 
Hi9 the pronsions of any court· order granted under Part A shall 
170 be admissible as evidence in any judicial proceeding in the 
171 commonwealth. 
172 (3) It shall be unlawful for any person to edit, alter, or 
173 tampe1· with any tape, tran;Script, or other recording of any 
lTJ kind of any conversatjo11 overheard or intercepted by a cour t 
175 order granted tmc1er Part A, and then to present such material 
176 in any judicial proceeding, or any p1·oceeding under oath, 
177 without fully indicating the nature of all changes made and 
178 the original state of the material. Any person violating this 
179 paragraph shall be punished by imprisonment for not more 
180 than one year, or by a fine of not more than five hundred dol-
181 lars, or both. 
182 (4) Any law enforcement official who obtains or misuses 
183 in a grossly negligent or mnlicious manner, the po,vers given 
184 him by a court owler undet this section, shall be Uable in an 
185 action fol' damages by any person aggrieved by, or as a result 

1 186 of such action. 'rhe minimun1 award fol' sucb injnry shall be 
187 two ln1ndred and :fiftv dollars . . 
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188 ( c) In order to protect innocent parties it is essential to 
189 preserve the secrecy of any tapes, transcripts or other record-
190 i11gs of any kind intercepted or overheard under a Part A 
191 order, and to insulate the entire proceedings from unauthor-
192 ized view. 
193 (1) No application 01· oi·der under Part A shall be made 
194 public by the court, or the applicants, or by any person with 
195 knowledge of its existence or contents, un til a true indict-
196 ment is returned against the individual or individuals named 
197 as the subjects in the application or order. 
198 ( 2) The court shall seal and kieep in the custody of the 
199 coutt as the official recol·d, a true copy of each application 
200 and order. The order itself shall be delivered to and retained 
201 by the applicant as authority for its implementation. 
202 (3) Any tapes, transcripts or other recordings of any kincl 
203 of conversations intercepted or overheard under a Pai-t A 
204 order shall be deemed to be in the custody of the court, but 
205 may be kept in the possession of the applicant at the discre-
206 tion of the court. 
207 ( 4) All tapes, transcripts or otbel' recordings of any kind 
208 of conversations intercepted or overheard under a Part A 
209 order must be returned to the possession of the court either 
210 ·at. the conclusion of the trial of a defendant who ,vas the s11b-
211 ject of such order, or at the end of one year from the date of 
212 the e:--.7?iration of the order, whichever is later. 
213 ( 5) All tapes, transcripts or other recordings of an31 kind 
214 of conveT.sations intercepted or overheard 1u1der a Part A 
215 order shall be destroyed bv the court five vears after the date . . . 
216 on which they are retu1·ned to the possession of tbe court 
217 under paragraph 4. 
218 (6) A.ny person who has been rlamaged by a violation of 
219 Part C, may sue the violator or ,iolators therefor and shall 
220 recover the damages by him sustained, and the cost of the 
221 suit, including a reasonable atto1·ney's fee, and no award 
222 shall he less thnn five hundred dollars. 
223 (D) A co1nmission on electronic surveillance shall be 
22-.1: created. Its me1nbers shall consist of the chief judge of the 
225 supreme judicial court, or his appointed representative, who 
226 shall be the cbab-mau; the gove1·11or, or his appoiuterl repre· 
227 sentative; the attorney gcmernl, or his appointed representa-
228 tjve; a. reprc~0ntative appointed by the irassachnRetts bar 
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229 association; and a member of the facnH-y of a !l(assachusetts 
230 law school, to be appointed by the chairn1an. The commission 
231 shall meet at least once every year followi11g the passngc of 
232 this section ancl by the end of the :fi.fth :rear after passage, it 
233 shall file a written 1·eport to the general cou1-t ghing its e-ralu-
23-1 ation of how well the provisions of sections 99, 99A and 99B 
235 have been carried out in practice, and rccom1nending any 
236 changes it believes "ill improve the functioning of these sec-
237 tions. The commission shall have limited subpoena power, 
238 including the power to inspect all applications and orders 
239 under Pa1·t A.. One year from the date of snbmu;sion of 
240 such report, the com mission shall teunjnate as an official body, 
241 unless renewed at that tilne b? act of the general court. 
242 Section 990. Whoever secretly overhears, or attempts to 
243 overhear or lo have an:,- other person, o,erhear the delibe1·a-
244 tions of a jury by use of a device co1nmonly known as a clicto-
245 graph or dictaphone, or however otherwise described. or by 
246 any similar device or arra11gen1ent with rntent to procure any 

- 247 information 1·elative to the conduct of such jury or any of 
248 its members, shall be punished by hnprisonment for not more 
249 than five years or br a fule of not more than five thousand 
250 dollars, or both. 

1 SECTION 2. This act shall take effect ninety days after 
2 passage. 
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The Special Commission on Electronic Eavesdropping was cre
ated to study and investigate "the manner by which com1nunica
tions by wire, radio and word-of-mouth may be overheard or oth
erwise intercepted without the knowledge, consent, or authoriza
tion of either or all parties to a c-0mmunication." 

During the past year, the Commission held three public hear
ings and a nu1nber of executive sessions. The commission has 
heard testimony on the capabilities of present eavesdropping de
vices and the prospects of research and developn1ent. Also, the 

!.f commission has conducted an extensive study of service observa
tion and monitoring of the New England Telephone and Tele
graph C01npany. 

Part I. Eavesdropping Devices 

The Commission heard testimony from Emanuel Mittleman of 
New York City and Bernard B. Spindel of Holmes, New York. 

Mr. Mittleman, president of the Wireless Guitar Company, man
- ufactures devices of a commercial nature primarily for private 

investigators and private parties. He sells his goods on a cash
and-carry, no-names-no-questions-asked basis. Mittleman told the 
commission that in the spirit of American capitalism (as he sees 
it), his only concern "is making a buck." The devices which he 
demonstrated consisted of a "parasite bug" and a "room bug." 

The "parasite bug" is a subminiature transmitter, less than half 
the size of a pack of cigarettes, \vhich broadcasts both sides of a 
telephone conversation, and derives its power from the telephone 
itself. Ordinarily these transmitters can last for years, and prop
erly constructed and installed are detectable only by physical in
spection of the telephone. 

The "room bug" is also a subminiature transmitter but requires 
a battery as a power-source which lasts up to two weeks. Either 
device can transmit a very clear signal at least 7 blocks in down
town Boston and can pick up a whisper at 20 feet. The advantage 

~ ,.. of using a transmitter is that even if detected, which is highly 
unlikely, one can never learn the identity of the eavesdropper. 

Conversations may be monitored by using micro-miniature mic
ro-phones, some of which can pick up a whisper at 50 feet. Hear
ing-aid microphones may be as small as 3/ 8" on a side. Under 
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development are microphones the diameter of a pin-head and less 
than 1/ 8" long. If a telephone line is used, amplifiers less than a 
third of the size of a dime, and just as thin, can amplify the signal 

t 

as far as 20 miles by using telephone wire. The telephone wires 
used are called vacant pairs, telephone lines not being used by 
subscriber. (For technical reasons, it is necessary for the Tele
phone Con1pany to have "vacant pairs".) Another alternative is to 
utilize power lines, by using the principal of the wireless inter
co1n, technically called a carrier-trans1nitter, or transmitting RF 
signals, i.e., radio waves, down the po\.ver line. Also in use is the • 
device hidden in an eagle found in our Moscow Embassy in 1958, 
activated by ultrasonic waves. In the future, one can expect lasers 
to be utilized. 

Clearly the future is frightening, and beyond the layman's c01n
prehension. Science has a double-edge sword, which can work for 
the betterment of mankind or for its destruction, depending on 
how the scientific tools developed are used. Clearly in our age 
the basic components of eavesdropping devices have many legiti- ~ 

mate uses in electronics, communications, aerospace, and medical 
applications. Even the strictest enforcement of the 1nost all-encom
passing statute will not ,put a stop to electronic eavesdropping. 
We can only hope to lessen the incidence of eavesdropping by 
co-operative federalism. (See below.) 

Part II. Service ·observation procedures of the New England 
Telephone and Telegraph Company 

On Sunday, June 12, 1966 the Boston He:ral,d in a copyrighted 
story by Ronald Kessler disclosed to the public the existence of 
the Bell system's service observation practices. This is believed 
to be the first public disclosure of the telephone company's prac
t ices since its inception. Service observation, according to the rep
resentatives of the telephone co1npany, is part of the company's 
quality control systen1; specifically, service observation checks the 
perfor1nance of the company's equipment and employees. In so 1 
doing, the company intercepts custon1er-to-custo1ner calls and cus
to1ner-to-company calls. 

Service observation was first instituted in February, 1903. At 
that tin1e, the operation of the company's equip1nent could only 
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be evaluated by listening to phone calls. The company, by its own 
admission c011tinued ,to listen in to customer-to-custon1er calls for 
periods up to ten minutes up to June 1, 1966. Company en1ployees 
listened in to conversations in order to hear subscriber con1ments 
about company service. Current service observation procedures are 
contained in the two-volume Traffic Service Observing Practices 

Manual,. A summary of the practices is contained below. 
During the course of the investigation, me1nbers of the com-

Lf mission met frequently with three company executives: William 
Hogan, vice-president; Jay H. Whatley, assistant vice-president
operations; George R. Clark, Traffic Supervisor, all of whom gave 
their full cooperation. HO\.vever, other officials refused entry to the 
Comn1ission's Chairman when he accompanied the Boston press 
corps for a tour of the Company's service observation facilities. 
Fortunately other officials prevailed and the Chairman accon1pan
ied the press. 

The three above-mentioned executives spent n1any hours de
' scribing to Commission 1nembers the company's service observa

tion prac.:tic.:es, whic.:h are uniiurn1 throughuul lhe Bell Syslern. 
The following surrunary of these practices ·and objectives is 

taken from a report prepared by the Telephone Staff Committee 
of the New England conference of public utility commissioners: 

TRAFFIC DEPARTMENT SERVICE OBSERVING 

Private 
Service Observing on the handling of traffic by the Traffic De

partment is done as described in the material which follows: 
Service Observing is done by trained Service Observers who 

follow standard System methods and procedures as specified in 
the Traffic Service Observing Practice. 

The observing procedures are contained in eleven measurement 
~ plans which have been issued by the Traffic Measurement Group 

at "195". A brief description of each of these plans is as follows: 

Dial Line 
This practice measures the effectiveness of the dial systen1 on 



145

6 [Apr. 
4 

local calls and the customer's use of the dial equipment by ob
serving on the customer's Jines while he dials the number and 

SENATE - No. 1198. 

the connection is established. The dialed number is recorded on 
a tape. The observer notes customer dialing errors and equip
ment malfunctions slaying on each connection only long enough to 
estal)Jish that the desired &tation hc:i.s been reached. The custom
er's lines to be observed are picked at random "except for some 
concentration on heavy DDD users" and the list is c01npletely 
changed each week. In general, about 30 or 40 lines in a given 
dial entity are being observed at any one time, although the ob- ~ 
server can observe only one call at a time from the group. Pres
ently, about 2,500 dial entities are being observed with the usual 
nun1ber of observations, 300 per month. 

DDD Outgoing Trunk 

Measurements are made on the effectiveness of customer dialed 
DDD calls by observing on the trunks outgoing to the tandem 
toll switching machine from the local office. Items measured are • 
ineffective attempts due to overflows, reorder, and equipment fail- ~ 

ures. When a trunk is seized, the called number is displayed be
fore the observer who stays on the connection only long enough 
to deterinine whether or not the desired station is reached. The 
calling station is not identified. If a CAMA operator is brought 
into the connection for calling number identification, the observer 
checks her handling of the call and the accuracy of keying. Ob
served trunks are a representative sample of all tandem trunks and 
are not changed unless a need is apparent. About 500 AMA and 
CAMA installations are now being observed in accordance with 
this practice. 

DDD Jncom,ing Trunk 

Incoming Trunk Observations measure the ability of the dial 
equipment \.vithin a certain area to complete toll calls coming into 
that area from other areas. The only items measured relate to the • 
disposition ,of the call: completed, busy, don't answer, reached in
tercept correctly, or ineffective. Ineffective attempts are separated 
by cause - reorder, no circuit, or equipment failure. 

The observer is connected to trunks incoming to the toll switch-
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ing machine from another area. She receives a display of the 
called nu1nber and remains on the connection only long enough 
to detern1ine the disposition. She has no record of the calling 
nmnber. 

The number of Incoming Trunk Observing locations in the Sys
te111 is about 100. The monthly quota for each installation is 
5,000 - 7,000 observations. 

Manually Handled Outward Toll and Assistance 

Measurements on cord switchboards handling toll and assist 
traffic are designed to measure operator and equipment perform
ance. Speed of answer is measured mechanically. Both operator 
accuracy speed and manner are measured by the observer. Most 
of this observing is done by connecting the observer to a cord 
pair on the operator's position. This procedure insures a completely 
random selection of calls to be observed. 

The observer stays on the cord pair through the setting up of 
the connection, recording the order, timing the operator's actions 
and noting any operator failures, until conversation starts. The 
observer then cuts out of the connection until conversation is com
pleted as indicated by signals on her position. The observer requisi
tions the operator's ticket and checks lt for accuracy of record
ing, tilning, and the collection of changes on coin calls. 

In a minority of locations, the observer is not connected to a 
cord pair but instead has a duplicate of the operator's switch
board multiple before her. In these cases she selects a recording 
trunk on which a call is waiting and follows the subsequent action 
in a manner similar to cord observing. 

There are just over 1,000 Outward Toll Chief Operator Units 
now being observed in the Bell System. The quota is 900 observa
tions obtained in one, two, or three months. 

Outward Toll - Traffic Service Posit-ion 

Traffic Service Position observing is a relatively new measure
ment. The practice was issued in July, 1965 and at present ten 
or twelve units are being observed. The observer in this instance 
is measuring the effectiveness of the TSP operator and the dial 
switching network. 
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The observer is connected to a trunk which has been selected 
by a custon1er call. She receives a display of the calling number 
plus the code or number dialed by the customer and any keying 
by an operator in connection with the call. Sin1ilarly as for ob
serving on manually handled ton, the observer observes the initial 
operator contact and any subsequent contact, cutting out of the 
connection when conversation takes place. The observer measures 
the operator's accuracy, speed and manner and the effectiveness 
of the dial network in completing and timing the customer's call . 

Speed of operator answer is obtained mechanically. 

Inf orrnation 

• 
Observing on Inforn1ation service is strictly a measurement of 

the operator's effectiveness in providing accurate, complete, and 
pleasing service. The observer is connected to an information 
trunk which has been selected by an incoming call from a local or 
distant customer or operator. The observer records the request 
and checks the details given by the operator for accuracy. The ~ 

observer has no knowledge of the calling number and there is no 
conversation other than that between the customer and the operator. 

Intercept 
Observing on Intercept service is very similar to Information 

observing. The observer is connected to a trunk ·incoming to the 
intercept board and listens to the exchange between the operator 
and the customer. She measures the operator's accuracy, speed, 
and manner. 

PBX 
The PBX 1neasurement plan does not involve separate observing. 

Instead the observations used in this plan are Dial Line and Out
ward Toll observations \vhich originate or terminate at PBX's. 

GOSA 
Common Control Switching Arrangement is the name of the 

service which provides switching systems furnished customers such 
as ITS and G.E. to inter-connect their PBX's. Observing is done 
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on these systems either with dial line observing circuits or by the 
use of portable observing sets. In either case, the observing cir
cuits are connected to the access lines between the PBX's and 
the toll switching machines. The observer receives a record of the 
dialed number to determine whether or not the attempt is effec
tive. If the attempt is ineffective, she records the reason for the 
failure. She does not stay on the connection after the desired 
called number is reached. 

Dial TWX 

A modified dial line circuit is used for dial TWX observing. 
The observing circuit is attached to dial TWX lines which are 
selected at random and are completely changed each week. When 
the TWX customer dials a number, it is recorded on tape for the 
observer. The observer: had a "receive only" TWX 1nachine associ
ated with her position which will duplicate the initial exchange 
between the calling and called stations. The observer stays on 

- the connection only until the desired station answers. The observer 
measures the instances of customer dialing irregularities and equip
ment failures, as in dial line observing. 

TWX Outivard and Assistance 

Observations are made on operator performance at 15 TWX 
assistance centers in the System. These observations are made 
fro1n monitoring positions in the central office. The observer is 
on the connection only during the period the operator is on the 
connection. The observer receives the same print-out as the operator 
and records the calls in various classifications. She also makes 
note of any keypulsing or operating irregularities by the operator 
or any incorrect reports given to customers. Speed of answer is 
obtained by mechanical means. 

The company also provides service observing equipment for its 
., subscribers pursuant to New England Telephone and Telegraph 
, Tariff DPU Number 10, Part ill, Section 15, page 13. "This equip

ment is provided solely for the purpose of determining the need 
for training, improving the quality of service rendered by cus
tomers' employees in their operation of private branch exchange 
attendant positions, or in the handling of telephone calls of an 

~ 
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im.personal nature concerning the customers' business." (The word, 
customers, here refers to the company's subscribers.) 

The complexity of today's telephone equipment, taken as an in
tegrated unit defies human comprehension. The commission be
lie,~es that the co1npany is sincere in its statement that service 
observation is essential to the proper functioning of the telephone 
system. 

f 

This commission lacks the technical competence to judge the 
value of service observation ·with respect to the maintenance and 
repair of the company's equipment. We therefore accept the con- ~ 

clusions of the Telephone Staff Committee's report, infra. The 
Telephone Staff Committee is composed of one representative from 
each public utility commission in Ne,v England who is familiar 
with the telephone system's requirements. 

The Report -on page 6 states "It ls our conclusion that, as in 
industry generally, random sampling of a company's product -
in this case install.ati.on anii, maintenance of cornmunications 
equipment and the transmission of voice and data - is vital in 1 
maintaining control of quality and performance. 

"The tnagnitude of the data collected and the analysis and sum
marization thereof seerns to indicate beyond reasonable doubt that 
a high standard of serDice is the 'JYl,trpose for which this program 
is rnaintained. Company regulations pertaining to secrecy of com-
1nunications as set forth in its booklet entitled 'Protection of Tel
ephone Plant and Service," .... seem to further support this 
contention." 

The Telephone Staff Committee's reco1nmendations are the fol
lo,ving: 

REOOJJfMENDATIONS 

1) The company should institute and pursue a progran1 de
signed to fully acquaint its custo1ners by means of bill 
inserts and other 1nedia 'With the type of observations being • 
n1ade in its quality control program. 

2) In order to remove any aura of secrecy and to bring the 
service observing and monitoring practices directly under 
regulatory scrutiny we recommend that reference be made 
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to this matter in the General Regulations of the filed tariffs 
along the following lines: 
a) Privacy of Conversation. It is the policy and practice of 

the Company not to listen in on any calls between its 
customers. 

b) Service Observing and JVlonitoring of Calls. It is the policy 
and practice of the Company to observe service to its 
custo1ners by monitoring a random sample of the handling 
of the calls by its operators and equip1nent, and to mon
itor a random sample of conversations involving Inf,orma
tion Service, Intercept Service, Repair Service and Busi
ness Office contacts. Monitoring and service observing 
will be done in accordance with stated company practices, 
available for inspection 'by appropriate regulatory author
ities. 

In order to maintain the privacy of calls between customers 
and to further insure that there will be no invasion of pri
vacy at any tin1e, we recommend that the service observer's 
cut-off key be automated by relay or other appropriate 
means so that the observer will be cut out of the call at 
the time the calling party reaches the called nun1ber. 

The Commonwealth's Department of Public Utilities called for 
an investigation (DPU #15298) of observation practices one week 
after this commission held its pub1ic hearing. The following are 
the orders of the DPU: 

D. ORDERS 

After due notice, public hearing and consideration, it is hereby 
ORDERED: That the telephone company pursue a program on a 

continuing basis that 'Will keep its customers informed by means 
of bill inserts and other media with its present types and any 
changes in types of service observing and monitoring made in its 

• quality-control programs, and it is further 

ORDERED: That to bring the service observing and monitoring 
practices directly under regulatory scrutiny, reference be made to 
these practices in the General Regulations of the Company's filed 
tariffs along the following lines: 
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A. Privacy of Conversation. The Company shall not listen in 
on the conversation of any customer-to-customer calls. 

B. Service Observing and Monitoring of Calls. 

(1) The Company n1ay observe service to its customers by 
monitoring a random sample of the handling of calls 
by its operators and equipment, but only until the call
ing customer reaches the called customer. 

(2) The Company may monitor a random sample of con
versations involving Information Service, Intercept 
Service, Repair Service, and Business Office contacts. • 

(3) Monitoring and service observing will be done in ac
cordance with stated company practices, a current copy 
of which shall be on file in the Rates and Research 
Division of the Depart1nent, and it is further 

ORDERED: That within fourteen days of this order a current 
copy of the service observing and monitoring practices of the 
Company be filed with the Rates and Research Division of the t 
Deparhnent, and it is further 

ORDERED: That there shall be no changes made in service ob
serving and monitoring practices of the Company unless they are 
made in accordance with statutory provisions and the rules and 
regulations of the Department governing changes in filed tariffs, 
and it is further 

ORDERED: That the Company make the studies referred to 
herein and file \.vith the Secretary of the Department within six 
n1onths of the date of this order a \vritten report summarizing 
their studies and stating the conclusions of the Company concern
ing the proposed changes in Company practices as suggested in 
our findings herein, and it is further 

ORDERED: That the following requests for rulings of la\v by 
the respondent are denied: Nos. 1, 2, 3, 4, 5, 6, 11, 12, 13. We 
do not grant requests for rulings of law on the aforementioned ◄ 
Nos. 1, 2, 3, 4 and 5, because they are beyond the scope of our 
investigation. We do not grant requests for rulings of law Nos. 
11. 12 and 13 for the reason that they are inapplicable to this 
order, and it is further 
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ORDERED: That the investigation herein be and is hereby con
tinued Lmtil further order of the Depart1nent. 

By order of the Department, 

ROY C. PAPALIA, Chairman 

LUCY lVI. CARRA, Oomrnissioner 

DAVID M. BRACKMAN, Commissioner 

NORMAN MASON, Conwnissioner 

JOSEPH F. CLEARY, Oornmissioner 

HELEN P. ROSS, Conimissioner 

(Commissioner Andrew Benson dissented.) 

CONCLUSIONS 

The c01nmission believes that the service observation practices of 
the telephone company as we understand them are necessary to the 
rendition of service and that the telephone company is cognizant 
of its duty to preserve the customer's privacy. The telephone com
pany therefore since June 1, 1966, has ordered its service observ
ers to discontinue their observations as soon as a connection has 
been made and a conversation between two customers is estab
lished. However, as telephone company officials conceded during 
hearings conducled by the Massachusetts Department of Public 
Utilities, there is no way for the telephone company to insure 
that its service observers will discontinue their observations when 
a conversation ensues. 

Therefore, in the interests of the public, we believe an aut01naiic, 
voice-actuated cut-off device should be installed in all telephone 
company service observing equipment througbout the Con1n1on
wealth to insure that no part of any conversation will be heard 
by a sen·ice observer. The device referred to would aulomatica]ly 
disconnect a call from the service obser ver's equipment as soon 
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as the first word is spoken after a connection has been made, 
and this would be accomplished with a voice-actuated cut-off 
s"vitch. 

The DPU has ordered the telephone con1pany to report by June, 
1967, what 1neasures can be taken to prevent invasion of privacy 
in service observance practices. We assume the report will de
scribe the automatic cut-off proposal mentioned above, a recom-
1nendation also made by the Telephone Study Committee. 

The c01nmission believes that the requirement of a voice-actuated 
automatic cut-off device should properly be required by the DPU 
under its regulatory powers. If the DPU fails to exercise its pow
ers, this commission shall report to the General Court with ap
propriate recomn1endations. 

There are 1nany questions that are raised in relation to the 
Department of Public Utilities which we think should be aired. 
We cannot understand why the DPU commission has never studied 
service observation practices in the past 50 years. We cannot 
understand why apparently no one in the DPU thought it out- 4 
rageous that the company would monitor customer-to-customer 
calls to gain customer comments on service. Nor can we under
stand why the DPU commission took 5 weeks to call for an in
vestigation when this commission and the U.S. Senate's subcom
mittee on Administrative Practices and Procedures (the Long Com
mittee) were able to determine in but a few days that an inves
tigation was in the public interest. New England Telephone and 
Telegraph Company is exempted by c. 272. sec. 102 (G.L. Ter. 
ed.) from the eavesdropping statutes of the Commonwealth. This 
section was enacted in recognition of the specialized problems of 
the telephone industry. The same does not hold true for the com
pany's subscribers. 

Part III. The Massachusetts Statutes 

In Commonwealth, v. Spindel, recently decided by the Supreme 
Judicial Court, the court said "the eavesdropping statute is not a 4 
paragon of clarity." Chapter 272, Sections 99, 99A, 100, 101 and 
102 (G.L. Ter., ed.) deal with eavesdropping. These sections, when 
taken singly are difficult to construe. Taken together one is hard 
pressed to find another with the same interpretation. 
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We therefore think it necessary to enact new legislation this 
session even though this commission cannot yet advise the general 
court on the policy issues involved. A number of bills relative 
to eavesdropping have been filed this session. H. 1435 was filed 
by then Attorney General Edward Brooke, and is supported by 
Attorney General Elliot Richardson. As a stop-gap measure this 
comn1ission rec01nmends enactment of H. 1435. We realize that 
certain sections of the bill are poorly drafted; we also realize that in 
all probability a later report by this commission will seek changes 

• in the bill, if it is enacted, in both form and substance. Notwith
standing these considerations, we feel the existing statutes neces
sitate enactment. 

Part IV. Legislative Recommendations 

The Public Utilities C01nmission is authorized to grant tariffs 
to exe1npt common carriers of electrical intelligence from the 
prohibitions of C 

Section 1: Chapter '2:72, section 102, as most recently amended by 
chapter 48, section 2 of the acts of 1956, is hereby 
repealed. 

Section 2: The following section is inserted following chapter 166, 
section : 
Section : The public utilities commission is authorized 
to grant tariffs to exempt common carriers of electrical 
intelligence from the prohibitions of chapter 272, sections 
99, 100, and 101 for the purpose of maintenance, repair 
and development of transmission equipment. Said tariff 
may be promulgated by the public utilities commission 
upon a finding that it is necessary for the maintenance, 
repair, and development of the carrier's transmissi,on 
equipment. The commission shall take care that a car
rier does not intercept substantive portions of commun
ications. 
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wl1r (!I.ont1ttOttU1Pctltl1 of t1Elan,m:trl11t.sl'tl.6 

INTERIM REPORT OF THE 
SPECIAL COMMISSION ON ELECTRONIC EAVESDROPPING 

As a result of our 1n\-estiga,tion into "tihe 1nanner by which 
con1munications by wire, radi'O, and word of mouth may be over
hea1·d or otherwise intercepted without •the knowledge, consent or 
authorizaibion of either or all ,parties to a communication," the 
C01n1nission has great concern over the ina:bilitty of private citizens 
to receive proper co1npensation and damages of any k,ind as a re
sult of the invasion of their personal privacy. 

As reported ,previously, the avaHabiH t·y of instruments for over
hea11ing secretly private conversations is immense. The devices are 
available at low cost and do not have to be specially manufactured 
and can be used by ordinary people wi,thout special t raining or 
there are devices available of a very sophisticated naiture requiring 
more skillful operation. 

The result is a prdblein of immense dimensions in tel'ms of ~ 
conti,ol with which the Commission is continuing to deal and con
cerning "~hich it hopes to offer concrete recommendations in the 
very near future. 

However, at the presenit tin1e the pro1blem raised by the motion 
pioture p1·oduced at the Bridgewater State hospital brings to i111-
1nedia1e attention bhe need for protect-ive legislation in the area of 
invasion of privacy. 

Yioui- Co1n1nission staff has prepared a study concerning the 
present state of the law of invasion of privacy in Massachusetts and 
in other states. A copy of this study is attached hereto as an ap
pendix. 

In sun1mary, the study indicates that c01npensa-tion for invasion 
of privacy has been handled by the states by statute or some cour,ts 
of higher jul'isdiot ion have recognized invasion of privacy as a tort ~ 
within the meaning of bhe common law. The Supreme Judicial 
Cour1. of tihe Conm1onwealth of Massachusetts in its latest decision 
on the subject nan1ely Frick V. Boyd 214 N.E. 2d 460, (1966,) has 
failed to state until this time whether or not a cause of action for 
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invasion of privacy exists ait common law. It is the opinjon of this 
Com1nission thait there should be the right to compensation for in
\'8Sion of pl'ivacy. 

Although we recognize that a civil aotion to allow persons to be 
corn1pensated for an invasion of their privacy is not a completely 
effective control of the use of deV'ices to overhear conversations 
we do feel it is a minilnum remedy which should be available to all 
citizens of Massachusetts due to the tremendous ex-pansion of t he 
peoblen1 creaited by the new teehnology. In addit>ion, our s tudies 
of the Jaws of Massachusetts 1nake it clear that there are o,ther 
areas such as those which were raised by the current investigation 
over the product.ion of rhe new ''Titicut Follies" whiob cry out 
for st:atutory treatrnent for protection. It is our hope 1Jhat bhe de
velopment of the law of invasion of privacy wiH be some aid in 
compensating persons in the si,tuation of the inmates of Bridge
water State Hospital to some degree for the intrusions made to 
their privacy. We also see the need for detailed study to produce 
legislation to more clearly define the areas of confidentiality & 
invasi'on of privacy. 

Our survey of tJhe present state of the law of invasi1on of privacy 
is not meant to imply that i·t is our intention to lim-it by our bill, 
an action of invasion of privacy to tihe current state of the law. 
It is otu' desire that the Supreme Judiciail Court shall devel'op 1:he 
action of invasion of privacy in the tradiUon of the Crnnmon Law 
to meet the needs and dangers of the ,technological society in whioh 
we live. Yet, we feel this should be done on a case by case basis 
rather 1Jhan to attempt to spell out all the possible situaitions in 
legislation. 

MEMBERS OF COMMISSION 

Senators 

MARIO UMANA 

WILLIAM X. WALL 

WILLIAM I. RANDALL 
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Representatives 

GEORGE L. SACCO, JR. 

ANDRE R. SIGOURNEY 

NORMAN S. WEINBERG 

DANIEL W. CARNEY 

PHILIP K. KIMBALL 

Getvernor 

HON. WILLIAM P . HOMANS, JR. 

ELLIOT B. COLE 

i 
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r APPENDIX A] 

Subject: Invasion of Privacy: The Nature of the Tort and Its 
Development as a Cause of Action. 

I 

Nature of the Tor,t 

The law of privacy as it exists today comprises four distinct 
types of invasion of four different interests of the plaintiff. All 
four are designated by the term "invasion of privacy," but in fact 
they have nothing in common other than that each represents an 
interference with the right of the plaintiff to be let alone. 

One of these torits consiists of a trespassory intrusi'On into a pri
vate area as •by an illegal search and seizure\ an iliegal sea,rch of 
a shopping bag in a store2 , an invasion of his home3, and illegal 
eavesdropping.4 

I The key to this oort is that there must be something in the na
ture of pry,ing or intrusion. It is clear also that the intrusion or 
prying must be something ,vhioh would be offensive or objection
able to a reasonable man.5 Also for a cause of action to lie it must 
be established that the intrusion or prying was into a private area.6 

A second group of cases allow recovery in tort ,Vihere there has 
been publicity of a highly objectiona,ble kind to private infor1na
tion, even though it is true and so no action for defan1ation would 
He. A writing is not required for publicity.7 Once again the mait-

L Griswald, v. Oom~ectioiit, 381 U.S. 479 (1964) 
2 S·1'therland v. Kroger Co., 144 W. Va. 673, ll0 S.E. 2d 716 (1959). 
3 Wcilker v. Whittle, 83 Ga. App. 44-5, 64 S.E. 2d 87 (1951); Ford Motor Co. v. 

~ Wiaimns, 108 Ga. App. 21. 132 S.E. 2d (1963). r 4 La Crone v. Ohio Bell Tel. Oo., 114 Ohio App. 299, 182 N.E. 2d 15 '1961) ; 
Roach v. Harper, 143 W. Va. 869, 105 S.E. 2d 564 (1958). 

ij Horstman v. Newman, Ky .. 291 S.W. 2d 567 (1956); Harms v. Miami News, 
Inc., Fla., 127 So. 2d 715 (1961). 

G Gotthelf v. Hillcrest Lumber Oo., 280 App. Div. 668, 116 N.Y.S. 2d 873 (1952); 
Voelker v. Tyndall, 226 Ind. 43, 75 N.E. 2d 548 (1947). 

1 Linehan v. Lineha?1, 134 Cal. App. 2d 250 P. 2d 326 (1955). 
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ler 1nade public must be offensive or objectionable to a man of 
ordinary sensibi1i ties.8 

The t·hird form of invasion or p1~ivacy consists of publicity which 
places the plaintiff in a false light in ~he public eye. Exa,mples are 
wrongfully attributing to the plainitif:f authorship of books or a1iti
cles.9 Other instances are false te9ti111onials in advertising, and 
n picture of an honest man in a ne,vspaper expose of gangsters. 
Again the pU'b1ished n1atter n1ust be offensive or objectionalble to a 
reasonable 1nan of orc;]inary sensi'bilibies.10 4 

The final defined area where a cause of action will lie for inva
sion of privacy consists of the approptiiation for the benefit of the 
defendant of the name or picture of tJhe plaintiff. This most fre
quently occurs where the plaintiff is falsely portrayed in an adver
tisen1ent as approving of a product.11 Other examples include 
posing as plaintiff's w•ife and using plaintiff's identity to obtain 
credit. The key t-0 recovery under this tor.t theory is t!hait u.he de
fendant must gain some benefit fron1 the appropriation and this 
usually consists of some economic return . 

II 

Its Develop1nent as a Cause of Acbion 

In many jurisdictions12 a cause of action lies for invasion of pri
vacy based on conunon law decisions . Fo ur states13 have statutes 

s SC1muel v. Curtis Pttb. Co .. 122 F. Supp. 327 (N.D. Cal., 1954); 
M eetze v. Associflted Press, 230 S.C. 330, 95 S.E. 2d (606 (1956). 

!J D'Altomante v. New York Iiercad Co., 154 App. Div. 453, 139 N.Y. S. 200 
1191'.-l); KPrby v. Hr,7 R.or,ch. ,<::turlin.~. 5'.-l C11l. App. 2d 207, 127 P. 2d (557) 
11942). 

10 C(lrlisle \·. F'a:wce/1 Publitcl/ions. Inc .. 201 Cal. App. 2d 733, 20 Cal. Reptr. 
405 (1962). 

11 LM!C3 v. F'. W. Woolworth Co., 174 Misc. 66, 11 N. Y. S. 2d 199 (1939); Sels• 
mcin v. Universol Books, Tnc .. 18 App. Div. 2d 151. 238 N.Y. S. 2d 686 (1963). 

l '.! Alabama, Alas ka. Arizona, Arkansas. California, Connecticut, Delaware. 
the District of Columbia, Flol'ida. Georgia, Illinois, Indiana, Iowa, Kansas, 4 
Kentuck-y, Louisiana, Maryland. Michigan, Mississippi, Missouri, Montana, 
Nevada, New Hampshire, New Jersey, No1·th Carolina, Ohio, Oregon, 
Pennsylvania, South Carolina, South Dakota, Tennessee and West Virginia. 

1:i New York, N. Y. Civil Rights Law SS 50-51; Oklahoma, Okla. Stat. Ann., 
Title 21, SS 839-40; Utah Code Ann. 1953, S 76-4-8 and S 76-4-9; Virginia, 
Va. Code Ann. 1957, S 8-650. 
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expressly dealing with invasion of privacy. These laws are all quite 
similar; each providing for a civil cause of action where there has 
been wrongful use of a plaintiff's name or picture. 

:Massachusetts has been slow in developing any common-law tort 
for invasion of privacy. The first case in the area, Thayer v. 
Worcester Post Oo., 284 lVIass. 160, 187 N.E. 292 (1933) mentions 
the fact that the right to be free fro1n such invasion existed under 
the comn1on law in various other jurisdictions but felt it unneces-

~ sary lo decide the question as to .i\1assachusetts, since the plain
r tiff bhere had given consent to any invasion. In the next case 

dealing w,ith ,the law of privacy, Marek v. Zanal Prodiwts, 298 
Mass. 1, 9 N.E. 2d 393 (1937) consent was again presun1ed so that 
the couiit again declined to decide the issue. In Themo v. New 
England Newspaper Pitb. Oo., 306 Mass. 54, 27 N.E. 2d 753 (1940) 
the court still again refused to come to grips wit?h tihe problem by 
holding hhere thait certain 1na,terial publi9hed in a newspaper was 
not private 1natter and so that even if a right to privacy existed, 
there could be no recovery under the facts presented. A Federal 
case, Wright v. R.K.O. Radio Pictures, 55 F. Supp. (D. Mass., 1944) 

) seizing on diota in Themo, supra, constru~d the state of the lavv in 
Massachusetts to be that an actionaible invasion of privacy existed 
but only such an invasion t:ha-t would amount to Ubel. '!'he lVIassa
chusetts court rejected tihis intel'preta,tion of its decisions in Kelly 
v. Post Publishing Co., 327 Mass. 275, 98 N.E. 2d 286 (1951) hold
ing that Themo, sitpra. left open the question \.V'hether there exists 
a legally protected right of privacy in Massachusetts. Kelly held 
thait even if a right to privacy exists, to publish tJhe gory picture 
of a dead child is not an invasion of tihe privacy of the parents. 
The latest Massachusetts decision on !:he subject is Frick v. Hoyd, 
- Mass. - , 214 N.E. 2d 460 (1966) also declines to ans,ver the 
issue. 

lVIassaohusetts, then, has failed to take a position on the matter, 
J since the courts have felt that no fact pattern before it has shown 

1
~ any invasion of pi,i vacy. 
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[APPENDIX BJ 

W~r Qtommonruralt4 of «lru1.aar~u11etts 

In the Year One Thousand Nine Hundred and Sixty-Seven. 

A.l\J" ACT CREATING A CIVIL ACTION FOR INVASION OF PRIVACY 

Be it enacted by the Senate and House of Representatives in General ~ 
Court assembled, and by the authority of the sam.e, as follows: 

CHAPTER 231 OF THE GENERAL LAWS OF THE COMMONWEALTH 

SHALL BE AMENDED BY INSERTING THEREIN THE 

FOLLOWING AS SECTION 90A: 

There is a cause of action for invasion of priva,cy. Compen
satory damages, punitive da1nages, reasonable attorney's fees and 
other litigation costs reasonarbly incurred may be awarded. Not
withstanding any provisional law relating to limita,tions of aotion, ~ 

an action for invasion of ,privacy may commence within two (2) , 
years aiiter the plaintiff learns of the facts upon which tlhe action 
is grounded. 
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By Mr. Backm11n of Brookline, p<:ltition of Jack H. Backman for legislation 
relative to eavesdropping and for the creation of a commission on electronic sur
Yeilll1llcc and wiretapping. The Judiciary. 

€:be Qtommonwealtb of tJ)assacbusetts 

In the Year One Thousand Nine Hundred and Sixty-Eight. 

AK ,\C'T RELATIXG TO EAYESDitOl'l'[~G AND CUE,1Tl):G A UOi\11\lISSION 

ox ELE("r.nosrc SURVEILLAXCE AND 1VIllETAPPlK(;. 

Be i t enacted by the Senate and H ott,Se of R ep·r esentati ves in 
General Court assembled, and by the authority of the same, as 
follows: 

1 SBCTIOX 1. Section ninety-nine or chapter two hundred and 
2 seyent~·-Lwo of the Geue1·al La.w:s is he1·eby repealed. 

1 SEC'l'IOX 2. The Gene1·al Laws are hereby amended bJ in
•') se1·ting aftcl' chapter 272 the following cl1avte1·: -

3 ('Hj_PTER 272.A. 

4: E.\ VF.SDROPPI::-:G AXD Df,EC'TROXTC' SURVEII,LA !\('K 

5 'ectio11 1. ~-VhoeYer, except in accoi-dauce wilh an order is-
6 sued as proYiued hel'ein, secretly or ,-vithout the consent of 
7 either a sende1· 01· receiver, overheats, or attempt.· secrefl~~, 01· 

... without the couseut of' either a ::;ender or reeeiver, to overhear, 
9 or to :Lid, authorize, emplo)·, procn1·e, or permit, Ol' to have 

10 any oth('r pe1·Ron secretly. or with on f· the con:-eut of' either a 
11 sende1· 01· 1·eceiYe1·, lo o,e1·heai- nn)' .·poken wo1·cls at an)~ place 
12 by URi u~ any electronic 1·Pcording device, oi- a wireless tap 
13 or electronic tap, 01' however otbe1·wise described, or any . in1i-

l 14 Ja1· deviee 01· ar·rangement, or hy tapping an)· wh·e to inte1·cept 
15 telephone commnnication,;, shaJJ be guilty of the crime of 
16 eavesdropping and shall be punished by imprisonment for not 
17 more thar, two :veru·s or by a fJne of not more than one thoni:mnd 
18 dolla1·:-;, or bot]1. 
19 1';ec1ion 2. (a) Such order 1nay be issued and shall be sig11ed 
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~O b,r auy jus li<:e of the supreme judicial 01· superio1· eourt upon 
:!1 upvlication made l>y cithe1· a district aLto1·ney or· lhe attorney 
·H gcnel'al of tile com1no1n,-ealth to any justice of the supreme 
~3 jndic:iaJ cou1·t or of Lhe superior court for an ex pa1·te order 
~J allowhig such offieer to order an cledronic cavestlrop or a 
~G wil-et,ap of a given commU11icaliou when the1·e a1·e reasonable 
26 g1·onnds to belieye that 
27 ( 1) the electronic eavesdrop 01· wiretap r equested is neces-
28 sar:v to save hun1a11 life i or 
19 (2) in the case of a wiretap, the communiea.tion itself is an 
;{O e.l e1uenr of the c1-ime alleged; 01· 
a1 ( :3) the communicati.on intercepted "Ti]} contain eYidence of 
32 homicide, exto1·tion, kidnapping, ar1ned robbery, rape, or ar
;_3:1 
~4 

son; or 
(-t) the security of the commonwealth or the public safety 

~'.) is endanger€'c1. 
:l6 (b) .An application under subsection (a.) shall be arrompa
:37 nied by an a Cfidavit pe1·sonally signed b:v a di std ct attorney or 
:~8 h.'~ the attol'n<'.'' general of the cmnmonwealth. T\7here those 
~!) officials arc nnavniln.ble and dela.'' would enclanger either hn-

.. , 

l-0 111i1ll liff 01· thP pnhlic sn fet.:r. the nffidaYit ma.'' he :a;ip:n.ed by f 
41 the- highe:;;t ranking official aYailable. 
-l:2 'l'h 1: afflclnYit :-hall ('Ontain the following : 
-1-:~ (1) n full a11<1 eornp1ete statement of the facts and circum-
-1--1 stmices 1·el iril on h:, rhe applicant, iuclndinp; hut not limited to 
4:-i th<' ri·ime 01· <'l'imei:; inYolYed, the information expe<'ted to he 
-H> ohtainerl. !hr i-e:--nlts of pl'eYimrn i11 vf'stig:n1-i011 whic·l1 led to 1-he 
-t'i applfrntion. and 1-he $Oln'rt>!-l of' tl1e information leniling to the 
~~ applirnho11. n:nlC>si-; i:m('h son1·cN; ai·e confidential; 
-H) (:!) the prrds<' lorntion nn<i thr natin·c of tl1e p1·emises which 
:rn nrc• to hr eav<'sclroppecl 11pon, or of the wire to be tapped, and 
r51 tl1e iclrntit.'- of the person 01· personi:; wl1ose co1n•ers::it,ions are 
53 to he overhrarrl or intPrceptecl. I n the case of <"nves<hopping, 
ri~ tlw affirlavit shnll spc>cif5· aR p1·c>cii:.ely as poi:;sihle the huildi.ng 
0-~ oi· the partirulnl' rooms in a building to be hngged. Tu the case 
0:-i ol' n h>lc>phone. 1"11e Rfficla:yit shall i:;pecif.v the n11mher of the 
rm lin<'. nncl 1he nam<>s of the inclivic1nnlR to ,vl1 om thr phone is 
:;7 ]ish>rl, ns well ns thoi:;e who a1·e known regularly to use the 4 
'.l~ ])hone; 
:-;n ( 3) a i:;tatrm('nt of all previous appUca.tions in the same 
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60 mailer whic:h inYoln~d lhe same _1J1·emises, facilities en· indi-
61 vid uals, au(l Lhe action taken by the c:ourt on each application; 
62 and 
ua l4) an allegaU011 that an other methods of inYestigation 
6-1 have p1·oren lo l.Je 01· will IJe inauequate or impracticable anu 
65 that thei-e is 1·ca:-011a.ble cause to believe tha t enYesdl'opping 
66 or a wiretap wHJ be successful. 
67 (c) If tl1e coui-t is not sati::;fied that the application snb-
68 stanlialJ.,, complie::; "·ith the 1·cqnil-emeuts of subsections 

I 69 (a) and (b) nlloYe, il n1ay requii-e the applic,:uit to furnh;h 
70 additional infoi-ntalion in i>upport or the appl.ication. 
71 (rl) If tJ1e coui-t is ~atisfied that the application snbstan-
72 tially <:omplies with suhsec·lioni,; (a) anu (b), it 1na,v enter 
73 an ex pal'le 01·dei- granting leave to the applicant to eaYe~-
7 4 drop or to wi1·ela1> in (·011 ronuanc·e " ·ith the t<1 r111s of lhe or-
75 der. 
76 (r.) .\u 01·de1· to ean-:'!';d1·op 1',;Uall spec-if,v as p1·eciselr as 
77 1,ossible the lmilcling an<l 1 he p.:n·ticnlal' room or 1•ooms in 
78 thn t building in whic:h pe1:rni.ssion to eavesclrop is grunter!. 
79 .\..n 01·(lel' to w.iretap shall spet:if.r the pm·ticulru.· wir·e to he 
RO intr1·cepled . .-\.. telephone :-;ha11 be J,,pecifiNl b~' it8 number. 
81 (f) An 01·de1· rntrretl 11ndc1· subsection (cl) aboYc sha11 
.'~ dese:1·ihe 01· identify the pe1·son or persons ,,·ho arc anlhorized 
, a to impl<'nicnt it, m· the p<'1·son 01· pel'sons nnckt whoi:.e supe1·
' 4 vh:io11 it i i-: to be implemented. 
~:i (g) Snth 01·dc>1· i-:Jrnll stntc with parn<•11larity the p111·pose 

86 01· pin-poses for wJ1ich it haR bee11 gran red a11d the g1·onnrls 
87 fo1· the grant of permission. 
R8 ( 71) 8nch 01·d e1· .·hal l he limited to a pe1·iod of not more 
R!l tl1a11 six,(y dnyi-;, h11 t 111ay lw J'enewed for additional pe1·iods of 
90 tJ1il'ty (lays <'ac·h. provi<1rd that the Hiqnh-emrnts of Fmbsec
!}J t io11s (a) niHl (b) nhoYr nre r--atisfied . .:\n app1iration fol' n 
92 Reron,l or· i:.nhRcquenl 1·c1H'wal 1m1st hr hear·cl 1,y a 11a11el of 

Iii 9~ tlu•f'e jnclg-t's of the i-;upel'ior com·t. 
r' 94 S<'ciion 1. (a) \'iTlirn ::in 01·drP iR g-rnnte<l in acC'on1ance 

9!') ,dfl1 NPction two. it R11al l he tlw rrsponf.iihilH:v of th<> 8igne1· 
96 of the appli c·alion, nnd aJl p<'l·sonH c·onnc•ctc•(l \\'illl implrmrnt-
97 ing lhe Ol'flm·, to :-cc t1rnt ii if.i impl(•mrnfeil in a wny en(ire)y 
9R c·onsif.itent witll the p1'0\°isions of tl1e 01·ilel'. and thnJ nfmost 
99 respect is give11 to the r·onst itn tiona 1 1·igl1 ts n 1111 th<' ptiYncy 
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of those pe1·sons whose <:onvm·satious ai·e overlwnnl 01· inler
c:epted by virtue of tl1e oi-de1·. 

( b) \Yheu auy c1·i1uiual p1·osm:uliou j:,.; llrough l which iu
Yuh·e:,; a clef<•ntlanl 1\'110 has ])cen the imhject of a court ordet 
Ulldel' iwdion l wo, the sl,Lle mnst t'nl'nish the clefenua11t with 
a copy of Ilic 01·dcr and au acc1n·al<.> t1·arn,cript of lhe material 
p1·0110s('1l lo he rn:;ed a~ eritleuce, at least lhi1·t:v days l,efore 
the commencement of the frial. Tf the rlcfendnnt has an)T ob
jc<.:tion!-l to lhe gT01111ds on whitb the OJ·det was g1·anted, or the 
111nn11e1· in -whh-h tbc 01·de,- \Y::tS implemented, he nrnst make 
UH•m k11ow11 to lbe emu·l at lea~t Len d.a,Ys bcfo1·e the com-
111<.mcement· of the trial. 

(,·) 1ta.tc1·ial ohtained by meanx or an eav-c~c11·op or "·fretap 
:,;hall hp atlrnis~;ilile n~ eYide11<.:e in jntliciaJ p1·ocecrling-:;, in the 
commonwealth only if obtained in a n11-rn1u:11· co11sii'itent with 
a n,l id orc1c1· g1·nntrtl in ncco1·dance with tbe p1·ovisions of 
S<'l'tion l wo. 

( rl) Tt sl1::ill he 1111hnvf11l fo1· nn)· person to e<lit, alter, or 
IHmper wilh ally tapr, trnu~<·1·ipt, o~· othe1· reco]'(ling of any 
ldncl of trny (·011Yeu,ation on'1·]l(>anl or inte1·cepted hy a c:01ut 
01·der grnn!Nl under section two, and then 1o 1n·rscnt i,mch 
urn,te1·i al in nn~- ju<1icial p1·0N1rdb1g, 01· an:v p1·ocppfling nrnler 
oalh. wil11011 I fnllr incli<-a.ting the nature of all changes 1nade 
n nd the ol'ig-i nal sta I e of the 111aterial. , \uy ,iola tion of this 
f'-11hs1:di011 f;ball he pnnishahle b_Y imprif;0ll1nent For not more 
than onr yl'ar, 01· by n fine of not more than :fiye hnnd1·ed dol
lan: or hol h. 

8('f'tiou j. (a) X o application or orclm' nrnler Rectiou two 
8ha11 he made pnhlic h~- the ronrt. or the applirnnts, or by 
n11y pci·Ron with kno\\·le<lP:<' of Hs exist<'n<'P 01· co11tents, 1111til 
a fTn<' irniirtment is 1·eturned ap;ainst the in<'Uvidual 01· indi
\'id uUl!'! named as its suhjecb, in !'lie application 01' order. 

(b) The ronl't Rhnll RPal anfl keep in the c11storly of the 
c·o1nt nR t he official rerol'cl, n tl'nf' rop,v of c>ach application 
and 01·de1·. 'l'lle 01·clc•r HRt'H ~liall be deliYe1·ed lo a111l 1·etained 

1!1~ hy the apJilicant ns authority fo1· it8 imple111e11ta tion. 
1~fi ( r) ,\ ny tap<'s, trnnr,;cripts 01· other 1·eror<ling-s of an.v kin d 

,. 

1:17 of f·OnY<'l'f;flHons i11h>1•ccpted or 0Ye1·l1ead p1usnant to an ordel' f 
1 ~~ ~rnn tecl nnde1· section 2 above shall l1e deemed to l>c in the 
1~n cnRtorly of t11P court, but 1nay he kept in the posser,;i:;ion of the 
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140 appncant at the disc1·ction of the court 
141 ( ll) ~Ul such Lape::;, tl'ansCJ'ipts 01· othe1· l'eco1·diugs must be 
142 rel tn·ned to the 1Jossessio11 of the toui-t, at the conch1siou of the 
1'13 trial of a defendant who was the subject ol' such 01·de1· for 
144: which actiou the l'eeo1·ding is needed as evidence, or at the 
145 end of one yen.1· f1·oru the date or tl1e expiration of the 01·<let, 
146 wbichcYct is latest. 
14.7 (e) _\ll snch ta1rns, t1·a11scripli:; 01· othe1· l'econlings shaJl 
148 be clcsh'oYed b.- the cou1·t Jive ve::11·s a(ter tbe elate on which . . . 
149 they ai·e 1·etm·ned to lbe po,;;se~sion of the coul't twder pai·a-
150 g1·aph (d) al.Joye, unless, v1·io1· to the expil-ation of sucll pel'ioa, 
Hil the ::;np1·eme judicial court, for good cause shown, issue a 
15:3 stop-orde1·. whic:h nuiy dela:v l he dest rue Hon of any such re-
153 cOJ'{1in~s for a pel'iotl 11ol to exceed fi,e .veatR 
154 SN·tio11 -5. -~ collllllissiou on elecfl·onic snrYPillance shall be 
155 c1·catcll. Its n1emhe1·s sh,tll c·oni:;ist of the chief jutlge or lhe 
156 suprrme j11di<'inl com·t, who shall he the chairman : the gov-
157 el'nor, 01· his appointed r0p1·ese1daliv0; the atto1·uc'y general; 
15 a l'Cpl'e8entative appointed b_y lhe )Iassacltn~etts Bai· .\sso-
159 ciatiou; nncl a member of the facnlly of a )Iai;;sachnsl'tts J,nv 

t 160 ,.,c-hool, to he appointecl hy t he ch<1il-rnnn. The eommii:,;sion :--hall 
161 meet at least once evP1·y )~<,nr followi11g lite passag-t' or tl1is 
162 Rection nnd h,r j hr encl of t}1e fifth yeu1· aflel' pa8sag-e, il shnll 
163 file a wdtten 1·eport to the ge1wnll c·o11rf gi,ing its rvalnation 
164 ol' ho"- well the proyi:-;i011s hr1·rof haYe lwe11 cne1·icd 011t in 
165 pl'aclice, and 1·et·ommcnding any <·han/?:es 'it lwli('Yes ,vilJ im-
16fi p1·ove the l'nnctio11inp: of thN,e pnrls. 'l'lw (•on1 mi~sio11 sbalJ 
167 l1a,e subpoena powe1·, indnding the power to inRprct all ap
J68 plicntioni:: anll or<le1's 111Hle1· R<'C-bon two. 
169 Sectio11 6. ,\n.r person dmnaged h)' a violation of this c·hap-
170 tPr mav, in an action of tort, 1·eco...-e1· hie; damages fl'orn the . ' 
171 1,erson 1iabl<• the1•efo1\ together wi.tb coRts of suit and ren-
172 sonablr attorney's fees. Tn no e,ent sha ll the c1mnnp;rr-- as-

I 173 ~rssrd 11nder ihis sec·t"ion he le,;;s than five bnrn'l.1•Nl clollars. 
174 Section 'i . f f nny p1·ovision of this act or the :1pplicntiou 
17!'i t1ieH•of' to any per-son or circurnsi:ances is held invalid, the 
J76 invalidity i-;l1all not nffcct oth<"l' p1·0,isi 011 s 01· npplkanons 
177 of the net which ran he givrn effrrt wHhout the in,·alid pt'O· 

178 visions or applications, and to this end the p1·0Yisions of tl1is 
179 act are severable. 
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INTERIM REPORT OF THE SPECIAL COMMISSION TO 
INVESTIGATE ELECTRONIC EAVESDROPPING 

AND WIRETAPPING. 

INTRODUCTION 

A special c01nmission to investigate electronic eavesdropping 
was created by the Legislature in 1964. During this period the 
Commission has held nUinerous public hearings, executive sessions 
and has directed its counsel to pursue research and investigation 
into the laws involving privacy, wiretapping and eavesdropping by 
law enforcement agencies, and problem of wiretapping and eaves
dropping as it is c01nmitted by members of the general public. 

Public hearings have been held by the Commission to demon
strate the type of eavesdropping devices presently available to 
members of the general public, and those used at the present time 
for covert wiretapping and eavesdropping. Public hearings were 
held to detern1ine the extent and need for service observing as 
carried on by the New England Telephone and Telegraph Com
pany. 

RECENT UNITED ST ATES SUPREME COURT DECISIONS 

Two recent cases decided by the United States Supreme Court 
clearly indicate that Sections 99, 100, 101, and 102 of Chapter 272 
of the General Laws are unconstitutional insofar as they describe 
the methods by which law enforcement officers may be permitted 
to commit judicially authorized eavesdropping and wiretapping. In 
the case of Berger v . State of N eiv York a statute very similar to 
the sections described above was held unconstitutional on its face. 
The Court found the provisions for obtaining a warrant were 
too broad and that the statute permitted a "continuous search". 
The United States Supreme Court for the first time made it clear 
in that case, that a judicially authorized eavesdrop or wiretap must 
conform to the Fourth Amendment of the United States Constitu
tion. 

This requirement means that an application for such a wiretap 
or eavesdrop order, to be valid under the Fourth Amendment, must 
conform to the same test of "probable cause" as is required for a 
search warrant. In addition the Court makes it clear that it de
sires close judicial supervision over all aspects of the process of 



173

6 SENATE - No. 1132. [June 

eavesdropping and wiretapping as it is performed by law en
forcement officers. 

The impact of these decisions is that the Massachusetts statute 
n1ust be revised if police and law enforcement officials are to be 
able to lawfully intercept or wiretap any wire or oral conversa
tions by me1nbers of the public under any circumstances. 

DEVICES FOR WIRETAPPING AND EAVESDROPPING 
BY MEMBERS OF THE PUBLIC. 

Our hearings and studies have made it clear that eavesdropping 
devices are readily available to members of the public from com
mercially available stores. A person with a minimal education in 
electronics can easily install these commercially available devices 
for purposes of illegally intercepting wire or oral communications. 
In addition to devices which are easily available on the commercial 
market, other devices of much greater sophistication are manu
factured by persons specializing in covert wiretapping and eaves
dropping. 

Due to the ease with which these devices mo.y be obtained and 
manufactured, and the great proliferation of these devices, it is the 
Commission's conclusion that there is no way to effectively pro
hibit their sale or manufacture. 

As a result, the Commission has revised the present Massa
chusetts statute to strictly forbid electronic eavesdropping or wire
tapping by 1nembers of the public. This has been made necessary 
due to the fact that only t\vo convictions have been obtained in 
Massachusetts for wiretapping or eavesdropping to the Commis
sion's knowledge. 

SERVICE OBSERVING 
As a result of an investigation conducted by this Commission, 

at a public hearing held pursuant to that investigation the first 
admission by any telephone and telegraph company was made, 
that for a long period of titne, these companies have operated a 
service by which the telephone company has overheard the con
versations of subscribers without their knowledge. Long distance 
calls were monitored by the telephone company up until 1956. 
Local calls were monitored up until 15 days prior to the investiga
tion conducted by the Commission in 1966. 
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"Service observing" was justified by the telephone company in 
order for it to check the quality of transmission of conversations 
over its lines, to supervise its operators, to check on the response 
of its repair personnel to the calls made by subscribers. The 
testimony further indicated that at the present time there is no 
necessity to listen to any conversation by a subscriber. In addi
tion, service observing of the operators was-said not to be necessary 
beyond the point that the operator heard the connection made 
between the parties for the can. This is due to the fact that im
proved electronic devices enable the same checks to be made with
out the necessity for overhearing the conversation of the parties. 

To this end the Commission recommends the amendment of the 
Act governing the regulation of telephone companies by the De
partment of Public Utilities to insure that the privacy of the sub
scribers' telephone conversations will be protected. In the system 
of regulation described by the proposed statute, the Department 
of Public Utilities is specifically designated to enforce these re
quirements. The standard of service observing as set forth by the 
Telephone Company in its testimony before the Commission are 
incorporated into the provisions of the proposed bill. The scheme 
of regulation requires an annual report to the Department of Public 
Utilities of all service observing activities by the Telephone Com
pany, reporting of all rules and regulations of the Telephone Com
pany concerning observing, a report of the amount of money ex
pended for such service, and requires a semi-annual investigation 
of such service by the Department of Public Utilities. 

This Commission feels that past conduct by the Telephone Com
pany indicates that the Telephone Co1npany has clearly favored its 
business interest against right of the public to have privacy in 
their telephone conservations. In addition, we take a dim view of a 
method of supervision which allows an employer to act as "big 
brother" towards its employees. As a result the Commission feels 
that a scheme of regulation by a public body with detailed statu
tory standards is required. 

LAW ENFORCEMENT 
EAVESDROPPING AND WIRETAPPING 

The Commission feels that eavesdropping and wiretapping by 
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law enforcement officials should be permitted in order to effectively 
combat the menace of organized crime but only if such wiretapping 
and eavesdropping is limited by the standards set forth by the 
United States Supreme Court. This means that law enforcement 
eavesdropping and wiretapping should be strictly supervised by the 
judicial branch of the government and applications for eaves
dropping and wiretapping must conform to the provisions of the 
Fourth Amendment. 

The statute proposed by the Commission has revised the Massa
chusetts law to require strict compliance with the probable cause 
provisions of the Fourth Amendment . Wiretapping and eaves
dropping by police officials will be limited to specified conversa
tions and "continuous searches" will be prohibited. Applications 
for warrants must be made to a Justice of the Superior Court. 
The time limit of searches and warrants are strictly defined and 
are limited as required by the directions given in the decided cases. 

In addition, the Commission's statute has centralized administra
tion of police and law enforcement wiretapping in the Superior 
Court. As this is the chief trial court of the Commonwealth, and 
the tribunal which hears the most serious cases, it is hoped that 
there will be a better uniformity in the application of the law. 

In addition, it is required that the original recording or tape or 
a sworn statement of the complete contents of the intercepted 
communication if there is no tape, be returned to the judge who 
issued the warrant so that he may determine whether or not the 
warrant has been executed in a manner in which he authorized it. 
This additional judicial supervision, it is hoped, will eliminate the 
possibility of abuse and add to the public's confidence in the man
ner in whlch this statute is employed by law enforcement officials. 

The original tapes and statements are to be kept in the custody 
of the Chief J ustice of the Superior Court. This provision has been 
added to eliminate the possibility of any editing between the time 
the tapes are obtained and the time they must be 1nade available 
for trial. We feel this also aids the prosecutor in that the procedure 
eliminates false charges by a defendant that the tape had been 
edited or changed. It was felt by the Commission that this added 
control over the fruits of an interception will be a means of in- ' 
suring the competence of the public in the system of judicially au-
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thorized eavesdropping and wiretapping and a means of prmnoting 
confidence in the fairness of a trial in which such evidence is used. 

The right of a defendant to be confronted with the evidence 
against him is protected in that any wiretap information to be 
used against the defendant must be shown to him prior to the 
trial. 

Provisions are made for annual reports to the legislature describ
ing the extent of wiretapping and eavesdropping conducted during 
the previous year by the judicial officers of the Commonwealth 
authorized to seek warrants for wiretapping under this bill. 

PROHIBITION OF WIRETAPPING 
AND EAVESDROPPING BY THE PUBLIC 

The C01nmission is of the opinion that wiretapping and eaves
dropping other than by law enforce1nent officers should be strictly 
prohibited. The present Massachusetts laws have been revised in 
our proposed act to strictly prohibit electronic eavesdropping and 
wiretapping of other persons' conversations without permission. 
Penalties have been increased and the crimes have been more 
strictly defined. Possession of illegal wiretapping devices has been 
made a crime under circumstances evincing an intent to illegally 
use those devices. 

PRIVATE INVESTIGATORS 
It is the Commission's view that private investigators should 

not be permitted to make use of eavesdropping and wiretapping 
devices. To this end, the Commission recommends the amendment 
of the Act regulating private investigators in order that their 
licenses may be revoked in the event they are convicted of any 
violation of the new wiretapping and eavesdropping statutes. 

Respectfully submitted, 

MARIO UMANA, Chairman 
ELLIOT B. COLE 

WILLIAM P. HOMANS, JR. 

ANDRE R. SIGOURNEY 

NORMAN S. WEINBERG 

PHILLIP K. Knv!BALL 
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Commission Member Elliot B. Cole concurrs in the Commissi-On's 
legi.slative recommendations. 
Commission Member William P. Homans, Jr., joins Mr. Cole. 

[June 

I join the majority of the Commission in their legislative recom
mendations, but I must add some comments on those provisions 
dealing with law enforcement eavesdropping and with "all-party 
consent". 

In the past I have been a vigorous opponent of provisions which 
would permit law enforcement eavesdropping and wiretapping. 
This opposition has been based on both Constitutional considera
tions and the lack of information available on law enforcement 
eavesdropping practices. 

Today I know no more than I did when I was appointed to this 
Commission about the practices and effectiveness of law enforce
ment eavesdropping. Indeed these two elements - practices and 
effectiveness - appear to be the most secret of all law enforce
ment secrets. As Prof. Alan Westin states in his treaties Privaoy 
and Freedom. 

'There has never been a detailed presentation by any law-enforcement , 
agency, in ,terms that the educated public could judge, ,to prove this view 
(1lhe need for wiretapping and eavesdropping in criminal investigations) 
on a crime-by-'Crime analysis,' 

This Cormnission and Attorney General Richardson agree on the 
necessity of an annual report by the Commonwealth's prosecuting 
attorneys stating their activities in this area on a crime-by-crime 
basis. The secrecy of the past I believe is both destructive and 
alien to a democracy. I t is the inclusion of the reporting provi
sion, which was first put forth by the Attorney General, that bas 
caused me to re-evaluate my previous opposition to law enforce
ment eavesdropping. It is to be hoped that the information con
tained in the prosecutor's annual report will provide a basis for 
the General Court to better evaluate its policy on law enforce
ment eavesdropping. 

The other basis of my opposition to law enforcement eaves
dropping has been its constitutionality. This controversy has raged 
within and without the United States Supreme Court since 1927 
when that Court first decided the constitutionality of wiretapping. 

., 
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In 1961, in Silverman v . United States, the Court indicated that 
eavesdropping under certain circumstances ·was violative of the 
Constitution. But recently, in Berger v. New York, the Court 
stated its tolerance for law enforcement eavesdropping given 
specific standards for judicial regulation. This Commission's Bill, 
as our Report explains, would implement those standards. If the 
Bill is not Constitutional and is enacted, I am sure that the Court 
will have an opportunity to so state. 

The Commission have decided to recommend to the General 
Court a provision which would require the consent of all parties 
to a conversation before that conversation could be recorded or 
otherwise electronically 'intercepted'. It is the 'all-party consent' 
provision which is the essence of any pr-0tection which the law 
can afford the public. 

But this view has not gained universal acceptance, and is op
posed by those who see the possibility - what some of their 
number describe as the necessity - to secretly record the words 
of another. These advocates would maintain 'one-party consent', 
the present statutory standard. Their argument is based on the 
assumption that any participant in a conversation has the au
thority to divulge or publish the words and thoughts of his con
versational partner. This assumption is ludicrous. If those parti
cipating in the conversation were mute and could only communi
cate via the written word, each participant would himself deter
mine who had access to his thoughts. Furthermore, he could 
legally enforce his right by enjoining unauthorized publication of 
those thoughts. 

The proponents of 'one-party consent' frequently justify their 
position by stating that every persons runs the risk that his con
fidence in the person to whom he is talking may be betrayed. This 
of course is true. But instead of protecting the individual from 
being betrayed, these proponents would legitimatize the betrayal. 
At the very least the individual should himself be able to determine 
who should have authority to mechanically reproduce his words. 

Again I should like to rely on Prof. Westin. The first of the 
following passages is taken from that section of his book dealing 
with legislative provisions which would further protect the indi
vidual's right of privacy. 
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'(I) would not include an exe-eption to allow wiretapping or eavesdrop
ping with the co·nsent of one party. This has been the basic charter for 
private-detective taps and bugs, for "owner'' eavesdropping on facilities 
that are used by members of the pu'blic, and for much free-lance police 
eavesdropping. Allowing eavesdropping w1th the consent of one party 
would destr-0y 1:he statutory plan of limiting the offenses for which eaves
dropping by device can be used and insisting on a court-order process. 
And as technology enables every man to carry his micro.miniaturized 
recorder everywhere he goes and aJlows every room to be monitored 
surreptitiously by builLin equipment, permitting eavesdropping with the 
consent of one party would be to sanction a means of reproducing con
versation that could choke off much vital social exchange.' (Emphasis 
in the original.) 

The following passage is excerpted, with permission, from a 
letter to 1ne from Prof. Westin on the advisability of incorporating 
the 'one-party consent' provision into a new Massachusetts statute. 

'Based on the studies I have made on wiretapping and eavesdropping 
practices ·throught the United States, as reflected in my recently published 
book, P1,tvacy and Freedom (New York: Atheneum, 1967), I believe such 
a provision is unwise. From a public policy standpoint, we must consider 
what would be the impa:ct in the coming decade, when electronic moni
toring devices spread even more widely in the population, of each citizen 
having to know thaJt the person to whom he is talking in the office, at 
home, in his car, on the street, in a st<Jre, etc., may be recording the 
conservation with full 'legal authority and without having to have such 
clandestine recording authorized in ,advance by any judicial agency. I 
'think this creates a serious inhibition on freedom of communication, 
especially because the person who chooses to speak fi:-anldy and freely in 
personal conversation runs the risk, under such a situation, that what he 
says in jest. with a wink, for its shock v,alue on his conversational partner, 
-0r to test some ,belief h eld by the other party, can now be produced in 
ev:idence against him, with all the imp-act on the gl."and or petit jury, that 
we know such a tape recording exerts. In my book, I call this type of 
physical surveillance "surveillance by reproducibility." I quote from a 
1958 opinion of the Bundesgerechtshof, West Germany>s highest civil 
court, the dangers of this type of surveillance. The court states that 
"freedom and self-determination" >Ille "essential to the development of 
[the 'individual's] personality." This freedom includes the right to decide 
for himself "whether his words shall be accessible solely to his conver
sation partner, to a particular group, 01· to the public, and, a fortio·ri, 
whether his voice shall be :fixed on a record." The opinion notes further 
that >the individual expresses his personality in priv:ate conversation, and 
bas a right to do so freely, without distrust and suspicion. This expres• 
sion of personality would disappear if individuals feared that their con
versations, even their tone of voice, were secretly being recorded. Men 
would no longer be able to engage in natural, free discussion.' 
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It is clear to me that the passage of the Commissions Bill will 
protect the privacy of the individual while providing law enforce
ment agencies with the tools they feel are necessary in this tech
nological era. 

ELLIOT B. COLE 

WILLIAM P. HOMANS, JR. 
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APPENDIX A 

AN ACT REPEALING THE PRESENT V/IRETAPPING AND EAVESDROPPING 

STATUTES AND PROVIDING A NEW STATUTE IN RELATION THERETO. 

Be it enacted by the Senate and House of Representatives in General 
Ooiirt assembled, and by the authority of the same, as follows: 

1 Sections 99, 100, 101 and 102 of Chapter 272 of the General 
2 Laws are hereby repealed and the following section substituted 
3 in place thereof. 
4 Section 99. Interception of wire and oral communications. 
5 A. Defin'itions. As used in this section -
6 1. The term "wire communication" means any communi-
7 cation made in whole or in part through the use of facilities 
8 for the transmission of communications by the aid of wire, 
9 cable, or other llke connection between the point of origin 

10 and the point of reception. 
11 2. The term "oral communications" means speech, except 
12 such speech as is transmitted over the public air waves by 
13 radio or other similar dP.vice. 
14 3. The term "intercepting device" means any device or 
15 apparatus which is capable of transmitting, receiving, ampli-
16 fying, or recording a wire or oral communication other than a 
17 hearing aid or similar device which is being used to correct 
18 subnormal hearing to normal. 
19 4. The term "interception" means to secretly hear, secretly 
20 record, or aid another to secretly hear or secretly record the 
21 contents of any wire or oral communication through the use 
22 of any intercepting device by any person other than a person 
23 given prior authority by all parties to such communication. 
24 5. The term "contents," \Vhen used with respect to any 
25 wire or oral communication, means any information concern-
26 ing the identity of the parties to such communication or the 
27 existence, contents, substance, purport, or meaning of that 
28 communication. 

• 
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29 6. The term "aggrieved person" means any individual who 
30 was a party to an intercepted wire or oral communication or 
31 who was named in the warrant authorizing the interception 
32 or whose personal or property interest or privacy were in-
33 vaded in the course of an interception. 
34 7. The term "designated offense" shall include the offenses 
35 of murder, armed robbery, prostitution, kidnapping, extortion, 
36 suborning perjury, jury tampering, aggravated assault, arson, 
37 bribery, gambling, larceny from the com1nonwealth, lending of 
38 money or thing of value in violation of the laws of the com-
39 monwealth, any offense involving com1nercial dealings in nar-
40 cotics and any violation of the provisions of this section, being 
41 an accessory to any of the foregoing offenses, and conspiracy 
42 or attempt to commit any of the foregoing offenses. 
43 8. The term "investigative or law enforcement officer" 
44 means any officer of the United States, a state or a political 
45 subdivision of a state, who is empowered by law to conduct 
46 investigations of, or to make arrests for the designated of-
47 fenses, any attorney authorized by law to participate in the 
48 prosecution of such offenses. 
49 9. The tenn "judge of competent jurisdiction" means any 
50 justice of the superior court of the commonwealth. 
51 10. The term "chief justice" means the chief justice of 
52 the superior court of the commonwealth. 
53 11. The term "issuing judge" means any justice of the 
54 superior court who shall issue a warrant as provided herein 
55 or in the event of his disability or unavailablity any other 
56 judge of competent jurisdiction designated by the chief justice. 
57 12. The term "communication common carrier" means any 
58 person engaged as a common carrier in providing or opera-
59 ting wire communication facilities. 
60 13. The term "person" means any individual, partnership, 
61 association, joint stock company, trust, or corporation, whether 
62 or not any of the foregoing is an officer, agent or employee 
63 of the United States, a state, or a political subdivision of a 
64 state. 
65 14. The terms "sworn" or "under oath" as they appear in 
66 this section shall mean an oath or by affirmation or a state-
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67 ment subscribed to under the pains and penalties of perjury. 
68 15. The terms "applicant attorney general" or "applicant 
69 district attorney" shall mean the attorney general of the Com-
70 monwealth or a district attorney of the Commonwealth who 
71 has made application for a warrant pursuant to this section. 
72 16. The term "exigent circumstances" shall mean the show-
73 ing of special facts to the issuing judge as to the nature of the 
74 investigation for which a warrant is sought pursuant to this 
75 section which require secrecy in order to obtain the informa-
76 tion desired from the interception sought to be authorized. 
77 B. Offenses 
78 1. Interception, oral communications prohibited. 
79 Except as otherwise specifically provided in this section 
80 any person who -
81 willfully commits an interception, endeavors to commit 
82 an interception, or procures any other person to commit 
83 an interception or endeavor to commit an interception of 
84 any wire or oral communication shall be fined not more 
85 than ten thousand dollars, or imprisoned in the state prison 
86 not more than five years, or imprisoned in a jail or house 
87 of correction not more than two and one half years, or both 
88 so fined any given one such imprisonment. 
89 Proof of the instaUation of any intercepting device by 
90 any person under circumstances evincing an intent to corn-
91 mit an interception which is not authorized or permitted by 
92 this section, shall be prim a f acie evidence of a violation of 
93 this subparagraph. 
94 2. Editing of tape recordings in jtidicial proceeding pro-
95 hibited 
96 Except as otherwise specifically provided in this section 
97 any person who -
98 willfuUy edits, alters or tampers with any tape, trans-
99 cription or recording of oral or wire communication by any ' 

100 means, o,r endeavors to edit, alter or tamper with any tape, I 
101 transcription or recording of oral or wire communication 
102 by any means with the intent to present in any judicial 
103 proceeding or proceeding under oath, or who presents such • 
104 recording or permits such recording to be presented in any 



184

1968.J SENATE - No. 1132. 17 

105 judicial proceeding or proceeding W1der oath, without fully 
106 indicating the nature of the changes made in the original 
107 state of the recording, shall be fined not more than ten 
108 thousand dollars ($10,000.00) or imprisoned in the state 
109 prison not more than five years or imprisoned in a jail or 
110 house of correction not more than two years or both so 
111 fined and given one such imprisonment. 
112 3. Disclosure, or use of wire or oral commiinications pro-
113 hibited. 
114 Except as otherwise specifically provided in this section 
115 any person who -
116 a. willfully discloses or endeavors to disclose to any 
117 person the contents of any wire or oral communication, 
118 knowing that the information was obtained through in-
119 terception; or 
120 b. willfully uses or endeavors to use the contents of 
121 any wire or oral communication, knowing that the infor-
122 mation was obtained through interception shall be guilty 
123 of a misdemeanor punishable by imprisonment in a jail 
124 or a house of correction for not more than two years or 
125 by a fine of not more than five thousand dol1ars or both. 
126 4. Disclosure of contents of applications, warrants, re-
127 newal,s, and returns prohibited. 
128 E.-'(cept as otherwise specifically provided in this section 
129 any person who-
130 willfully discloses to any person, any information con-
131 cerning or contained in, the application for, the granting 
132 or denial of orders for interception, renewals, notice or 
133 return on an ex parte order granted pursuant to this sec-
134 tion, or the contents of any document, tape, or recording 
135 kept in accordance with paragraph M, shall be guilty of a 
136 misdemeanor punishable by imprisonment in a jail or a 
137 house of correction for not more than two years or by a 
138 fine of not more than five thousand dollars or both. 
139 5. Duty to report to law enforcement officers. 
140 An employee of any communication common carrier who 
141 has knowledge obtained during the course of such etnploy-
142 ment of any violation of this section and willfully fails to 
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143 report such knowledge within seven days to a district at-
144 torney general shall be guilty of a misdemeanor punishable 
145 by imprisonment in a jail or a house of correction for not 
146 more than two years or by a fine of not more than five 
147 thousand dollars or both. 
148 6. Possession of Interception Devices Prohibited. 
149 A person who possesses any intercepting device under 
150 circumstances evincing an intent to commit an interception 
151 not permitted or authorized by this Section, or a person who 
152 permits an intercepting device to be used or employed for 
153 an interception not permitted or authorized by this Sec-
154 tion, or a person ,vho possesses an intercepting device know-
155 ing that the same is intended to be used to commit an in-
156 terception not permitted or authorized by this Section, shall 
157 be guilty of a misdemeanor punishable by imprisonment in 
158 a jail or house of correction for not more than two years 
159 or by a fine or not more than five thousand dollars or both. 
160 The installation of any such intercepting device by such 
161 person or with his permission or at his direction shall be 
162 prima facie evidence of possession as required by this sub-
163 paragraph. 
164 7. Any person who permits or on behalf of any other 
165 person commits or endeavors to commit, or any person who 
166 participates in a conspiracy to commit or to endeavor to 
167 commit, or any accessory to a person who commits a viola-
168 tion of subparagraphs 1 through 6 of paragraph B of this 
169 section shall be pw1ished in the same manner as is provided 
170 for the respective offenses as described in subparagraph 1 
171 through 6 of paragraph B. 
172 C. Exemptions. 
173 1. Permitted interception of wire or oral communications. 
174 It shall not be a violation of this section -
175 a. for an operator of a switchboard, officer, agent or 
176 employee of any communication common carrier, whose 
177 facilities are used in the transmission of a wire communi-
178 cation, to intercept, to disclose to officers; agents or em-
179 ployees of a communication common carrier, or use that • 
180 communication in the normal course of his employment 
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181 if such interception shall be 1nade necessary in order to 
182 repair or test equipn1ent and lines of such communica-
183 tion common carrier, or 
184 b. for persons to possess an office intercormnunication 
185 system which is used in the ordinary course of their 
186 business or to use such office intercommunication system 
187 in the ordinary course of their business. 
188 c. for investigative and law enforcement officers of the 
189 United States of America to violate the provisions of this 
190 section if acting pursuant to authority of the laws of 
191 the United States and within the scope of their authority. 
192 d. for any person duly authorized to make specified 
193 interceptions by a warrant issued pursuant to paragraph 
194 E of this section. 
195 2. Permitted disclosiire and use of intercepted wire or 
196 oral commu,nications. 
197 a. Any investigative or law enforcement officer, who, 
198 by any means authorized by this section, has obtained 
199 knowledge of the contents of any wire or oral communi-
200 cation, or evidence derived therefrom may disclose such 
201 contents or evidence in the proper performance of his 
202 official duties. 
203 b. Any investigative or law enforcement officer, who, 
204 by any means authorized by this section has obtained 
205 knowledge of the contents of any wire or oral communi-
206 cation, or evidence derived therefrom, may use such con-
207 tents or evidence in the proper perfonnance of his official 
208 duties. 
209 c. Any person who bas obtained, by any means au-
210 thorized by this section, knowledge of the contents of any 
211 wire or oral communication, or evidence derived there-
212 from, may disclose such contents while giving testi-
213 mony under oath or affirmation in any criminal proceed-
214 ing in any court of the United States or of any state or 
215 in any Federal or state grand jUl'y proceeding. 
216 d. The contents of any wire or oral communication 
217 intercepted pursuant to a warrant in accordance with the 
218 provisions of this section, or evidence derived therefrom, 
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219 may otherwise be disclosed only upon a showing of good 
220 cause before a judge of competent jurisdiction. 
221 D. Warrants: when issuable. 
222 A warrant may issue only upon sworn application in con-
223 formity with this section and upon a showing by the appli-
224 cant that there is probable cause to believe that the designated 
225 offense has been, is being, or is about to be committed and 
226 that evidence of the c01nmission of such an offense may thus 
227 be obtained or that information which will aid in the appre-
228 hension of a person who the applicant has probable cause to 
229 believe has committed, is committing, or is about to commit a 
230 designated offense may thus be obtained. 
231 E. Warrants: application. 
232 1. Application. The attorney general, any assistant at-
233 torney general specially designated by the attorney general, 
234 any district attorney, or any assistant district attorney 
235 specially designated by the district attorney may apply ex 
236 parte to a judge of co111petent jurisdiction for a warrant to 
237 intercept wire or oral communications. Each application 
238 ex parte for a warrant must be in writing, subscribed and 
239 sworn to by the applicant authorized by this subparagraph. 
240 2. The application must contain the following : 
241 a. A statement of facts establishing probable cause to 
242 believe that a particularly described designated offense 
243 has been, is being, or is about to be committed; and 
244 b. A statement of facts establishing probable cause to 
245 believe that oral or wire communications of a particularly 
246 described person will constitute evidence of such designa-
247 ted offense or will aid in the apprehension of a person 
248 who the applicant has probable cause to believe has com-
249 mitted, is committing, or is about to commit a designated 
250 offense; and 
251 c. That the oral or wire com1nunication of the par-
252 
253 
254 
255 

ticularly described person o,r persons will occur in a par
ticularly described place and premises or over particularly 
described telephone or telegraph lines; and 

d. A particular description of the nature of the con-
256 versation sought to be overheard; and 

• 
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e. A statement that the conversation sought is ma
terial to a particularly described investigation or prose
cution and that such conversation is not legally privileged; 
and 

f. a statement of the period of time for which the in
terception is required to be maintained. If practicable, 
the application should designate hours of the day or night 
during which the conversation may be reasonably ex
pected to occur. If the nature of the investigation is 
such that the authorization for the interception should not 
auto1natically terminate when the described conversa
tion has been first obtained, the application must specifi
cally state facts establishing probable cause to believe that 
additional conversation of the sa1ne nature will occur 
thereafter · and 

' g. If it is reasonably necessary to make a secret entry 
upon a private place and premises in order to install an 
intP.rcept device to effectuate the purposes of the appli
cation, a statement t-0 such effect; and 

h. If a prior application has been submitted or a 
warrant previously obtained for eavesdropping, a state
ment fully disclosing the date, court, applicant, execu
tion, results, and present status thereof; and 

8. If there is good cause for requiring the postpone
ment of service pursuant to paragraph K, subparagraph 
2, a description of such circumstances, including reasons 
for the appl icant's belief that secrecy is essential to ob
taining the evidence or information sought . 
3. Allegations of fact in the application may be based 

either upon the personal knowledge of the applicant or upon 
information and belief. If the applicant personally knows 
the fact alleged, it must be so stated. If the facts estab
lishing such probable cause are derived in whole or part 
from the statements of persons other than the applicant, 
the sources of such information and belief must be either 
disclosed or described, and the application must contain 
facts establishing the existence and reliability of any in
formant and, the reliability of the information supplied by 
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him. The application must also state, so far as possible, 
the basis of the informant's knowledge or belief. If the 
applicant's information and belief is derived from tangible 
evidence or recorded oral evidence, a copy or detailed de
scription thereof should be annexed to or included in the 
application. Affidavits of persons other than the applicant 
may be submitted in conjunction with the application if 
they tend to support any fact or conclusion alleged therein. 
Such acco1npanying affidavits n1ay be based either on per
sonal knowledge of the affiant or information and belief, 
with the source thereof, and reason therefor, specified. 
F. Warrants; application to whom made. 
Application for a warrant authorized by this section must 
be made to a judge of competent jurisdiction in the county 
where the interception is to occur, or the 'County where 
the office of the applicant is located, or in the event that 
there is no judge of competent jurisdiction sitting in said 
county at such time, to a judge of competent jurisdiction 
sitting in Suffolk County; except that for these purposes 
the office of the attorney general shall be deemed to be 
located in Suffolk County. 
G. Warrants; application how determined. 

l. If the application conforms to paragraph E, the issuing 
judge may examine under oath any person for the purpose 
of determining whether probable cause exists for the is
suance of the warrant pursuant to paragraph D. A verbatim 
transcript of every such interrogation or examination must 
be taken and a transcription of the same sworn to by the 
stenographer shall be attached to the application and be 
deemed a part thereof. 

2. If satisfied that probable cause exists for the issuance 
of a warrant the judge may grant the application and issue 
a warrant in accordance with paragraph H. The applica
tion and an attested copy of the warrant shall be retained 
by the issuing judge and transported to the chief justice 
of the superior court in accordance with the provisions of 
paragraph M of this section. 

3. If the application does not conform to paragraph E, 
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or if the judge is not satisfied that probable cause has 
been sho,.vn sufficient for the issuance of a warrant, t he 
application must be denied. 
H. Warrants; form and content. 

A warrant must contain the following: 
l. The subscription and title of the issuing judge; and 
2. The date of issuance, the date of effect, and termina-

tion date which in no event shall exceed thirty days from 
the date of effect. The warrant shall permit interception 
for a period not to exceed fifteen days. If physical instal
lation of a device is necessary, the thirty day period shall 
begin upon the date of installation. If the effective period 
of the warrant is to terminate upon the acquisition of 
particular evidence or information, the warrant shall so 
provide; and 

3. A particular description of the person and the place, 
premises or telephone or telegraph line upon which inter
ception may be conducted; and 

4. A particular description of the nature of the conversa
tion to be obtained by the interception including a state
ment of the designated offense to which it relates; and 

5. An express authorization to make secret entry upon 
a private place or premises to install a specified intercepting 
device, if such entry is necessary to execute the warrant; 
and 

6. A statement providing for service of the warrant 
pursuant to Paragraph K, except that if there has been a 
finding of good cause shown requiring the postponement of 
such service, a statement of such finding together with 
the basis therefor n1ust be included and an alternative 
direction for deferred service pursuant to Paragraph K, 
Subparagraph 2. 
I. Warrants; renewals. 

1. Any time prior to the expiration of a warrant or a 
renewal thereof, the applicant may apply to the issuing 
judge for a renewal thereof with respect to the same 
person, place, premises or telephone or telegraph line. An 

370 application for renewal must incorporate the warrant sought 
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371 to be renewed together with the application therefor and 
372 any accompanying papers upon which it was issued. The 
373 application for renewal 111ust set forth the results of the 
374 interceptions thus far conducted. In addition it must set 
375 forth present grounds for extension in conformity with 
376 paragraph E. 
377 2. Upon such applicat ion, the judge may issue an order 
378 renewing the warrant and extending the authorization for 
379 a period not exceeding fifteen (15) days from the entry 
380 thereof. Such an order shall specify the grounds for the 
381 issuance thereof. An attested copy of the order shall be 
382 retained by the issuing judge to be transported to the chief 
383 justice in attendance with the provisions of sub-pa1·agraph 
384 M of this section. 
385 J. Warrants; manner and time of execution. 
386 1. A warrant may be executed pursuant to its terms 
387 anywhere in the Commonwealth. 
388 2. Such warrant may be executed by the authorized 
389 applicant personally or by any investigative or law enforce-
390 ment officer of the Commonwealth designated by him for 
391 the purpose. 
392 
393 
394 
395 
396 
397 
398 
399 
400 
401 
402 
403 
404 
405 
406 
407 
408 

3. The warrant may be executed according to its terms 
during the hours specified therein, and for the period there
in authorized, or a part thereof. The authorization shall 
tenninate upon the acquisition of the conversations de
scribed in the warrant. Upon termination of the authoriza
tion in the warrant and any renewals thereof, the inter
ception must cease at once, and any device installed for 
the purpose of the interception 1nust be removed as soon 
thereafter as practicable. Entry upon private premises for 
the removal of such device is deemed to be authorized 
by the warrant. 
K. Warrants; service thereof. 

1. Prior to the execution of a warrant authorized by this 
section or any renewal thereof, an attested copy of the 
warrant or the renewal, n1ust, except as otherwise provided 
in subparagraph 2 of paragraph K, be served upon a per
son whose conversation is to be obtained, and if an inter-

• 
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409 cepti.ng device is to be installed upon the owner, lessee, 
410 or occupant of the place or premises, or upon the sub-
411 scriber to the telephone 01· owner or lessee of the 
412 telegraph line described in the warrant. 
413 2. If the application specially alleges exigent circum-
414 stances requiring the postponen1ent of service and the 
415 issuing judge finds that such circumstances exist, the war-
416 rant may provide that an attested copy thereof may be 
417 served within thirty days afteT the expiration of the war-
418 rant or, in case of any renewals thereof, within thirty 
419 days after the expiration of the last renewal; except that 
420 upon a showing of in1portant special facts which set forth 
421 the need for continued secrecy to the satisfaction of the 
422 issuing judge, said judge may direct that the attested copy 
423 of the warrant be served on such parties as are required 
424 by this section at such time as n1ay be appropriate in the 
425 circumstances but in no event may he order it to be 
426 served later than two (2) years fro1n the time of expi-
427 ration of the warrant or the last renewal thereof. In the 
428 
429 
430 
431 
432 
433 
434 
435 
436 
437 
438 
439 
440 
441 
442 
443 

J 444 
445 

event that the service required herein is postponed in ac
cordance with thjs paragraph, in addition to the require
ments of any other paragraph of this section, service of 
an attested copy of the warrant shall be made upon any 
aggrieved person who should reasonably be known to the 
person who executed or obtained the warrant as a result 
of the infon11ation obtained fro1n the interception autho1·
ized thereby. 

3. The attested copy of the warrant shall be served on 
persons required by this section by any investigative or 
law enforcement officer of the commonwealth authorized 
to serve criminal process by leaving the same at his usual 
place of abode, or in hand, or if this jg not possible by 
mailing the same by certified or registered mail to his 
last known place of abode. A return of service shall be 
n1ade to the issuing judge, except, that if such service is 
postponed as provided in sub-paragraph 2 of paragraph K, 
and in such event to the chief justice. The return of service 
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446 shall be deemed a part of the return of the warrant and 
447 attached thereto. 
448 L. Warrant; return. 
449 Within twenty-one days after termination of the warrant 
450 or the last renewal thereof, a return must be made there-
451 on to the judge issuing the warrant by the applicant 
452 therefor, containing the following: 
453 a. a statement of the nature and location of the com-
454 munications facilities, if any, and premises or places 
455 where the interceptions were made; and 
456 b. The periods of time during which such interceptions 
457 were made; and 
458 c. the names of the parties to the communications inter-
459 cepted if known; and 
460 d. the original recording of the oral or wire communica-
461 tions intercepted, if any; and, 
462 e. a verbatim transcript of any recording made pursuant 
463 to the warrant attested under the pains and penalties of 
464 perjury as a true transcript of the oral or wire com-
465 munications contained in the recording to the best 
466 ability of the person who .so transcribed it and a 
467 staten1ent attested under the pains and penalties of 
468 perjury by each person who heard oral or wire com-
469 111unications as a result of the interception authorized 
470 by the warrant which was not recorded stating every-
471 thing that was overheard to the best of their recollec-
472 tion at the time of the execution of the statement. 
473 M. Custody and Secrecy of papers and recordings made 
474 pursuant to a warrant. 
475 1. The contents of any wire or oral communication in-
476 tercepted pursuant to a warrant issued pursuant to this 
477 section shall, if possible be recorded on tape or wire or 
478 other similar device. Duplicate recordings may be made 
479 for use pursuant to subparagraphs 2(a) and (b) of para-
480 graph C for investigations. Upon examination of the re-
481 turn and a determination that it complies with this sec-
482 tion, the issuing judge shall forthwith order that the appli- • 
483 cation, warrant, all renewal orders and the return thereof 
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484 be transmitted to the chief justice by such persons as he 
485 shall designate. Their contents shall not be disclosed ex-
486 cept as provided in this section. The application, warrant, 
487 the renewal order and the return or any one of them or 
488 any part of them may be transferred to any trial court, 
489 grand jury proceeding of any jurisdiction by any law en-
490 forcement or investigative officer designated by the chief 
491 justice upon application made as provided herein and a 
492 trial justice may allow them to be disclosed in accordance 
493 with paragraph C, subparagraph 2, or paragraph N or 
494 any other applicable provision of this section. 
495 The application, warrant, all renewal orders and the 
496 return, shall be stored in a secure place which shall be 
497 designated by the chief justice, to which access shall be 
498 denied to all persons except the chief justice or such court 
499 office.rs or administrative personnel of the court as he shall 
500 designate. 
501 2. Upon application to the chief justice, 
502 a. ex parte by the applicant district attorney or his suc-
503 cessor or the applicant attorney general or his successoT, 
504 the application, warrant, renewal orders, or return, shall 
505 be made available for their use under such conditions as 
506 will comply with the provisions of this section. 
507 b. ex parte by any person or his attorney who is named 
508 in the application, warrant, any renewal orders or the re-
509 turn or who can offer evidence sufficient to show that 
510 his oral or wire communications have been intercepted 
511 pursuant to a warrant, an attested copy of the application, 
513 and statement, which are a part of the return as required 
513 and statement, which are a part of the return as required 
514 by this section shall be made available without charge 
515 upon oath or affirmation by the person or his attorney 
516 that the items described herein or any one of them, or 
517 information contained therein is to be used in any criminal 
518 proceeding in any jurisdiction where the person is a de-
519 fendant. 
520 c. to any other person who shall have need in the interest 
521 of justice and in accordance with the purposes of this act, 
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the original or copies of the application, warrant, renewal 
orders, and return, or all of them under such terms or 
conditions as the chief justice shall determine. Such appli
cation shall be upon oath or affirmation by the person 
and shall state sufficient reliable facts to enable the chief 
justice to determine from its face the interception sought. 
In the event the application does not so state such facts 
the chief justice shall deny it. In the event the application 
shall state such sufficient facts the chief justice shall cause 
the applicant district attorney or attorney general or their 
their respective successors to be notified of the application 
pursuant to this sub-paragraph. If the district attorney 
or attorney general submit to the chief justice a statement 
in writing upon oath or affirmation within thirty (30) 
days following notification stating that the information 
sought 1nust re1nain secret for investigative purposes, the 
chief justice must refuse to grant an application pursuant 
to this sub-paragraph. In such event he may require the 
district attorney or attorney general to designate a date 
at which time the infor1nation may be made available 
to the person 1naking the application in the event the 
chief justice shall determine that the person has need in 
the interests of justice and in accordance with the pur
poses of this act. Such a date may not exceed three (3) 
years from the date of an application pursuant to the sub
paragraph nor may it exceed thirty (30) days prior to 
the date of destruction of the respective document or 
items as required by this section whichever is sooner. 
Determination of the need of the person applying pursuant 
to this sub-paragraph shall be in the discretion of the chief 
justice. 

d. Except as provided by other provisions of this section, 
in no event until an application is granted pursuant to 
sub-paragraphs a, b, c of paragraph M by the chief justice 
or upon order granted by the Supreme Judicia1 Court 
after appeal, shall the person applying pursuant to sub· 
paragraphs a, b or c of Paragraph M or any person on 
his behalf at any time or for any reason have any right 

~ 
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560 nor be granted permission to examine any of the applica-
561 tions, warrants, renewals orde1·s, or returns in the custody 
562 of the chief justice. 
563 e. In addition to any other appeal provided by law, 
564 failure by the chief justice to grant an application pursuant 
565 to sub-paragraph a, b, or c of Paragraph M may be ap-
566 pealed within twenty (20) days to the Supreme Judicial 
567 Court in Suffolk County by the appUcant or his attorney. 
568 The granting of an application pursuant to sub-paragraph 
569 c of section M may be appealed by the applicant district 
570 attorney or attorney general or their respective successors 
571 within twenty (20) days to the supreme judicial court in 
572 Suffolk County. The supreme judicial court may take ad-
573 ditional testimony, may order the production for its use 
574 of any of the applications, renewal orders, warrants or 
575 returns or copies thereof as it may require for determina-
576 tion of the issues by it 
577 f. Any violation of the terms and conditions of the chief 
578 justice or any order of the supreme judicial court pursuant 
579 to the authority granted in Paragraph M or the conditions 
580 set forth in Paragraph M shall be punished as a criminal 
581 conte1npt of court in addition to any other punishment 
582 authorized by law. 
583 g. The application, warrant, renewal and return shall be 
584 kept for a period of five (5) years from the date of the 
585 issuance of the warrant or the last renewal thereof at 
586 which time they shall be destroyed by a person designated 
587 by the chief justice. Notice of the destruction shall be 
588 given to the applicant attorney general or his successor 
589 or the applicant district attorney or his successor and upon 
590 a showing of good cause to the chief justice, the applica-
591 tion, warrant, renewal, and return may be kept for such 
592 additional period as the chief justice shall determine but 
593 in no event longer than the longest period of limitation 
594 for any designated offense specified in the warrant, after 
595 which tune they must be destroyed by a person designated 
596 by the chief justice. 
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597 N. Introduction of evi.dence. 

598 Notwithstanding any other provisions of this section or 
599 any order issued pursuant thereto, in any criminal trial 
600 where the Com1nonwealth intends to offer in evidence any 
601 portions of the contents of any interception or any evidence 
602 derived therefrom, the defendant shall be served with a 
603 complete copy of each document and item which make 
604 up each application, warrant, renewal orders, and return 
605 pursuant to which the inforn1ation was obtained, except 
606 that he shall be furnished a copy of any recording instead 
607 of the original. The service must be made at the arraign-
608 ment of the defendant or, if a period in excess of thirty 
609 (30) days shall elapse prior to the commencement of the 
610 trial of the defendant, the service may be made at least 
611 thirty (30) days before the commencement of the criminal 
612 trial. Service shall be made in hand upon the defendant 
613 or his attorney by any investigative or law enforcement 
614 officer of the Co1nmonwealth authorized to serve criminal 
615 process. Return of the service required by this sub-para-
616 graph including the date of service shall be entered into 
617 the record of trial of the defendant by the Commonwealth 
618 and such return shall be deemed prilna facie evidence 
619 of the service described therein. Failure by the Common-
620 wealth to make such service at the arraignment or if de-
621 layed at least thirty (30) days before the commencement 
622 of the criminal trial shall render such evidence illegally 
623 obtained for purposes of the trial against the defendant 
624 and such evidence shall not be offered nor received at 
625 the trial notwithstanding the provisions of any other law 
626 or Rules of Court. 
627 P. Suppression of evidence. 

628 Any aggrieved person who is a defendant in a criminal 
629 trial in a court of the commonwealth may move to sup-
630 press the contents of any intercepted wire or oral com-
631 
632 
633 

munication or evidence derived therefrom, for the follow
ing reasons: 

1. That the c01nmunication was unla\vfully intercepted. 
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2. That the communication was not intercepted in ac
cordance with the terms of this section. 

3. That the application or renewal application fails to 
set forth facts sufficient to establish probable cause for 
the issuance of a warrant. 

4. That the interception was not made in conformity 
with the warrant. 

5. That the evidence sought to be introduced was illegally 
obtained. 

6. That the warrant does not conform to the provisions 
of this section. 
Q. Civil Remedy. 

Any aggrieved person whose oral or wire com1nunica
tions were intercepted, disclosed or used except as permit
ted or authorized by this section or whose personal 
or property interests or privacy ,vere violated by means 
of an interception except as permitted or authorized by 
this section shall have a civil cause of action against any 
person who so intercepts, discloses or uses such communi
cations or who so violates personal, property or privacy 
interest and shall be entitled to recover fron1 any such 
person-

1. actual damages but not less than liquidated damages 
computed at the rate of $100 per day for each day of 
violation or $1000, whichever is higher; 

2. punitive damages; and 
3. a reasonable attorney's fee and other litigation dis

bursements reasonably incurred. Good faith reliance on a 
warrant issued under this section shall constitute a com
plete defense to an action brought under this paragraph. 
R. Annual Re'P()rt of Interceptions of the General Court. 

On the second Friday of January, each year, the attorney 
general and each district attorney shall submit a report 
to the general court stating (1) the number of applications 
made for warrants during the previous year, (2) the name 
of the applicant, (3) the nun1ber of warrants issued, ( 4) 
the effective period for the warrants, (5) the number and 
designation of the offenses for which those applications 
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672 were sought, and for each of the designated offenses the 
673 following: (a) the number of renewals, (b) the number 
674 of intercepts made during the previous year, (c) the num. 
675 ber of indictments believed to be obtained as a result of 
676 those intercepts, (d) the number of criminal convictions 
677 obtained in trials where interception evidence was intro-
678 duced. This report shall be a public document and be 
679 made available to the public: at the offices of the attorney 
680 general and district attorneys. In the event of failure to 
681 con1ply with the provisions of this paragraph any person 
682 may compel compliance by means of an action of manda-
683 mus. 
684 S. Severability. 
685 If any provision of this section or applicat ion thereof 
686 to any person or circun1stances is held invalid, such inval-
687 idity shall not affect other provisions of applications of the 
688 section which can be given effect without the invalid pro• 
689 vision or aplication, and to thls end the p1·ovisions of this 
690 section are declared to be severable. 
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APPENDIX B 

1 CHAPTER 166 OF THE GENERAL LAWS IS HEREBY 
2 AMENDED BY ADDING THE FOLLOWING AFTER SEC-
3 TION 43: 
4 Section 44. Service Observing, Interception. - Service ob-
5 serving of telephone lines conducted by telephone companies 
6 for the purpose of determining the quality of transmission or 
7 for any other purpose shall cease as soon as a connection is es-
8 tabJished between the users of the telephone line. In the event 
9 of any interception or any recording of the conversation of 

10 users by any telephone company to repair or test the equip-
11 ment and lines of the con1pany, the telephone company shall 
12 cause to be emitted a "beep" tone or other identifying signal 
13 in order to inform the users of the interception or recording. 
14 The Department of Public Utilities shall require that each 
15 telephone company file annually with it a c01nplete report of 
16 all service observing activity carried on by any telephone com-
17 pany to indicate the number of calls monitored during the 
18 previous calendar year, all rules and regulations of t he tele-
19 phone companies for such service observing, a complete de-
20 scription of the location of each service observing facility, the 
21 number of employees engaged in service observing and a state-
22 ment of the expenses incurred for such service observing to 
23 include salaries, cost of capital equipment and maintenance 
24 and replacement costs of such equipment, and administrative 
25 expenses incurred. The Departinent shall also conduct peri-
26 odic inspections at least semi-annually of such service ob-
27 serving to determine whether or not it con1plies with this sec-
28 tion and the accuracy of the reports filed. In the event of the 
29 failure of any telephone company to comply with this section 
30 the Department of Public Utilities must order that the activity 
31 cease until compliance is obtained and may seek an enforce-
32 ment order in the Superior Court of Suffolk County. 
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34 SENATE - No. 1132. [June 1968. 
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APPENDIX "C" 

AMENDMENT TO THE PRIVATE DETECTIVE BUSINESS ACT 

1 Chapter 147, Section 25 of the General Laws is amended by 
2 adding the fo1lowing sentences after the last sentence of the 
3 first paragraph : 
4 "No person convicted of a violation of Section 99 or 99A of 
5 Chapter 272 of the General Laws shall be granted a license 
6 and any license previously granted to such person shall be 
7 revoked." 
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SUFFOLK, ss. 

NOTYPrf 
COMMONWEALTH OF MASSACHUSETTS 

JANE DOE, 1 

SUPERIOR COURT 
CIVIL ACTION 
No. 2384CV00411-BLS-1 

THE CHILDREN'S HOSPITAL CORPORATION 

MEMORANDUM OF DECISION AND ORDER ON 
DEFENDANT'S MOTION TO DISMISS 

Plaintiff Jane Doe commenced this putative class action against defendant The Children's 

Hospital Corporation ("Boston Children's"), alleging that it used internet tracking tools on its 

website that illegally redirected website users' personal information, and the contents of their 

communications with Boston Children's website, to Google, Meta, and other third parties. On 

the basis of these allegations, the Complaint asserts a single claim for violation of the 

Massachusetts Wiretap Statute, G.L. c. 272, § 99. Presently before the court is Boston 

Children's motion to dismiss. After a hearing on July 26, 2023, and consideration of the parties' 

submissions, the motion is DENIED. 

BACKGROUND 

The Complaint sets forth the following facts. Boston Children's provides pediatric 

medical services at locations in Boston and surrounding communities, including seven hospital 

campuses and four physician offices. All of Boston Children's facilities share a website, which 

Boston Children's maintains and controls. Plaintiff is an individual residing in Burlington, 

Massachusetts .. 

1 For herself and the class. 
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The Boston Children's website allows users to obtain information about the services 

Boston Children's provides, including information about doctors, services, and treatments 

provided for particular medical conditions. Website users can also book appointments, access 

and pay bills, and access private medical information through the MyChildren's Patient Portal. 

The website contains search bars that aid users in finding specific information on the site, and 

forms that users may submit to Boston Children's, such as the "Request an Appointment" form. 

The Boston Children's "Web Site User Privacy Rights" notice ("Privacy Notice") states 

that: 

Boston Children's Hospital is strongly committed to protecting the privacy of its 
online users: patients, families, donors, the media, and others. We do not collect 
personally identifiable information about individuals, except when it is knowingly 
provided by such individuals (e.g., web forms). We do not share voluntarily 
provided, personally identifiable information for any purpose other than its 
intended use. 

(formatting altered). The Privacy Notice also discloses that Boston Children's collects "some 

basic web log file data about site visitors . . . includ[ing] domain names, website traffic patterns 

and server usage statistics [which] is used for site management and administration and to 

improve the overall performance and user experience on our site." The Privacy.Notice further 

states that any web forms a user submits "are located on a secure site," and informs users that 

Boston Children's does "not sell visitors' personal information to third parties, such as 

marketers." 

Notwithstanding this Privacy Notice, Boston Chiloren's has implemented multiple 

software-based internet tracking technologies on its website that contemporaneously record and 

transmit data about users' interactions with Boston Children's website to third parties. The 

software is unrelated to the website's functionality and is invisible to users. Two such tracking 

2 
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technologies are Meta Pixel, which transmits data to Meta (the parent company of Pacebook), 

and Google Analytics, which transmits data to Google. 

Meta Pixel and Google Analytics operate through the automatic execution of pieces of 

JavaScript code, embedded in the Boston Children's website, which cause a website user's 

internet browser to record and send information to those third parties when a user visits the site. 

The transmitted information can include: the website address (URL); the title ofwebpages 

visited; information about the content of the website; search terms or any other information 

inputted into a form; selections on drop-down menus and the contents thereof; scrolls down a 

webpage; and button clicks. A website user's internet protocol ("IP") address and web browser 

configurations are also revealed, which permits Google and Meta to associate the data it receives 

from the website visit to the identity of a particular individual known to them. The content of the 

user's communications with Boston Children's website is added to Google's and Meta's 

collection of information already known about the individual, which can be used to target 

advertising to that individual. After a media expose about the use of Meta Pixel on hospital 

websites, Boston Children's removed it from its website in June 2022. As of the date the 

Complaint was filed, Google Analytics software remains on the Boston Children's website. 

In addition to Meta Pixel and Google Analytics, Boston Children's also employs other 

software-based internet tracking technologies that work in a similar fashion. Those include Bing 

Ads, Doubleclick, and Linkedin Insight. Boston Children's also uses Hotjar, which is a "session 

replay" provider that allows Boston Children's to "replay" a particular individual's visit to its 

website, including every mouse move, click, and page loaded. 

Plaintiff regularly uses the Boston Children's website to obtain information about Boston 

Children's doctors (including their credentials and backgrounds); search for information on 

3 
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particular symptoms, conditions, and medical procedures, both for herself and her children; and 

obtain and review her children's medical records through the MyChildren's Patient Portal. 

STANDARD OF REVIEW 

Rule 12(b )( 6) allows for dismissal of a complaint when the factual allegations contained 

within it do not suggest a plausible entitlement to relief. Jannacchino v. Ford Motor Co., 451 

Mass. 623, 635-636 (2008); Fraelickv. PerkettPR, Inc., 83 Mass. App. Ct. 698, 699-700 (2013). 

In ruling on the motions, the court accepts the factual allegations as true and draws all reasonable 

inferences in the non-moving party's favor. Fraelick, 83 Mass. App. Ct. at 699-700. 

DISCUSSION 

The Massachusetts Wiretap Statute, G.L. c. 272, § 99(Q), provides a cause of action for 

"any aggrieved person whose oral or wire communications were intercepted, disclosed or used .. 

. or whose personal or property interests or privacy were violated by means of an interception," 

except as permitted or authorized by the Wiretap Statute. "Interception" is defined to mean "to 

secretly hear, secretly record, or aid another to secretly hear or secretly record the contents of any 

wire or oral communication through the use of any intercepting device by any person other than 

a person given prior authority by all parties to such communication." G.L. c. 272, § 99(B)(4). 

Boston Children's argues that dismissal is required because the website interactions 

alleged were not "communications" under the statute, and because software code is not a 

qualifying "intercepting device." It further argues that internet tracking is not a secret, and that 

the Complaint fails to plead that the "contents" of a communication were intercepted where only 

hypothetical rather than actual website usage was alleged. None of the arguments are availing. 

4 



206

1. Communications 

Boston Children's argues that because the Massachusetts Wiretap Statute was enacted in 

1968, the Legislature only could have meant for it to prohibit the interception of communications 

consisting of human-to-human speech and/or conversation, not the modem website interactions 

at issue here. The claim is unsupported, both by the statute itself, and the relevant caselaw 

interpreting it. 

To begin, the term "communication" is undefined in the statute. Its common dictionary 

. definition, however, is not limited to human-to-humap speech or conversation, but, as common 

sense would dictate, includes writing and signs. See Webster's College Dictionary 274 (1991) 

("communication" defined, in part, as "the imparting or interchange of thoughts, opinions, or 

information by speech, writing, or signs"). 

An analysis of legislative intent likewise points to the inclusion of the website 

interactions here as communications under the statute. The preamble to the Massachusetts 

Wiretap Statute states that it was enacted "to curtail two 'grave dangers': (1) 'the increasing 

activities of organized crime' and (2) 'the uncontrolled development and unrestricted use of 

modem electronic surveillance devices,' which the Legislature termed a danger 'to the privacy of 

all citizens."' Commonwealth v. Ennis, 439 Mass. 64, 68 (2003) (quoting G.L. c. 272, § 99(A)). 

Nothing in this stated intent or in the remaining statutory language limits its reach to human-to

human speech or conversation as Boston Children's argues. Indeed, the Supreme Judicial Court 

has established that the statute is to be interpreted broadly, and consistent with that principle, has 

applied it to electronic text messages, a technology that did not exist in 1968. See 

5 
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Commonwealth v. Moody, 466 Mass. 196,209 (2013).2 Online searches for doctors and ;requests 

for appointment also did not exist in 1968, but, similar to texting, are the modem equivalent of 
I 

telephone inquiries and conversations with doctors' offices that would have occurred then. 3 As 

. such, they are protected under the statute. 

2. Intercepting Device 

Boston Children's next argues that the statutory term "intercepting device" does not 

encompass the Meta Pixel and Google Analytics software at issue. Again, the argument is 

unavailing. As relevant here, the Massachusetts Wiretap Statute broadly defines an "intercepting 

device" as "any device or apparatus which is capable of transmitting, receiving, amplifying, or 

recording a wire or oral communication." G.L. c. 272, § 99(B)(3). Nothing in this language 

limits intercepting devices to being physical, tangible objects; neither does the common 

dictionary definition of "device" so limit that term. See Webster's College Dictionary 370 

( 1991) ("device" defined as "a thing made for a particular purpose, esp. a mechanical, electric, or 

electronic invention or contrivance"). Moreover, where cell phone, tablet, and computer 

applications and programs, and their interfacing with the internet, all rely on software for their 

operation, its use is practically implicit in any modem electronic communication. Thus, to 

restrict software code from being considered an intercepting device as Boston Children's 

suggests would essentially nullify the statute's application.4 

2 The court is unpersuaded by Boston Children's citation to Commonwealth v. Connolly, 454 Mass. 808, 825 (2009), 
particularly in light of the above holding in Moody. 
3 Boston Children's argues that the website interactions alleged are more like old-fashioned library research than 
telephone calls with another party. While that might be true ofa general internet search ofa medical condition, the 
allegations here include other more targeted online inquiries, as discussed, and also involve a medical provider's 
website. 
4 For this reason, in the context of the Massachusetts Wiretap Statute, the court does not consider persuasive the 
more restricted Black's Law Dictionary definition of"device" that Boston Children's cites. 

6 
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Because the software code at issue is alleged to have recorded and transmitted the 

contents of Plaintiff's communications with Boston Children's website and her personal 

information to third parties, the Complaint sufficiently alleges the use of an intercepting device. 

See Alves v. BJ's Wholesale Club, Inc., 22-2509-BLSl, slip op. at 10 (Super. Ct. June 21, 2023) 

(citing United States v. Hutchins, 361 F. Supp. 3d 779, 795 (E.D. Wis. 2019)) ("The majority of 

courts to consider this issue have entertained the-notion that software may be considered a device 

for the purposes of the [Federal] Wiretap Act"); Rich v. Rich, 2011 WL 3672059, at *6 (Mass. 

Super. 2011) (key logger software program deemed to be "intercepting device" under 

Massachusetts Wiretap Statute). 5 

3. Secret Recording 

Boston Children's argues that Plaintiff consented to the disclosure of information when 

she visited the Boston Children's website because its Privacy Notice informs users that it gathers 

information "to enhance the useability of its website." For this reason, Boston Children's asserts 

that-any interception was not secret, as required. See G.L. c. 272, ~ 99(B)(4). The relevant 

standard under the Massachusetts Wiretap Statute for showing an interception was not secret is 

"actual [or constructive] knowledge," which is proved through "'clear and unequivocal objective 

manifestations of knowledge' in the [users'] statements or conduct." Commonwealth v. Morris, 

492 Mass. 498, 515 (2023) (Budd., J., concurring) (quoting Commonwealth v. Jackson, 370 

Mass. 502, 507 (1976)). See Curtatone v. Barstool Sports, Inc., 487 Mass. 655,658 (2021) 

("secret" recording under statute means that it is "concealed", and "kept hidden or unexplained" 

[dictionary citations omitted]). 

5 This conclusion is also consistent with the result reached in Doe v. Partners Healthcare System, Inc., 
1984CV01651-BLS1, endorsement denying motion to dismiss (Super. Ct. Dec. 7, 2020). 

7 



209

The Privacy Notice here does not prove, as a matter of law, the existence of Plaintiffs 

actual or constructive knowledge. First, the notice is not alleged to be a prominent disclaimer 

that requires acknowledgment before website use is allowed. Thus, it is doubtful Plaintiff or 

other users read it or knew about it before interacting with the Boston Children's website. 

Second, even if Plaintiff had read it, it likely would not have alerted her to the interceptions 

alleged. The Privacy Notice's express statement that: "We do not collect personally identifiable 

information about individuals, except when it is knowingly provided by such individuals ( e.g. 

web forms)" conflicts with the actual interceptions alleged - i.e., that they went far beyond the 

contents of web form submissions. Likewise, transmitting essentially all website interactions to 

third parties for advertising purposes is arguably different from collecting some data to enhance 

website useability. In sum, the Complaint plausibly alleges that the interceptions occurred in 

secret, without users' knowledge, as they interacted with the Boston Children's website.6 

4. Hvpothetical Allegations 

Boston Children's argues that the Complaint fails to allege that the "contents" of a 

communication were intercepted because none of Plaintiffs actual interactions with the website 

were specified or described. Rather, the site visits the Complaint describes are all hypothetical. 

The Massachusetts Wiretap Statute broadly defines the "contents" of a communication to include 

"any information concerning the identity of the parties to such communication or the existence, 

contents, substance, purport, or meaning of that communication." G.L. c. 272, § 99(B)(5) 

6 Boston Children's argument that Plaintiff consented to Facebook and Google monitoring through her accounts 
with those companies assumes facts that are not in the Complaint. Regardless, even assuming Plaintiff had so 
consented, fact issues nevertheless remain about Plaintiffs actual or constructive knowledge of that consent and the 
interceptions alleged. 
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(emphasis added). See District Attorney for Plymouth Dist. v. New England Tel. & Tel. Co., 379 

Mass. 586, 592 (1980). 

The Complaint alleges that Plaintiffs children are Boston Children's patients, and that 

Plaintiff regularly uses the Boston Children's website, including to log into the patient portal. 

The Complaint also alleges that the Boston·Children's website has embedded software code that 

intercepts users' website interactions and shares with third parties those users' identifying 

information, including IP addresses and unique browser configurations. Viewing the Complaint 

as a whole, the court accordingly may infer that during Plaintiffs regular visits to its website, 

Boston Children's shared her identifying information with third parties. Where the information 

shared is alleged to have been detailed enough that the third parties could identify a user for 

targeted advertising purposes, it falls within the meaning of "contents" under the statute. See 

generally District Attorney for Plymouth Dist., 3 79 Mass. at 592 (telephone number considered 

"contents" under statute).7 In other words, that the Complaint includes several hypothetical 

website visits to explain the technology and interceptions at issue does not detract from the 

allegation that Plaintiff herself regu_larly used the website, and accordingly was subjected to 

analogous interceptions. 

For all of these reasons, Boston Children's motion to dismiss is DENIED. 

7 The federal cases Boston Children's cites are unpersuasive where the meaning of"contents" materially differs 
between the Federal Wiretap Statute and the Massachusetts Wiretap Statue. See 18 U.S.C.A. § 2510(8) (defining 
"contents" to only include "any information concerning the substance, purport, or meaning of that communication"). 

9 • 
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ORDER 

For the foregoing reasons, Boston Children's motion to dismiss is DENIED. 

Dated: September 14, 2023 
-

Helen KazanJian 
Justice of the Superior 
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: COMMONWEALTH OF MASSACHUSETTS 

ESSEX, ss. 

JOHNDOE1 

SUPERIOR COURT 
CIVIL ACTION 
NO. 2277CV01000 

EMERSON HOSPTIAL 

MEMORANDUM OF DECISION AND ORDER ON 
DEFENDANT'S MOTION TO DISMISS 

Plaintiff John Doe commenced this putative class action against defendant Emerson 

I 
Hospital ("Emerson")', alleging that it used digital marketing tools on its website, including 

Facebook's Meta Pixel, that illegally transmitted website users' personal health information and 

the contents of their communications with Emerson's website to Facebook and other third 
I 

parties. Based on the~e allegations, the First Amended Complaint ("F AC") asserts claims for 
' 
I 

breach of fiduciary duty, breach of implied contract, unjust enrichment, violation of the 

Massachusetts Wiretap Statute, G. L. c. 272, § 99, and invasion of privacy under G. L. c. 214, § 

I 

IB. Presently before ithe Court is Emerson's motion to dismiss. After a hearing and 

consideration of the r,arties' submissions, the motion is DENIED. 
I 

BACKGROUND 

The F AC alleges the following. 
I 
I 

At some point prior to October 2023, Emerson installed Facebook's Meta Pixel without 

informing its patients? The Meta Pixel is a snippet of software code that gathers information 

I 
1 Individually and on behalf of all others similarly situated 

2 Meta Platforms, Inc. is ~he parent company of Facebook. 

1 
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I 

' 
from a user when they ~re on a website and sends it to Facebook. If the website user is a 

,. 

Facebook subscriber, f:acebook can use the data gathered, in conjunction with other information 
I 

i 
it collects from its subscribers, to identify the website user and target ads to them. Emerson has 

since removed the Meta Pixel from its website. 

During the peri
1
6d the Meta Pixel was on the Emerson website, it recorded a user's IP 

address, the buttons cli~ked, as well as the information entered in the website's pages, including 

the "Find a Doctor," "~ite Search," and "Request an Appointment" pages, the last of which 

features a questionnai~e that contains information such as the doctor's name, the patient's name, 
' i 

telephone number, physical address, and email address. The website's "Notice of Privacy 

Practices" did not inform users that it was utilizing the Meta Pixel but instead promised that it 
I 

! 

would never share patfent health information with marketing companies without express 
I 

I 

authorization from pa#ents. In exchange for installing its Meta Pixel, Facebook provided 
I, 

Emerson with enhanc~d online advertising services, including retargeting (a form of online 

targeted advertising) and enhanced analytics functions. 
I 

Plaintiff is an individual with a Facebook account as well as an Emerson patient who 
I I 

I 
received treatment at fhe hospital's Cantu Concussion Center. In 2022, Plaintiff used Emerson's 

I , 

website to transmit information about his treatment at Emerson, which included queries about 
I 

treatment for a concu~sion. Plaintiff's communications contained information about his status as ' 
! 
I 

an Emerson patient, including information about his doctors, conditions, treatment, and 

' 
appointments. Plaintjffwas unaware that this information was being shared with Facebook 

through the Meta Pix~l. 

2 
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ST AND ARD OF REVIEW 

Rule 12(b)(6) of the Massachusetts Rules of Civil Procedure allows for dismissal of a 

I 
complaint when the fac,tual allegations contained within it do not suggest a plausible entitlement 

! 

to relief. Iannacchino \· Ford Motor Co., 451 Mass. 623, 635-636 (2008); Fraelick v. PerkettPR, 
I 

Inc., 83 Mass. App. Ct.: 698, 699-700 (2013). In ruling on a motion to dismiss, the court accepts 
I 
I 

the factual allegations as true and draws all reasonable inferences in the non-moving party's 

I 
favor. Fraelick, 83 M~ss. App. Ct. at 699-700. In addition to the complaint's factual allegations, 

the court may consider::matters of public record, orders, items appearing in the record of the case, 
! 

exhibits attached to thJ complaint, and documents of which the plaintiff had notice and on which 
I 

they relied in framing ~he com;laint. Golchin v. Liberty Mut. Ins. Co., 460 Mass. 222, 224 
/, . 

(2011); Schaer v. Braddeis Univ., 432 Mass. 474,477 (2000). 

I, 

I' 

DISCUSSION 

In moving to dismiss, Emerson argues that Plaintiff lacks standing to bring his common 
I 
I 

law claims and that nqne of his claims are adequately supported by the F AC' s allegations. As 
!· ' 

explained below, the ~ourt concludes that Plaintiffs claims survive.3 

I 

A. Standing to Bring Common Law Claims 

Proof of standing requires that a plaintiff "allege sufficient facts to show that he has 
I , 
I 

suffered a nonspeculative, direct injury." Pugsley v. Police Dep't of Boston, 472 Mass. 367,373 
I 

(2015). Emerson arg~es that Plaintiff cannot assert his claims for breach of fiduciary duty, 

I 

implied contract, and 1tmjust enrichment because he has not suffered any cognizable injury from 

3 In its memorandum in ~upport, Emerson briefly argues that the claims are preempted by the Health Insurance 
Portability and Accounta&ility Act of 1996 ("HIPAA"). This argument is without merit. See R.K. v. St. Mary's 
Med. Ctr., Inc., 229 W. ~a. 712, 718 (2012) ("HIPAA does not preempt state-law causes of action for the wrongful 
disclosure of health care i,nformation."); Hidalgo-Semlek v. Hansa Med. Inc., 498 F. Supp. 3d 236,258 n.40 
(D.N.H. 2020) ("HIPAA provides a floor of privacy protections for a person's individually identifiable health 
information and does not

1

preempt state privacy laws that provide greater protection than HIPAA."). 

3 
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Emerson's alleged conduct. Specifically, Emerson argues that Plaintiff (as a Facebook user) 
I 

consented to the very c9nduct complained of because, when he signed up for a Facebook 
I 

account, he agreed to l\1eta's Terms of Service, Privacy Policy, and Cookie Policy ("Meta 
I 
I 

Policies"). j, 
I 

i 
Plaintiffs argument is unsound for two reasons. First, it depends on documents, see 

I 

i, 

Wong Deel., Exs. 2-4, that the court cannot consider because it is doubtful that they were relied 

! 
upon in framing the F.1{C. Neither Plaintiffs allegations regarding Facebook's collection and 

I . 

use of user data nor hiipassing reference to Facebook's 2009 terms of service, see FAC, ~ 144, 
I 

I 

is sufficient for these p~rposes.A Second, even if the court could take these documents into 

consideration, it is unc~ear how accepting the Meta Policies could constitute consent to 
I 
i 

Emerson's interception and disclosure of Plaintiffs private healthcare information, particularly 
I 
i 

where Emerson allege~ly promised on its website never to share a patient's personal information 
I 
' 

for marketing purposes without specific authorization.5 Thus, at this stage of the litigation, the 

court cannot conclude:that the Meta Policies establish consent as a matter of law such that 

Plaintiff suffered no irijuries. 
I, 
: 

4 Prior to the hearing on the matter, Plaintiff moved to strike Exhibits 1-5 attached to the Declaration of Alan Y. 
Wong, which Emerson supmitted in support of its motion to dismiss. Plaintiff did not move to strike Exhibit 6 (the . 
Emerson Hospital Patient Privacy Pol icy), which is referenced in the FAC. Plaintiff argued that Exhibits 1-5 cannot : 
be considered by the courfon a motion to dismiss. In response, Emerson filed an opposition in which it argued that ' 
the motion should be den i~d: (I) for: failure to comply with Superior Court Rule 9C; and (2) because Exhibits 1-4 
are properly before the coµrt (it agreed to strike Exhibit 5). See Docket No. 18.5. The court denied the motion for 
failure to comply with Ru,le 9C. At the hearing, the court vacated the denial but counsel for Emerson was not 
prepared to argue. The parties subsequently agreed that the court could rule on the motion without argument and 
based on the briefing alon:y. 'Accordingly, the court allows the motion to strike. Exhibits 1 (a press release) and 2-4 
(the Meta Policies) are stricken for the reason stated above; it is not evident that they were relied upon by Plaintiff in' 
framing the F AC. The Coµrt strikes Exhibit 5 as agreed to by Emerson. 

1' 5 Emerson argues that thi,s purporte,d promise only concerned the use of medical and treatment records, which are 
not at issue here. However, the relevant section on Emerson's website promises not to share "health information" 
without authorization. Sde Wong Deel., Ex. 6. At this stage, it is unclear whether a user of the website would read 
the phrase "health inform,ation" so narrowly. 

I 4 
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' 

To the extent that Emerson otherwise argues that Plaintiff fails to allege cognizable harm, 

the court concludes that this is not the case. Plaintiff alleges he was injured because his private 

medical information was disclosed to Facebook without his consent, F AC, 't['t[ 85-104, and 

because Emerson and Facebook monetized his personal health information without 
I 

compensating him. FAC, 'tfil 128-140, 257-264. Drawing every reasonable inference in 

Plaintiff's favor, the court concludes that these are sufficient allegations of injury to avoid 

dismissal. 6 

B. Breach of Fiduciary Duty 

To assert a claim for breach of fiduciary duty, a plaintiff must allege "(1) the existence of 
i 

a fiduciary duty; (2) br,each of that duty; (3) damages; and (4) a causal connection between 

breach of the duty and the damages." Baker v. Wilmer Cutler Pickering Hale & Dorr LLP, 91 
I 

Mass. App. Ct. 835, 842 (2017). "A fiduciary duty exists when one reposes faith, confidence, 

and trust in another's j'udgment and advice." Doe v. Harbor Sch., Inc., 446 Mass. 245, 252 

(2006) (internal quote~ omitted). 

Emerson argues that the F AC fails to allege plausibly that a fiduciary duty exists between 

Emerson and Plaintiff because it does not make clear whether Plaintiff's communications with 

Emerson's website related to any treatment at the hospital or even if he had a physician-patient 

relationship at the tim.e of his visit. The court does not agree. Plaintiff alleges that Emerson 

"disclosed informatio!l relating to Plaintiff and Class Members' medical treatment to third parties 

without their knowledge, consent, or authorization," and "[t]he information disclosed included .. 

6 At the hearing, Emerson heavily relied on Dinerstein v. Google, LLC, 73 F.4th 502, 516-518 (7th Cir. 2023) in 
arguing that Plaintiff lacked standing. However, the case contains many distinguishing facts, including that the 
plaintiff there expressly consented to the use of his medical information. Moreover, it is unclear whether our 
appellate courts would adopt many of the views expressed therein. Emerson has failed to cite to any case in the 
Commonwealth supporting its argument, suggesting this issue is better assessed on a fuller record. 
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. Plaintiff and Class Me~bers' statuses as patients of Defendant, and the exact contents of 
I 

communications exchaJged between Plaintiff and/or Class Members with Defendant, including 
I 

I 
I 

but not limited to information about treating doctors, potential doctors, conditions, treatments, 
I 

i 
appointments, search terms, bill payment, and logins to Defendant's website." F AC, ,r,r 203-204 

I 
( emphasis added). See I also id. at ,r 103 ("The information that Plaintiff John Doe transmitted 

I, 

included queries about ~reatme~t for his concussion."); ,r 11 (Plaintiff "is a patient of Defendant 
I 

who has received treat111ent at Defendant at Cantu Concession Center"). 
I 

Emerson alternhtively argues that a fiduciary relationship cannot exist between a health 
I 

I, 
system (as opposed to a specific doctor) and a patient. However, the cases from the 

I 

I 

Commonwealth it cite$ for this.proposition are not directly on point. See Petrell v.~Rakoczy, 
I 

2005 WL 1683600, at ~4 (Mass. Super. July 11, 2005); Van Brode Grp., Inc. v. Bowditch & 
I 

Dewey, 36 Mass. App[ Ct. 509,516 (1994).7 Moreover, "the determination of whether a 
I 

fiduciary duty exists i~ largely fact specific," Baker, 91 Mass. App. Ct. at 846, and therefore such 
l 

an argument is best addressed on a more complete record. See Shedd v. Sturdy Mem'l Hosp., 
I· 

Inc., No. 2173CV00498C, 2022 WL 1102524, at *9 (Mass. Super. Apr. 5, 2022) (Squires-Lee, 

J.) (on motion to disrtjiss in data breach case against hospital, rejecting argument that fiduciary 
,, ' 

I 

duty did not exist givJn ,fact intensive nature of that determination). 8 
I, 

' 
C. Implied Contrkct 

7 Emerson also cites two /ca~es from other jurisdictions in its Reply and Notice of Supplemental Authority. See 
Kurowski v. Rush Sys. fo1r Health, 2023 WL 2349606 (N.D. Ill. Mar. 3, 2023); Cousin v. Sharp Healthcare, No. 22- , 
CV-2040-MMA (DDL), 2023 WL 4484441, at *4-5, * 10 (S.D, Cal. July 12, 2023). The Court is not persuaded by 1 

these decisions at this stage of the l\tigation. 

8 The Court notes that atlleast two trial court decisions have indicated that a pharmacy may owe its customers a 
fiduciary duty, which suggests Emerson's position is not correct. See Kelley v. CVS Pharmacy, Inc., No. CIV. A. 
98-0897-BLS2, 2007 W4 2781163, at *5-6 (Mass. Super. Aug. 24, 2007) (Gants, J.); Weld v. CVS Pharmacy, Inc., 
No. CIV. A. 98-0897F, 1,999 WL 494114, at *5 (Mass. Super. June 29, 1999) (Fremont-Smith, J.) (same). 

!' ! 
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"In the absence of an express agreement, an implied contract may be inferred from (1) the 

conduct of the parties a~d (2) the relationship of the parties." T.F. v. B.L., 442 Mass. 522, 526-

527 (2004). To prove t?e existence of an implied contract, a plaintiff must show that "there was 

a benefit to the defend~t, that the plaintiff expected the defendant to pay for that benefit, and 

that the defendant expected, or a reasonable person should have expected, that he or she would 

have to pay for that benefit." Id. at 527. Emerson argues that the claim fails because the F AC 

does not allege a meeting of the minds or that there was any consideration for the purported 

implied contract. The court concludes that drawing every reasonable inference in favor of 

' 

Plaintiff, the F AC plausibly alleges the existence of an implied contract, including the element of 

consideration. 

In the F AC, Plaintiff alleges the following. See F AC,,, 223-256. Through their course 

of conduct, Emerson a!ld Plaintiff entered into an implied contract for the provision of medical 

I 

care and treatment, which included an implied agreement for Emerson to retain and protect, as 

part of the physician-patient relationship, the privacy of Plaintiffs health information. A portion 

of the price of each payment that Plaintiff made to Emerson for medical services was intended to 

ensure the confidentiality of his health information. The implied promise was evidenced by 

Emerson's privacy policies, codes of conduct, company security practices, and other conduct, 

including the statement on its website that it would not share health information for advertising 

purposes without consent. 

Although Emerson has cited case law from other jurisdictions indicating that such an 

implied contract claim is not viable, other case law suggests that, at least at the motion to dismiss 

stage, the claim should be permitted to proceed. See Doe v. Regents of Univ. of California, No. 

23-CV-00598-WHO, 2023 WL 3316766, at *6-7 (N.D. Cal. May 8, 2023) (in case involving 

7 
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defendant's use of the ~eta Pixel, concluding that it was plausible that the parties entered into an 

i 
implied contract by thefr actions); Shedd, 2022 WL 1102524, at *9-10 (in data breach case, 

denying motion to dis~iss implied contract claim); Rudolph v. Hudson's Bay Co., No. l 8-CV-
1 

8472 (PKC), 2019 WL 2023713, at *10-11 (S.D.N.Y. May 7, 2019) (same); Castillo v. Seagate 
I 

! 

Tech., LLC, 2016 WL 9280242, at *9 (N.D. Cal. Sept. 14, 2016) (same).9 In light of these 
I 

I 

decisions and the absence of case law from the Commonwealth clearly on point, the court 
i' 

concludes that the better course is to assess this claim on a fuller record. The allegations 
I, 
I' 
I 

sufficiently suggest tha't Emerson may have entered into an implied contract which included an 
I 
i' 

agreement not to discl6se health information to third parties, like Facebook, without consent. 10 

I , 

D. Unjust Enrichnient 

"In order to re9over for unjust enrichment, a plaintiff must prove that (1) it conferred a 
I 

measurable benefit upon the defendant; (2) it reasonably expected compensation from the 
I 

I 
I 

defendant; and (3) the !defendant accepted the benefit with the knowledge, actual or chargeable, 

of the plaintiff's reasoµable expectation." See Stewart Title Guar. Co. v. Kelly. 97 Mass. App. 

Ct. 325, 335 (2020). ':Unjust enrichment, as a basis for restitution, requires more than benefit. 
I 

The benefit must be unjust, a quality that turns on the reasonable expectations of the parties." 
I, 

Santagate v. Tower, 6~ Mass. App. Ct. 324, 336 (2005), quoting Community Builders, Inc. v. 
I 

Indian Motocycle Assocs., 44 Mass. App. Ct. 537,560 (1998) (emphasis in original). 
I 
I 

9 The Court acknowledgJs that, as Emerson argues, these data breach decisions are not entirely analogous to the 
situation presented here. : 

! 
10 At the hearing, Emerson contended that the claim fails because it is based on Emerson's HIPAA obligations and 
there can be no consideration for doing what the law requires. At this stage of the litigation, the Court is not 
persuaded by this argument. 

I 

8 
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I 

• Emerson argues /that the unjust enrichment claim must be dismissed because Plaintiff has 

failed to allege adequately that he conferred a measurable benefit upon Emerson or that 
I 

I 

I 
Emerson's use of the M;et;l Pixel was unjust. These arguments are unavailing. 

Plaintiff alleges 1that he conferred a benefit on Emerson in the form of his health 
I 

I 

information, which, giJen its confidential nature, has significant value in the marketplace. F AC, 
I 

'i['i[ 260, 128-13 5. Plaintiff also alleges that he provided his health information to Emerson with 
I 

I 

the expectation that Emerson would protect it, that Emerson's website promised not to share 
I 

I, 

health information for marketing purposes without authorization, but that Emerson used the 
i: 

information in return f~r advertising benefits. Id. at 'i['i[ 104-111, 136,239, 260-261. Plaintiff 
I 

further alleges that part of the payment for his medical services was intended to compensate for 
I 
I 

Emerson's protection cifhis health information. Id. at 'i['i[ 194,231. These allegations plausibly 

suggest that Emerson retained a measurable benefit and that the retention of that benefit was 
1' 
I 

unjust. 11 i' 
I 
' 

E. Invasion of Pri,vacy 
I 

I 

An invasion o~'privacy'claim under G. L. c. 214, § 1B may be based either on the public 

disclosure of private ff1cts or an intrusion upon a plaintiffs solitude or seclusion, i.e., an 
I 

infringement upon th~'right to be left alone. Polay v. McMahon, 468 Mass. 379,382 (2014). In , 
I 

' 
either case, a plaintiff

1
rriust put forward allegations plausibly suggesting that the invasion is both 

' 

unreasonable and sub~tantial or serious. Id. In determining whether a violation occurred, the 

court should consider(the location of the intrusion, the means used, the frequency and duration 
I' 

of the intrusion, and the underlying purpose behind the intrusion" while balancing the extent of 

I 
I ,I 

' 

11 Emerson makes two additional arguments. First, it suggests that the claim fails because Plaintiff had no 
reasonable expectation o~ c~mpensation. Second, it argues that Emerson reasonably understood Plaintiffs payments, 
to be for healthcare services. The parties' reasonable expectations are a disputed fact issue inappropriate for 
resolution on a motion to:dismiss. 

9 
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any intrusion "against any legitimate purpose" therefor. Id. at 383. Typically, whether an 

intrusion is unreasonable, substantial, or serious is a question of fact. Id. 

Emerson argues that the claim fails because the F AC reveals little about the information 

that Plaintiff entered or:i' its website and fails to identify how the data, once sent to Facebook, was 

i 
used. The court is not persuaded. Plaintiff alleges that in order to obtain advertising benefits, 

Emerson disclosed infq_rmation relating to Plaintiffs medipal treatment to third parties without 

his knowledge, conseni, or authorization, including information about Plaintiffs status as an 

Emerson patient, and t~e exact content of communications exchanged between Plaintiff and 

Emerson (e.g., informl:J,tion about treating doctors, potential doctors, conditions, treatments, 

appointments, search terms, bill payment). These allegations suffice to advance Plaintiffs claim 

I 
for invasion of privacy. See generally Ayash v. Dana-Farber Cancer Inst., 443 Mass. 367,383 

(2005) ("statute ... prbscribes disclosure of facts about an individual that are of a highly 

personal or intimate nature when there exists no legitimate countervailing interest") (internal 

quotes omitted). See ~lso Doe v. Boston Med. Ctr. Corp., No. 2384CV00326-BLS-1, 2023 WL 

I' 

7105628, at *5 (Mass'. Super. Sep. 14, 2023) (Kazanjian, J.) (declining to dismiss invasion of 

privacy claim based oh similar allegations). 12 

F. Wiretap Claim 

General Lawsic. 272, § 99(Q) provides a cause of action for "[a]ny aggrieved person 
I 

I . 

whose oral or wire corimunications were intercepted, disclosed or used ... or whose personal or 

property interests or privacy were violated by means of an interception," except as permitted or 
I 

authorized by the Wiretap Statute. "Interception" is defined to mean "to secretly hear, secretly 

12 At the hearing, Emerson suggested that this decision is distinguishable because the plaintiff allegedly used a 
patient portal, which is n9t the alleged here. The Court does not read the decision and other recent decisions from 
this Court on the same subject as limited to interactions with patient portals. 

i 

10 
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record, or aid another to secretly hear or secretly record the contents of any wire or oral 

communication through the use of any intercepting device by any person other than a person 

given prior authority by all parties to such communication[.]" G. L. c. 272, § 99(B)(4). 

Emerson argues that the claim fails because the F AC (1) fails to allege that it used an 

intercepting device; and (2) Plaintiff consented to Facebook's tracking of his off-Facebook 

activities and, therefor~, Emerson did not secretly record his communications. These arguments 

are without merit. 

The first argument has been rejected in-other recent Superior Court decisions analyzing 

similar allegations and the court sees no reason to diverge from those rulings. See, e.g., Doe, 

2023 WL 7105628, at:*4. 

The second argument fails for two reasons. First, as noted above, the Meta Policies relied • 

upon by Emerson are not properly considered by the court on a motion to dismiss. Second, even 

if the court could consider them, it would not conclude that the policies demonstrate consent as a 

matter of law. To establish that an interception is not secret for purposes of the Wiretap Statute, 

a defendant must show that the plaintiff had "actual [ or constructive] knowledge" of the 

interception, which isyroved through "clear and unequivocal objective manifestations of 

knowledge" either through statements or conduct. Commonwealth v. Morris, 492 Mass. 498, 

515 (2023) (Budd., J., concurring), quoting Commonwealth v. Jackson, 370 Mass. 502,507 

(1976). See Curtatone v. Barstool Sports, Inc., 487 Mass. 655, 658 (2021) ("secret" recording 

under statute means that it is "concealed", and "kept hidden or unexplained" [dictionary citations 

omitted]). It is not at all clear how Plaintiffs purported acceptance of Face book's policies could 

constitute actual or constructive knowledge that Emerson was intercepting Plaintiffs 

communications, p~icularly where Emerson's website promised not to share patient's personal 

11 
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information for marketing purposes without specific authorization and the Meta Policies do not 

disclose that the Meta Pixel had been installed on the Emerson website. 

I 

In so ruling, th~ Court notes that two recent Superior Court cases involving similar 
i • 

wiretap clai~s were rdported to the Appeals Court under Mass. R. Civ. P. 64, seeking 
I , 

I 

clarification on a motipn to dismiss as to whether the Wiretap Statute applies to the internet 

tracking alleged. See iVita v. New England Baptist Hosp., 2384CV00857 (Kazanjian, J.); Vita v. 
! 

Beth Israel Deaconess! Med. Ctr., Inc., 2384CV00480 (Kazanjian, J.). Depending on the 

outcome of the appellate review, the court's ruling here may have to be revisited. 

ORDER 

Defendant's uiotion to dismiss is DENIED. 

I 

SO ORDERED. 

Janice W. Howe 
Justice of the Superior Court 

Date: November 22, :2023 
I 

l I 12 
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• I. In their First Amended Complaint, Plaintiffs attempt to allege claims individually 

and on behalf of the unsubstantiated Class and Subclasses against the Hospitals for: interception 

of wire communications in violation ofG.L. c. 272, § 99 (Count I); invasion of privacy _in violation 

ofQ.L c. 214, § 18 (Count II); breach of fiduciary duty (Count III); and, unfair and deceptive 

business practices in violation ofG.L. c. 93A, § 9 (Count IV) .. 

2, Plaintiffs fail to allege any "secret interception" of communications that would 

allow them to recover under G.L. c. 272, § 99. Indeed, the actions that Plaintiffs describe in their 

First Amended Complaint do not amount to "interception" at all. 

3. Plaintiffs' allegations do not support an "unreasonable, substantial, or serious 

interference with [their] privacy," as required to recover under G.L c. 214, § 18. The Hospitals' 

disclosures amply rebut any idiosyncratic, unrealistic privacy expectation Plaintiffs may now 

claim to have had. 

4. Plaintiffs do not - and cannot - establish a breach of fiduciary duty. Massachusetts 

law has never recognized a fiduciary duty owed by hospitals to patients. 
' . 

5. Plaintiffs also fail to state a claim under G.L. c. 93A, § 9 because, among other 

reasons, the Hospitals are nonprofit, charitable institutions that are not engaged in "trade or 

collllllerce," as re.quired under the statute, and Plaintiffs' claims fall short of showing that they 

have suffered any legally cognizable injury. 

For the foregoing reasons, explained in detail in the accompanying Memorandum of Law, 

the Court should (A) grant this Motion, (8) dismiss all counts of the First Amended Complaint 

with prejudice and without leave to amend, (C) award the Hospitals costs and reasonable attorney's 

fees, and (D) grant such further relief as justice requires. 

2 
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REQUEST FOR ORAL ARGUMENT 

The ,Hospitals respectfully request a hearing on this Motion at the Court's earliest 

convenience. 

Dated: ~eptember 20, 2019 

#703239l7_v5 

PARTNERS H~ALTHCARE SYSTEM, INC, 
THE GENERALHOSPITAL 
CORPORA TibNDIBI A MASSACHUSETTS 
GENERAL HOS PIT AL, BRIGHAM 
HEALTH: INc;:;I)ANA~FARBER CANCER 
INSTITUTE·, INC., DANA-FARBER/ 
PARTNERS CANCER CARE, INC., AND 
DANA-FAR.BE~, INC., • • • • • 

•,'' -. 

By their attorneys, 
,, > • 

3 

~'l 
Adam J. Bookbinder~o. 566590) 
Michael T. Maroney (BBQ No. 653476) 
Holland & Knight LLP 
10 St. James Avenue 
Boston, MA 021 I 6 
(617) 523-2700 
michael.maroney@hklaw.com 
adam.bookbinder@hklaw.com 

Mark S. Melodia (pro hac vice pending) 
Holland & Knight LLP 
31 West 52nd Street 
New York, NY 10019 
(212) 513-3200 
mark.melodia@hklaw.com 
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SUPERIOR COURT RULE 9C CERTIFICATION 

Pursuant to Mass. Sup. Ct. R. 9C(a) and (b), Adam J. Bookbinder (counsel for 
Defendants) and J. Michael Conley (counsel for Plaintiffs) met and conferred on August 14, 
2019 by telephone: Despite good faith efforts, the parties were unable to eliminate or narrow the 
issues of dispute. • 

Michael T. Maroi{ey 

CERTIFICATE OF SERVICE 

I, Michael T. Maroney, hereby certify that on September 20, 2019, I served, via email 
and first class mail, a copy of the foregoing document upon counsel for Plaintiffs, J. Michael 
Conley, 100 Grandview Road, Suite 218, Post Office Box 9139, Braintree, Massachusetts 02185, 
michael@kenneyconley.com. 

Mich:,el T. Maroney 
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(Court in session.) 1 

(2:01 p.m.) 2 

 THE CLERK:  Good afternoon, your Honor.  Calling 3 

Docket No. 1984CV1651; John Doe versus Partners 4 

Healthcare System Incorporated.  This matter is 5 

before the Court for a Rule 12 hearing. 6 

 Counsel, will you please state your name for the 7 

record beginning with plaintiff’s counsel, followed 8 

by the defense counsel. 9 

 THE COURT:  Good afternoon.  You can hear me? 10 

 MR. BARNES:  Yes, your Honor. 11 

 MR. CONLEY:  Yes, your Honor.  Mike Conley for 12 

the plaintiffs. 13 

 THE COURT:  Okay.  Welcome.   14 

 Again, who’s here on behalf of plaintiffs? 15 

 MR. CONLEY:  In addition to me Mike Conley, Jay 16 

Barnes is present, and -- Jay, who else is -- 17 

 MR. BARNES:  Your Honor, Eric Johnson is on the 18 

phone.  And Mitchell Bright is here.  Mr. Bright has 19 

not entered his appearance in the case.  But of 20 

course I want to note his presence -- 21 

 THE COURT:  Okay. 22 

 MR. BARNES:  -- on the call. 23 

 THE COURT:  Welcome.  So who will be arguing on 24 

behalf of plaintiffs? 25 
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 MR. BARNES:  I will, your Honor -- 1 

 THE COURT:  Mr. Barnes. 2 

 MR. BARNES:  -- Jay Barnes. 3 

 THE COURT:  Mr. Barnes.  Got it. 4 

 All right.  And who’s here on behalf of 5 

defendants? 6 

 MR. MARONEY:  Good afternoon, your Honor.  7 

Michael Maroney on behalf of defendants.  And my 8 

colleague Mr. Melodia will be arguing.  I’ll let him 9 

introduce himself. 10 

 MR. MELODIA:  Good afternoon, your Honor.  Mark 11 

Melodia from Holland and Knight on behalf of all of 12 

the defendants on this motion.  And I’ll just note 13 

that a number of my colleagues who are not 14 

necessarily needed in the case but who are attending 15 

arguments are in attendance; Chris Iaquinto, Teresa 16 

Lahoy, Ester Clovitz, Courtney Grow and Chelsea 17 

Rogan. 18 

 THE COURT:  Mm-hm.  All right.   19 

 MR. MELODIA:  But I’ll be arguing, your Honor. 20 

 THE COURT:  Got it.  So counsel, for those of you 21 

who are, you know, interested but not arguing, would 22 

you be kind enough to turn off your microphones and 23 

your cameras.  It does reduce the Hollywood Squares 24 

effect for me during the course of the argument.  So 25 
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I appreciate that.  Thank you. 1 

 Counsel, we’re here -- I think we’re here 2 

officially on the motion to dismiss.  However, we 3 

still have the motion for preliminary injunction that 4 

I need to address which is -- and you should note 5 

I’ve read all the materials on the motion to dismiss 6 

and I’ve gone through the stack of materials that 7 

were sent to me, some of which I asked for, some of 8 

which I didn’t necessarily ask for, with respect to 9 

the preliminary injunction.  So I have submissions 10 

from both sides; defendant’s response on the 11 

preliminary order, I received the plaintiff’s 12 

response to preliminary order, and then I received a 13 

series of letters with attachments.  And I’ve 14 

reviewed those materials. 15 

 So what I intend to do here today is I’d like to 16 

start with the motion to dismiss.  And then I -- 17 

don’t worry, I intend to circle back on the motion 18 

for the preliminary injunction. 19 

 So we’re going to start with the motion to 20 

dismiss.  All right, folks, again I’ve read the 21 

papers.  So we’ve got four counts here that we’re 22 

fighting over, correct?  We’ve got a count -- first 23 

count is wiretap act, the Massachusetts Wiretap Act. 24 

Then we’ve got the invasion of privacy claim which is 25 
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also officially statutory in Mass.  We’ve got the 1 

breach of fiduciary duty claim.  And we have the 93A 2 

claim.  And defendants are moving forward to dismiss 3 

all of those claims.  Okay. 4 

 MR. MELODIA:  Correct, your Honor. 5 

 THE COURT:  All right.  So again I’ve read the 6 

papers Mr. Melodia.  I’ve -- recognizing that I’ve 7 

read your papers and I’ve reviewed the arguments, is 8 

there information that isn’t in your papers that you 9 

wish to share with me or anything that you want to 10 

highlight at this point in time? 11 

 MR. MELODIA:  I think there are some fundamental 12 

things, your Honor, that cut across each of the 13 

counts.  And I would be happy to address each of the 14 

specific counts as well.  But I do recognize that the 15 

(inaudible -- indecipherable at 2:05:10) plaintiff.  16 

But let me focus on some of the fundamental reasons 17 

that really require dismissal of this case in its 18 

entirety as reflected in the first amended complaint. 19 

 Is anybody else getting an echo?  Perhaps -- 20 

 THE COURT:  No. 21 

 MR. MELODIA:  -- somebody’s not on mute. 22 

 THE COURT:  No.  And again, and I’ll give you an 23 

opportunity to speak Mr. Melodia.  I am going to -- 24 

if you’re going to jump into all the fundamental 25 
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aspects, again a reminder -- so I read the papers.  I 1 

read the papers.  And I have questions for both 2 

sides.  And again it’s an -- and let me remind you as 3 

well as you address the issues this is a motion to 4 

dismiss.  So I accept the factual allegations as 5 

true.  There seems to be some back and forth with 6 

respect to voracity of some of the factual 7 

allegations, but I have to accept the factual 8 

allegations as true.  So what we’re really doing here 9 

is we’re testing the legal viability of the claims.  10 

That’s all that this proceeding is about.  And I make 11 

no determination at the motion to dismiss stage 12 

regarding the merits of the claims, just their legal 13 

viability. 14 

 MR. MELODIA:  Yes, your Honor.  And this 15 

complaint is legally not viable for fundamental 16 

reasons that can assume the truth of the properly 17 

pled parts of the first amended complaint.  And I say 18 

properly pled because there are some things that this 19 

court can see and take judicial notice of from the 20 

websites themselves which are I think fair game on a 21 

motion to dismiss under Massachusetts State case law. 22 

 The privacy cases always need to be about an 23 

identifiable person.  And here we don’t have an 24 

identifiable person.  We have at most an (inaudible  25 
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-- indecipherable at 2:06:54) which as the Court 1 

knows really just identifies a machine and really 2 

identifies the random physical numbers that changes 3 

every few months.  And any one of those devices can 4 

in fact be held by any number of people at any given 5 

moment using it, but doesn’t identify a person. 6 

 And similarly, even the Facebook ID and the 7 

Google ID that are used to somehow identify a person, 8 

even identify a patient according to plaintiff’s 9 

theory don’t, because a web point visitor has to 10 

first allow, set up their browser in a way that would 11 

allow for that information to pass to Facebook and 12 

Google, and would have to have a relationship with 13 

Facebook and Google ahead of time with their own 14 

terms and condition. 15 

 So I’m just talking about a privacy case needs to 16 

be about identifiable people.  And this one, even if 17 

you take the first amended complaint as true, legally 18 

and technically is not. 19 

 Second, successful privacy cases like the cases 20 

that the plaintiff cite in this case; “Pharmatrak”, 21 

“Google Cookies” from the third circuit, the 22 

“Nickelodeon” case in the third circuit, each and 23 

every one of those cases had deception by the 24 

defendant at their core.  And we have no deception or 25 
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secrecy here.  Instead we have website privacy 1 

policies that were and are on each of these hospital 2 

websites.  And each and every one of those discloses 3 

the use of cookies, and discloses (inaudible -- 4 

indecipherable at 2:08:38.)  5 

 Third, you need a private space to be intruded 6 

upon in some way in a privacy case.  And here we have 7 

public websites, literally public websites that 8 

anybody with an internet connection anywhere in the 9 

world can access.  10 

 And so I think it’s important, your Honor, given 11 

that you’ve already mentioned the preliminary 12 

injunction motion -- I’m going to reference your 13 

Honor’s order from April on that motion, there’s a 14 

reference in the factual summary on page one of that 15 

order that talks about the hospital websites as 16 

providing direct portals that allow for access to 17 

health records and services.  That is factually 18 

incorrect.  And not because I say so or because an 19 

expert says so, but because it’s obvious from the 20 

face of the websites which are specifically 21 

referenced in the first amended complaint and 22 

therefore are properly considered by the Court on a 23 

motion to dismiss.  The three hospital websites 24 

referenced in the first amended complaint do not 25 
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share personal and protected health information.  And 1 

the only way the plaintiff’s counsel confuses the 2 

issue repeatedly in the first amended complaint is by 3 

referencing information pages on each hospital 4 

website that are about the patient gateway, your 5 

Honor, about it, descriptive of it.  Not -- 6 

 THE COURT:  Pause for a moment Mr. Melodia. 7 

 MR. MELODIA:  -- allowing -- 8 

 THE COURT:  So the allegation is -- pause.  And 9 

here’s one thing -- I apologize in advance to 10 

everyone.  One thing I don’t like about Zoom is it’s 11 

difficult -- it’s more difficult to sort of modulate 12 

the back and forth between counsel and -- between me 13 

and counsel.  So I apologize if at some points in 14 

time I feel like I’m barging in.  But unfortunately 15 

unless I mute you, which I think is even more 16 

offensive, I have no choice but to sort of get your 17 

attention. 18 

 So what’s alleged in the complaint -- and here’s 19 

what I recall from our discussion around the 20 

preliminary injunction, is that it is possible -- so 21 

someone can go on what you call the informational 22 

website -- and I recognize that there’s a separate 23 

patient portal.  That really doesn’t seem to be in 24 

dispute in this proceeding.  I got that. 25 
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 MR. MELODIA:  Correct. 1 

 THE COURT:  I think.  I recognize that.  So what 2 

we’re talking about is what the defendants refer to 3 

as the informational websites.  What plaintiffs 4 

allege is that someone can go on the informational 5 

websites.  They claim -- they’re representing 6 

patients; existing patients, go on the informational 7 

website, look at information, pull down information. 8 

For example, look at the information about specific 9 

medical providers, say a particular doctor at MGH or 10 

the like, and that that information gets conveyed -- 11 

it’s what’s alleged, gets conveyed through Facebook 12 

in such a way that Facebook can match that 13 

information perhaps with its own Facebook identifier. 14 

So Facebook can put together, do a, you know, one and 15 

one, they can conclude that that individual who has a 16 

Facebook page -- which isn’t -- is not that unusual, 17 

that person is cruising for for example a breast 18 

cancer specialist or something for that, looking for 19 

information about breast cancer on the MGH website.  20 

So Facebook can say this particular person -- you 21 

have someone in the waiting room with you?  Would you 22 

mind?  Thank you.  This particular person is looking 23 

for information about breast cancer specialists, 24 

which -- and doesn’t say it for sure, but it could 25 
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lead to an inference that that person has a real 1 

concern or perhaps a diagnosis of breast cancer, 2 

which would be confidential information perhaps.  So 3 

that’s what I understand to be the allegations.  And 4 

again, it seems to me I have to take those 5 

allegations as true for purposes of the motion to 6 

dismiss.   7 

 I understand that there are disputes about 8 

whether in fact that information gets conveyed or how 9 

useful it is to Facebook.  But at this point in time 10 

I’ve got to accept the allegations if that 11 

information flows to Facebook that they can match it 12 

with an individual, and therefore that there is a 13 

disclosure of patient confidential information.   14 

 Don’t I have to look at it that way? 15 

 MR. MELODIA:  You do have to look at it in terms 16 

of taking the allegations are true, your Honor, but 17 

no, you don’t have to pile supposition upon 18 

supposition, and inference and possibility upon 19 

possibility to perhaps find some probability.  We’re 20 

not in a, you know, (inaudible -- indecipherable at 21 

2:13:15) state.  I mean (inaudible -- indecipherable 22 

at 2:13:20) standard of pleading.  And these do need 23 

to be probable allegations, and these are not.  24 

Number one, because it’s not personally identifiable. 25 
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 THE COURT:  If there’s one thing plaintiffs 1 

didn’t do in this case is under-plead, okay? 2 

 MR. MELODIA:  Well certainly -- 3 

 THE COURT:  Actually they’re not guilty of under-4 

pleading.  But go ahead. 5 

 MR. MELODIA:  -- well, in some senses that’s 6 

true, your Honor.  It’s a 111 page complaint.  It’s 7 

over 400 paragraphs.  True enough.  However, 8 

literally page 67 is the only page that deals with 9 

the named plaintiffs in this case.  So they 10 

absolutely did under-plead with respect to the only 11 

two people who are before this Court.  And they do 12 

not state anything about themselves.  They don’t tell 13 

us about their browser settings.  They don’t tell us 14 

whether they’re Google and Facebook members.  They 15 

don’t tell us whether they had information accessed. 16 

They don’t tell us whether they took privacy 17 

protective measures like trying to block cookies and 18 

that somehow those were overcome by something the 19 

defendant did.  They don’t even say if they ever 20 

looked at the privacy policy or the notice of privacy 21 

practices; the NPP, which I want to make sure we talk 22 

about, which is inapplicable to this website because 23 

it only deals with protected health information as 24 

required by HIPAA and OCR.   25 
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 So we know nothing actually, notwithstanding the 1 

111 pages, about the actual named plaintiffs and 2 

their claims in this case.  And ultimately they have 3 

to stand, as this court knows, on their own two feet 4 

before they can claim to represent other people with 5 

similar claims. 6 

 But let me go back to the IP address idea that 7 

somehow that identifies a person.  It doesn’t. 8 

 THE COURT:  So you -- no, I get -- I picked up on 9 

that argument in your papers Mr. Melodia.   10 

 MR. MELODIA:  Okay. 11 

 THE COURT:  So I did go back and I took a look at 12 

the amended complaint because I wanted to see what 13 

was -- specifically was alleged.  And I look at for 14 

example page 74 of the complaint which is part of the 15 

Count One interception of wire communications, the 16 

wiretap act claim.  Paragraph 327 says “Defendants 17 

engaged in and continue to engage in an interception 18 

by aiding others including Facebook and Google to 19 

secretly record the contents of plaintiff’s and class 20 

member’s wire communications.” 21 

 So that’s what’s alleged.  And I read your 22 

argument about that there isn’t much meat on the bone 23 

with respect to these individual plaintiffs. 24 

 MR. MELODIA:  Okay. 25 
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 THE COURT:  Again but I look at the -- so that’s 1 

why I pulled the complaint to see what allegations 2 

were made with respect to these individual 3 

plaintiffs.  And it looks like they covered their 4 

bases in terms of making allegations that these 5 

plaintiffs are representative with respect to at 6 

least the complaints that are made in this amended 7 

complaint. 8 

 MR. MELODIA:  Yes, I was just responding to your 9 

Honor’s sense of volume.  That the volume is mostly 10 

generalized pleadings discussed in almost like a 11 

white paper about the internet, as opposed to about 12 

what happened to identifiable people.  But I’ll move 13 

on -- 14 

 THE COURT:  Let me -- can I -- can we talk about 15 

the claims one at a time? 16 

 MR. MELODIA:  Sure. 17 

 THE COURT:  So wiretap act claim, really you have 18 

two arguments.  One of the arguments is that it’s not 19 

an interception, but -- and there are various cases 20 

cited, but I’m dealing with the Massachusetts statute 21 

which is Chapter 272, Section 99.  And that defines 22 

an interception as among other things -- and I’m 23 

inserting some letters in here, but aiding another to 24 

secretly hear or secretly record a wire 25 
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communication.   1 

 And I’m going to come back to the secret piece 2 

for a second.  3 

 But the Massachusetts Wiretap Act alleges -- it 4 

prohibits aiding someone else in secretly hearing or 5 

secretly recording. 6 

 So doesn’t that address the arguments in your 7 

papers that it’s not an interception because what 8 

they’re -- what’s alleged in this case is that these 9 

defendants have configured their websites in such a 10 

way as to aid Facebook and Google?  And I just read 11 

you the allegation in Google and others -- 12 

 MR. MELODIA:  But -- 13 

 THE COURT:  -- and secretly recording or 14 

listening and to hearing the communications between 15 

MGH and its patients. 16 

 So doesn’t that, at least for purposes of this 17 

statute, qualify as an interception? 18 

 MR. MELODIA:  No, it doesn’t, your Honor.  19 

Putting aside the secrecy issue for the moment and 20 

just focusing on the interception, there needs to be 21 

a third party at some point while the communication 22 

is in transit between person number one and person 23 

number two.  There needs to be a third person -- 24 

 THE COURT:  The statute doesn’t say that.  The 25 
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statute doesn’t say that.  The statute says aiding -- 1 

 MR. MELODIA:  Well -- 2 

 THE COURT:  -- aiding somebody.  It doesn’t say 3 

if it has to be contemporaneous or the like.  It 4 

simply says aiding a third party in hearing or -- in 5 

secretly hearing or secretly recording. 6 

 MR. MELODIA:  -- right.  But we don’t -- even by 7 

the allegation the hospital’s website does not aid in 8 

the interception.  It does not in any way allow 9 

Facebook to eavesdrop or get in the middle of in the 10 

way that one can intercept a passing football or 11 

intercept anything else.  You need to get in the 12 

middle of a communication that is ongoing.  That 13 

communication has already finished.  The get 14 

communication, communication number one -- may I 15 

share my screen, your Honor?  We have a couple of 16 

demonstratives that I’ve shown to Mr. Barnes a couple 17 

of days ago. 18 

 THE COURT:  Yes.  I’ll let you share a screen.  19 

One moment.  All right, you should have that 20 

capability now. 21 

 MR. BARNES:  Your Honor, Mr. Melodia did share 22 

them with me.  I have no objection -- assuming 23 

they’re the same, and I assume they are going to be 24 

the same, particularly in regards to the preliminary 25 
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injunction.  I would note however on the motion to 1 

dismiss, to the extent they go beyond anything in the 2 

motion itself, that’s not entirely proper.  But I’ve 3 

seen them.  They’re fine for the Court to consider.  4 

Particularly that we’re taking up both motions here 5 

today.  Thank you, your Honor. 6 

 THE COURT:  Mr. Melodia? 7 

 MR. MELODIA:  So what we’ve tried to do, your 8 

Honor, is just diagram based upon the way it’s 9 

described in the complaint and the way it’s described 10 

in the plaintiff’s expert’s report, the so-called get 11 

communication; communication number one, and the so-12 

called post communication; communication number two. 13 

And there are two distinct communications here.  One 14 

is between the hospital’s website and the visitor’s 15 

browser -- that is the plaintiff, if the plaintiff 16 

has configured their browser in a way that allows 17 

that communication to occur.  And -- 18 

 THE COURT:  Meaning if they allow third-party 19 

cookies? 20 

 MR. MELODIA:  To allow third-party cookies, your 21 

Honor. 22 

 THE COURT:  Yes. 23 

 MR. MELODIA:  And so in that case there’s a 24 

communication there that Facebook is not a part of.  25 
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So there is no interception or aiding and abetting. 1 

And then that communication complete -- 2 

 THE COURT:  So pause for a moment.  Mr. Melodia, 3 

would it be possible for Facebook to gain access to 4 

that communication if for example defendants did not 5 

include Facebook, did not permit Facebook to post 6 

cookies through their website? 7 

 MR. MELODIA:  -- I don’t believe so.      8 

 THE COURT:  You don’t believe it would be 9 

possible? 10 

 MR. MELODIA:  I don’t believe it would be 11 

possible.  But of course -- 12 

 THE COURT:  So isn’t that -- doesn’t that at 13 

least qualify as aiding? 14 

 MR. MELODIA:  -- it’s aiding, but not aiding a 15 

communication that is communication number two, the 16 

post communication, yes. 17 

 THE COURT:  Got it. 18 

 MR. MELODIA:  Aiding an interception, no. 19 

 THE COURT:  But again, we’re talking about -- 20 

 MR. MELODIA:  An interception -- 21 

 THE COURT:  -- an interception is defined as 22 

aiding another party in its ability to hear -- 23 

 MR. MELODIA:  -- hearing, hearing. 24 

 THE COURT:  -- or secretly -- to hear or secretly 25 
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record.  And here -- 1 

 MR. MELODIA:  To hear or secretly record. 2 

 THE COURT:  -- yes. 3 

 MR. MELODIA:  But there is no -- let me show you 4 

the next slide, your Honor, which -- okay, these are 5 

the actual communications.  This is the code, your 6 

Honor, in the Smith affidavit that shows the actual 7 

communication.  These are not the same 8 

communications.  So you can’t aid and abet somebody 9 

either hearing or recording something they don’t hear 10 

or record.  Communication number one is neither heard 11 

nor recorded by Facebook. 12 

 THE COURT:  So you read “hear” -- and the 13 

definition of interception you mean it really has to 14 

be audibly heard as opposed to communicated -- 15 

 MR. MELODIA:  No. 16 

 THE COURT:  -- no?  I see. 17 

 MR. MELODIA:  No.  I accept -- I’m not taking 18 

some luddite approach to the wiretap act, even though 19 

it’s been around 40 years and has not been applied to 20 

this exact scenario.  Nonetheless, I’m not taking 21 

that approach.  I’m saying that these are separate 22 

communications.  And one way we know they’re separate 23 

communications, not just a (inaudible -- 24 

indecipherable at 2:22:43) but it is the actual 25 
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separateness, the content of the communication as 1 

reflected on these slides from the Smith affidavit. 2 

 The next is you can see communication number one 3 

is over and communication number two continues.  You 4 

cannot aid and abet somebody in intercepting 5 

something that is neither heard in any technological 6 

sense, or recorded by Facebook.  They’re simply not a 7 

part of communication number one.  In the same way 8 

hospital is not a part of communication number two.  9 

So there is true separateness in the way that they’re 10 

-- so in other words, using the football analogy, you 11 

know, here’s -- if there’s no completion, you know, 12 

if there’s a completion of a transmission, a 13 

completion of a pass, and then the other team gets 14 

it, that’s called a fumble.  And the difference is 15 

there has -- there’s a complete transmission in 16 

communication number one.  And then communication 17 

number two occurs, and that is a different 18 

communication.  It’s a communication between the 19 

individual plaintiff; the website visitor and Google 20 

and Facebook, or any other third party.  And that’s 21 

the way the internet works across the internet; 22 

healthcare companies and all sorts of other companies 23 

including law firms.  24 

 So your Honor, again this whole theory, I mean  25 

248



22 
 

Real Time Court Reporting 
Transcripts@realtimereporting.net 

every -- 1 

 THE COURT:  Mr. Melodia, let me -- if you don’t 2 

mind, let me jump in here and help you with your 3 

argument which is I don’t buy this argument.  Okay.  4 

I don’t buy it.  The language of the wiretap act in 5 

Mass is broad, is different than what I -- I looked 6 

at the language of some of the other jurisdictions 7 

that were cited. 8 

 So it seems to me that what you’re describing is 9 

aiding.  And so -- and let me just -- I’ll help you 10 

along by saying you’re not going to win that one.  11 

I’m not persuaded.   12 

 I want to talk briefly about the secret piece.  13 

Which is I did -- this is another situation where I 14 

went back to see what was alleged, because again I’ve 15 

got to -- I’m bound by the allegations of the 16 

complaint, the amended complaint.  And it’s alleged, 17 

at least in paragraph 327, among other places, I 18 

think, that there was a secret recording of 19 

plaintiff’s wire communications by Facebook, Google 20 

and others.  So again, if I’m dealing with a motion 21 

to dismiss, and I have to accept that allegation as 22 

true, why are we fighting about whether it’s secret? 23 

 MR. MELODIA:  Because that’s a legal label, your 24 

Honor, that plaintiffs added.  That’s not a factual 25 
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statement.  That is not something the Court has to 1 

accept as true.  That is a legal conclusion.  The 2 

word “secret” is in the wiretap act, and they have 3 

merely (inaudible -- indecipherable at 2:25:30) back 4 

to the Court.  That is not a sufficient pleading.  5 

There is no secret here.  In addition to these being 6 

-- this is the way in which the internet works.  7 

Literally this hasn’t been secret for 20 years.  The 8 

“Double-Click” case in 2001 acknowledged that the use 9 

of cookies and the use of tracking on websites is not 10 

secret.   11 

 In this particular case each hospital disclosed 12 

the use of cookies and disclosed tracking on the 13 

website, including references to Google analytics, as 14 

well as the pixels.  So where is the secret?  There 15 

can’t be a secret by people who are using a free 16 

website from a device and looking at -- and clicking 17 

around.  In the same way that if somebody visited a 18 

law firm website, your Honor, they don’t become a 19 

client.  These people don’t become patients by virtue 20 

of simply clicking around on a public website.  21 

There’s no secrecy going on. 22 

 THE COURT:  Right, but these plaintiffs allege 23 

they are patients.  They’re already patients. 24 

 MR. MELODIA:  It doesn’t matter, your Honor.  If 25 
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a client of a law firm who is a client goes on to the 1 

general website of a law firm and clicks around and 2 

searches anti-trust law, or searches breach of 3 

contract, or fraud, and then looks at attorney bios, 4 

and looks at email addresses and phone numbers for 5 

contacting, that does not make that person a client 6 

in that setting.  They are not for example -- the 7 

clicking and the searching is not for example 8 

attorney/client privilege, is it?  That can’t be 9 

attorney/client privilege.  Does the law firm have a 10 

duty all of a sudden -- for example, if they looked 11 

up breach of contract and then they missed a statute 12 

of limitations, can the law firm be sued for 13 

malpractice because they missed the statute of 14 

limitations on behalf of somebody who was a client 15 

but didn’t tell the law firm in engagement that they 16 

are a client for purposes of a contract claim?  No.  17 

Those -- 18 

 THE COURT:  See the problem with that -- 19 

actually, Mr. Melodia, that’s interesting that you 20 

choose that analogy, because I’ve been bouncing that 21 

one around in my head for some time.  And here’s the 22 

problem I ran into with that analogy, which is assume 23 

for the moment that the person who’s using the 24 

website is a client of the law firm.  And they’re 25 
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getting on and looking at some of the law firm 1 

materials about their particular legal problem, which 2 

is confidential.  And the law firm then takes that 3 

communication and makes it available to Facebook, 4 

such that Facebook can then match the fact that that 5 

client of the law firm has been rummaging around the 6 

law firm’s website with respect to a particular legal 7 

issue that’s confidential, and can match that 8 

information with the identity of the user?  So that’s 9 

more like what we have here.  And in those 10 

circumstances would that be deemed again -- there are 11 

a number of claims here that are made with respect to 12 

that type of activity, but it seems to me that at 13 

least again -- and I understand you have an argument 14 

with respect to disclosure, I’ve got that, but the 15 

allegation is it’s done secretly.  It seems to me 16 

that in those circumstances that’s potentially a 17 

violation of the wiretap act.   18 

 Let me also mention yet again this is a motion to 19 

dismiss.  You read the prologue to the wiretap act -- 20 

and the wiretap act is designed really for different 21 

circumstances I’ll have to say.  And so again the -- 22 

let me pull up the actual language in the act.  But 23 

the preamble says, “The general court finds that 24 

organized crime exists within the Commonwealth and 25 
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that the increasing activities of organized crime 1 

constitute a grave danger to the public welfare and 2 

safety.” 3 

 So I agree with you this statute I think was 4 

targeted towards a different set of problems.  But 5 

what I have to deal with in this context is how does 6 

it apply here, and does plaintiff state a viable 7 

claim?  And I have to say under the wiretap act, I 8 

think they do, based on the allegations of the 9 

complaint.  I recognize you disagree.  I recognize 10 

that.  But I’m bound by what the allegations of the 11 

complaint are in a motion to dismiss.  And it seems 12 

to me that they do, they state a viable claim under 13 

the wiretap act.  Whether that claim will succeed or 14 

not is a completely different matter.  But I’m -- 15 

 MR. MELODIA:  Understood, your Honor, but -- 16 

 THE COURT:  -- yes? 17 

 MR. MELODIA:  -- the Court respectfully does not 18 

need to take as true the secrecy allegation when the 19 

secrecy is how the internet works across the entire 20 

internet.  Logically, just realistically, 21 

sociologically, technically, there is no secret here. 22 

This is all public information that anybody who is 23 

using the internet ought to know and is charged with 24 

knowing.  And our law all the time charges people 25 
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with knowing things they may or may not actually in 1 

fact know, but that doesn’t make it secret and that 2 

doesn’t make it improper.  And even the “Pharmatrak” 3 

case, your Honor, which is the one case they can 4 

point to that applies to in the Federal Wiretap Act 5 

context apply, you know, these types of statutes to 6 

facts that are somewhat similar in the sense that 7 

they’re happening on a website and they involve 8 

deflection of information.  But they’re still 9 

different.  I mean “Pharmatrak”, it was an anonymous 10 

party.  There was absolutely no disclosure whatsoever 11 

of a PII being collected.  PII being collected was 12 

name, and address, and gender, and insurance 13 

information, and medical conditions and medications. 14 

And in there -- and this is the case, the main case 15 

the plaintiffs rely upon your Honor for their wiretap 16 

act theory.  In that case the court did not decide 17 

this timing issues as Mr. Barnes calls it on this -- 18 

and what I think of as separate communications, they 19 

didn’t resolve the timing issue.  They in fact 20 

explicitly reserved the timing issue and said the 21 

facts here do not require us to enter the debate over 22 

the existence of a real time requirement.  And why 23 

was that?  Because they found a simultaneous 24 

communication, which we don’t have here, and an 25 
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identical communication, which we -- I showed on the 1 

screen, we don’t have here.  So “Pharmatrak” really 2 

doesn’t get them where they need to go.  Nor does the 3 

“Facebook” case out of the ninth circuit.  I mean 4 

that case only -- 5 

 THE COURT:  Again -- again, Mr. Melodia, I don’t 6 

see any simultaneous or contemporaneous requirement 7 

in the Massachusetts Wiretap Act.  I don’t see it.  8 

Am I missing something?  Is it there?  Have I just 9 

overlooked it? 10 

 MR. MELODIA:  -- well I think it doesn’t say the 11 

word “simultaneous”, your Honor, that is true.  12 

However, what it does say is a third party needs to 13 

have heard or recorded a communication.  And that 14 

didn’t happen here.  As alleged, it didn’t happen 15 

here.  There was no recording, secret or otherwise.  16 

And there was no hearing, secret or otherwise by 17 

Facebook, or Google, or any third party to 18 

communication number one, the get communication, as 19 

pled by Mr. Barnes in the complaint and as is 20 

obviously found in the Smith affidavit repeatedly.   21 

 THE COURT:  Okay.  Let me pause for a moment -- 22 

 MR. MELODIA:  So that’s my point.   23 

 THE COURT:  -- Mr. Melodia.  I’m going to ask you 24 

to pause there.  I’m going go through these claims 25 
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one at a time. 1 

 Mr. Barnes, briefly what do you have to say in 2 

response to Mr. Melodia’s point that it’s not the 3 

same communication? 4 

 MR. BARNES:  Well, your Honor, if you have Mr. 5 

Smith’s declaration -- well, do you have the 6 

complaint in front of you? 7 

 THE COURT:  I do.  The amended complaint, yes. 8 

 MR. BARNES:  Right.  If you go to paragraphs 103 9 

and 104, they are on pages 24 and 25.  Mr. Melodia 10 

says -- 11 

 THE COURT:  I have them. 12 

 MR. BARNES:  -- Mr. Melodia says there are two 13 

separate communications here.  And I want to provide 14 

just one example from the complaint to show that 15 

there are not two separate communications.  Your 16 

Honor has it right.  The Massachusetts law makes no 17 

distinction that the federal law does.  But if you 18 

look at paragraph 103 there is the button up there at 19 

the top right screen in the screenshot that says 20 

“enroll or sign in to patient gateway.”? 21 

 THE COURT:  Yes. 22 

 MR. BARNES:  Okay.  When a patient clicks that 23 

button what happens is that’s the patient’s 24 

communication.  That is the patient’s sole 25 
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communication to Mass General Hospital in that 1 

example.  It starts a transmission of data and 2 

exchange of content between Mass General and the 3 

patient’s web browser.  But immediately upon clicking 4 

that button the source code Mass General puts on its 5 

website redirects the content, the precise content of 6 

that button click to Facebook.  And that’s shown in 7 

paragraph 104.  You see -- 8 

 THE COURT:  I see. 9 

 MR. BARNES:  -- at the top of the graph where it 10 

says “EV subscribe button click”, and then it says 11 

“button text enroll or sign in to patient gateway.”  12 

That’s not a -- the patient did nothing else to send 13 

that data to Facebook.  That’s entirely the result of 14 

the source code that Mass General put on its web 15 

property.  And the same is true of every other 16 

communication we’re talking about in this case.  As 17 

it relates to the Facebook tracking pixel, your 18 

Honor, this piece of source code is set up in a way 19 

that Facebook actually gets the content of the 20 

communication in most circumstances before Mass 21 

General even receives it.  And the reason for that is 22 

Facebook wants to make sure that it gets it. 23 

 I also heard Mr. Melodia say that this is only 24 

because the plaintiff’s web browsers are configured  25 
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-- they had to choose to let this happen.  First of 1 

all the default setting out of the box, this happens 2 

in the default setting out of the box. 3 

 Second of all, I believe we’ve alleged in the 4 

complaint -- I don’t have the particular paragraph, 5 

we’ve alleged the deployment of what’s called cookies 6 

syncing technology.  And what cookie syncing 7 

technology means is that even if a user tried to 8 

block Facebook’s cookies and tracking on a website 9 

like MGH, it happened anyway because of this cookie 10 

syncing.  They’ve hacked -- they’ve figured out a way 11 

to hack their way around the browser settings that 12 

would block this tracking behavior.   13 

 So there is no separate communication of the 14 

patient.  And the Massachusetts Wiretap Act is set up 15 

to protect the communications of people, not of the 16 

redirections caused by intercepting devices. 17 

 What Mr. Melodia is essentially asking this Court 18 

to do is repeal the wiretap act.  Because if you 19 

think even in the context of a traditional wiretap 20 

act, right, where there’s a bug on a telephone, a bug 21 

on a telephone results in the content of that 22 

communication being delivered to the recording 23 

interceptor along a separate path from the 24 

communication between the victim’s phone and the 25 
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person they’re speaking with’s phone.  The bug sends 1 

it this way.  And that’s exactly what this Facebook 2 

source code does.  That’s why they’re called web 3 

bugs, your Honor. 4 

 THE COURT:  Got it.  All right, I think I’ve got 5 

it Mr. Barnes.  Thank you, sir. 6 

 So Mr. Melodia, I think I’ve got this one, sir.  7 

I -- this is a motion to dismiss.  I’m going to deny 8 

the motion to dismiss with respect to the wiretap 9 

claim.  Again, a different matter whether that claim 10 

ultimately succeeds, but on a motion to dismiss I’ve 11 

got to -- I have to deny the motion with respect to  12 

-- that’s Count One.   13 

 We talked briefly about the invasion of privacy 14 

claim.  That’s statutory as well.  “Has to be an 15 

unreasonable, substantial or serious interference 16 

with privacy, and whether the intrusion is 17 

unreasonable, substantial or serious presents a 18 

question of fact.”  That’s the “Polay” case from the 19 

SJC back in 2014.  And again when I look at the 20 

allegations of a complaint of what the plaintiff 21 

allege is that the defendants are disclosing 22 

confidential patient medical information to third 23 

parties, including information about their medical 24 

condition.  Here’s what -- okay, you can -- I’ll 25 
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listen to you in a moment Mr. Melodia, but here’s 1 

what I saw in the complaint.  And if I’m misreading 2 

it you can point it out to me.  But what I see in the 3 

complaint is plaintiffs allege that the defendants 4 

are disclosing confidential patient medical 5 

information to third parties, like Facebook and 6 

Google, that the information includes information 7 

about the patient’s medical condition and diagnoses, 8 

and interest in particular specialists.  For example 9 

what we just discussed, the perhaps a patient’s 10 

interest in a breast cancer specialist.  And that 11 

they’re doing it in a way that allows the third 12 

parties like Facebook to correlate that information 13 

and identify the particular user. 14 

 So again, you say that’s not an unreasonable, or 15 

substantial or serious invasion of the privacy of 16 

those people.  I am not sure I see it that way. 17 

 MR. MELODIA:  Well, your Honor, I would never say 18 

that the disclosure of an individual’s personally 19 

identifiable health information was not serious and 20 

substantial.  The hospitals completely understand 21 

that.  I understand that.  Nobody is disputing that. 22 

But that’s not what’s happening.  Not because -- 23 

 THE COURT:  But pause one moment.  What’s 24 

happening is a different animal. 25 
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 MR. MELODIA:  Okay. 1 

 THE COURT:  So that’s the point I’m trying to get 2 

across here -- 3 

 MR. MELODIA:  I get it. 4 

 THE COURT:  -- is there’s a huge dispute between 5 

these parties with respect to how this technology 6 

actually works and what’s being transmitted.  I got 7 

that.  I understand that.  But my point is simply 8 

I’ve got a motion to dismiss.  So what I have to do 9 

is I have to accept plaintiff’s version which is no, 10 

it is happening, it is happening.  That’s what 11 

plaintiffs allege.  And in those circumstances if it 12 

is happening isn’t that an invasion of privacy? 13 

 MR. MELODIA:  Well if a true medical condition of 14 

an identified individual were being transmitted to 15 

Facebook and Google from our website that would be 16 

actionable, that would be an invasion of privacy, 17 

that would be substantial and serious.  But that’s 18 

not what really is alleged.  They use the word 19 

medical conditions, but what they’re talking about is 20 

searches, and URLs and search terms on a public 21 

website like these hospitals.  And that is not 22 

actionable.  That is not PHI.  That is not covered by 23 

HIPAA.  That is no way protected health information. 24 

PHI is defined by the law.  It’s also not even 25 
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personal information as defined by Massachusetts law. 1 

 THE COURT:  If a patient has -- 2 

 MR. MELODIA:  And -- 3 

 THE COURT:  -- has breast cancer for example.  4 

Again, obviously something that can be deeply 5 

disturbing to that patient for good reason -- 6 

 MR. MELODIA:  -- certainly. 7 

 THE COURT:  -- there’s something that they do not 8 

wish to disclose publicly.  They get on the MGH 9 

website and start cruising the MGH website for 10 

information about breast cancer and about breast 11 

cancer specialists.  Maybe they’re looking at Dana-12 

Farber.  I don’t know.  But they’re looking on your 13 

defendant’s websites for information that will help 14 

inform them about, you know, their diagnosis, about 15 

what alternative treatment alternatives exist, who 16 

their treatment, you know, provider should be.  All 17 

of that information seems to me that can be, very 18 

possibly is, confidential information, confidential 19 

patient information.  That patient doesn’t want other 20 

people to know that the looking for information about 21 

breast cancer diagnosis, and treatment and potential 22 

providers.  But that’s the kind of information that 23 

plaintiff say is shared with Facebook and that 24 

Facebook can then trace back and say we know that 25 
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this particular Facebook user is looking for a breast 1 

cancer specialist.  That’s what they allege.  And I 2 

don’t -- again, I don’t think I’ve got the 3 

allegations wrong.  That’s -- whether again that’s 4 

true in the real world is not a matter for me to 5 

resolve today.  But that’s what they allege.  Isn’t 6 

that enough to support a claim for invasion of 7 

privacy under Mass law? 8 

 MR. MELODIA:  Not to an unidentified individual, 9 

your Honor.  They may be a patient in the same way 10 

again that somebody may be a client going onto a law 11 

firm website, but they are not a patient on a public 12 

website with disclosures telling them that cookies 13 

are being used and tracking is happening.  Not to 14 

mention the disclosures that they agreed to which 15 

Facebook and Google when they became users of those 16 

products to begin with.  So no, your Honor, somebody 17 

-- whether they’re a patient or not, that visits a 18 

general website -- they could be on Google.com, they 19 

could be on WebMD, they could be anywhere doing that 20 

search, and if their information went to Facebook and 21 

Google from any of those websites, it is not the 22 

website operator’s business whether that operator is 23 

a hospital or anybody else; Google, or WebMD, or 24 

anybody else, to know that that person’s a patient.  25 
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In fact, the hospitals don’t know.  And they don’t 1 

try to know in any way who a device ID represents, 2 

because as I mentioned at the outset, a device ID 3 

could represent -- I’m sorry, not a device ID, an IP 4 

address, can represent any number of people, any 5 

number of devices.  And it doesn’t tell us that that 6 

person is a patient doing a search on their 7 

condition.  That is not what personal health 8 

information is, protected health information is.  It 9 

has to be identifiable to an individual.  And that’s 10 

not, because all you’re doing is a search on a public 11 

website from a certain IP address that can change 12 

over time, can change that day.  And it could be you, 13 

it could be somebody doing medical research for a 14 

friend or a family member, it could be somebody doing 15 

a term paper in eighth grade or in medical school.  16 

It could be a competing research facility that wants 17 

to know what’s going on at Dana-Farber because they 18 

just won, you know, a Nobel Prize in that particular 19 

area, and so let’s find out more about the research. 20 

That does not signify patient status. 21 

 And importantly, this idea -- I want to go back 22 

to paragraph one of three that Mr. Barnes was 23 

highlighting.  That’s a really important paragraph in 24 

the complaint because that shows us the page from 25 
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which the Court seems concerned that there could be a 1 

direct portal into actual patient records and the 2 

types of HIPAA protected information that does 3 

deserve full protection and is subject to HIPAA, and 4 

is subject to the notice of privacy practice; NPP 5 

that is prominently displayed as it is required to be 6 

by federal law on the website.  Not because there’s 7 

PHI on the website, but because that notice has to be 8 

disclosed on a website in the same way for example 9 

that you put a notice of a federal employment law 10 

like a parental leave policy.  You put that on the 11 

bulletin board of the employer.  That doesn’t mean 12 

that everybody who walks by the parental leave policy 13 

becomes a parent and has a right to all of a sudden 14 

get leave and get paid for leave.  It doesn’t create 15 

a new right, nor does the NPP create rights or 16 

signify that there’s PHI or patient activity going on 17 

on these websites.  Instead these websites are about 18 

the services being offered in the appropriate places, 19 

in the protected places.  These hospitals know how to 20 

handle HIPAA.  And as your Honor pointed out in his 21 

paragraph 146 of the amended complaint makes really 22 

clear this is not about the patient gateway.  This is 23 

not about what’s behind a firewall.  Where you get if 24 

you log in with a user name, and credentials and a 25 
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password, that’s where you can make an appointment 1 

with a doctor.  That’s where you can communicate with 2 

a doctor.  That’s where your PHR or your pharmacy 3 

records are.  None of this that is going on on a 4 

public website is protectable.  And it’s certainly 5 

not a substantial and serious privacy concern.  If it 6 

is, then websites across the world -- not just for 7 

hospitals, because this basic principle would flow 8 

through to virtually every profession, every website 9 

dealing with any sort of information that if it were 10 

linked truly to an individual, an identifiable 11 

individual could be of concern.  But it’s not.  12 

That’s the entire reason to have a general website, 13 

and then a separate distinct URL which is the patient 14 

gateway.  Which I’m not sure whether that’s become 15 

clear enough yet that that is a separate URL -- 16 

 THE COURT:  No, it’s clear.   17 

 MR. MELODIA:  Okay.  I -- 18 

 THE COURT:  I promise you it’s clear.  And also  19 

-- I’ll also tell you I think at a macro level I 20 

agree with you I think that HIPAA is a bit of a red 21 

herring in this proceeding and in these arguments, 22 

okay?  I’m not persuaded that HIPAA really has much 23 

of a role to play in the analysis that I have to 24 

undertake.  But I’m taking it -- 25 
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 MR. MELODIA:  Well -- 1 

 THE COURT:  -- in a much more maybe mundane 2 

pragmatic level, which is I’ve got a complaint that 3 

alleges that take aside, ignore the patient portals, 4 

that patients who use the defendant’s website for 5 

other purposes, their own personal medical purposes, 6 

that that information is in fact being shared with 7 

third parties through the website.  And that -- we’ll 8 

get to -- at some point in time again I want -- we 9 

need to re-circle, circle back on the question of 10 

disclosure and consent, we’re going to get there.  11 

But I -- and that’s what I’ve got is alleged here. 12 

 So Mr. Melodia I’m going to ask you to pause for 13 

a second. 14 

 MR. MELODIA:  Mm-hm. 15 

 THE COURT:  Mr. Barnes, two minutes, anything you 16 

want to say on this -- we’re talking about invasion 17 

of privacy. 18 

 MR. BARNES:  Right, your Honor.  I think I want 19 

to answer that I think there is a question there in 20 

HIPAA’s role and the analysis.  We would agree that 21 

the Court doesn’t have to ultimately reach any HIPAA 22 

question here.  But HIPAA does play some role in the 23 

analysis.  And let me explain why.  And the first 24 

place I think to start is paragraph one where Mass 25 
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General’s chief marketing officer says the trust and 1 

confidence that you have in your -- 2 

 THE COURT:  This is the sacred language, the 3 

sacred language that if I -- I wish I could search 4 

your complaint for sacred, I think it would pop up a 5 

number of times.  Certainly plaintiff’s made good use 6 

of that language.  I got it. 7 

 MR. BARNES:  -- right.  And those are their 8 

words.   9 

 THE COURT:  Yes, I understand. 10 

 MR. BARNES:  And part of that is patients to a 11 

person understand -- they might not know the line and 12 

detail of the HIPAA statute and HIPAA regs, but 13 

they’ve got this idea that HIPAA protects their 14 

personally identifiable information from disclosure 15 

from their healthcare provider.  And that idea is 16 

furthered when they show up for their first 17 

appointment and it’s required by law that the HIPAA 18 

notice is provided to them.  And as you noted in the 19 

previous hearing, that HIPAA notice says we never 20 

share your personal information for marketing 21 

purposes without your written authorization.  And 22 

“never” is in italics.  And so any time that a 23 

patient goes to these web properties they go to -- 24 

they go there with the -- they’re bringing with them 25 
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this baggage so to speak, this trust and confidence 1 

that their healthcare provider is not like 2 

Zappos.com.  They’re not buying shoes here, Judge, 3 

they’re talking to their healthcare provider.  Okay? 4 

And so that colors every other disclosure that there 5 

may or may not have.  And I want to -- we can get 6 

further into those disclosures later but that colors 7 

everything. 8 

 In addition to that Mr. Melodia keeps talking 9 

about public websites, oh, and basically making the 10 

argument I think that there is no privacy on public 11 

websites on the internet.  Well, your Honor, the 12 

“Pharmatrak” case called that argument frivolous.  13 

Not my words.  That’s the first circuit’s words to 14 

the argument that hey if you go on the internet you 15 

need to be wary. 16 

 The second thing is that didn’t prevent the court 17 

in “Medstar” -- “Doe versus Medstar” from finding a 18 

claim, or “Doe versus Virginia Mason”, or the “Google 19 

Cookie” case that I happened to argue, or the 20 

“Nickelodeon” case that I happened to be counsel for 21 

the plaintiffs on, or “Weld versus -- well, “Weld 22 

versus CVS” was not an internet privacy case, or the 23 

Facebook” internet case that the ninth circuit said 24 

was actionable on which I represented the plaintiffs. 25 
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This is squarely in the line of those cases.  If 1 

anything, the conduct of the defendants here are 2 

worse. 3 

 THE COURT:  Thank you. 4 

 MR. MELODIA:  Your Honor, may I respond? 5 

 THE COURT:  Mr. Melodia, one minute, I’ll give 6 

you one minute to respond.  But then we’re going to 7 

keep moving. 8 

 MR. MELODIA:  It’s absurd to say that the conduct 9 

here was worse.  The whole idea of the “Google” case 10 

in the third circuit, the “Nickelodeon” case in the 11 

third circuit, and the “Pharmatrak” decision is 12 

outright deception by the plaintiff -- by the 13 

defendants against the plaintiffs, the active 14 

hoarding of their efforts to protect their privacy 15 

and active deception; saying one thing and doing 16 

another.  The only thing that plaintiffs can come up 17 

with to try to create the impression of that here is 18 

by tying us to a promise in the NPP which only 19 

applies, according to OCR, when you have PHI.  So if 20 

your Honor is true to his words -- 21 

 THE COURT:  Believe me -- pause for a moment Mr. 22 

Melodia.  I’ve got it.  There’s always a certain 23 

level of hyperbole in these arguments.  Okay?  And so 24 

I’ve got it.  I heard what Mr. Barnes had to say.  25 
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 Here’s what we’re going to do.  I’m denying the 1 

motion to dismiss with respect to the invasion of 2 

privacy claim.  Folks, that’s a very ambiguous right 3 

in Massachusetts, but it seems to extend to 4 

confidential medical information.  And the 5 

allegations of the complaint are that patient’s 6 

confidential medical information is being shared 7 

probably without their knowledge or understanding 8 

with third parties.  That it seems to me that at 9 

least states a viable claim for invasion of right of 10 

privacy under Massachusetts law.  So I’m going to 11 

deny it. 12 

 We’ve got a breach of fiduciary duty claim.  13 

Here’s the -- I think we can deal with this one 14 

pretty quickly.  15 

 Mr. Melodia, I read the arguments.  Not a lot of 16 

ink was spilled on either side on this one.  But I 17 

did.  So I was interested to see actually the SJC has 18 

recognized a fiduciary obligation on the part of 19 

physicians not to disclose medical information.  They 20 

did that in the “Alberts versus Devine” case.  And 21 

the appeals court has picked up on that as well in 22 

the “Corper versus Weinstein” case.  So -- 23 

 MR. BARNES:  Yes. 24 

 THE COURT:  -- those cases seem to recognize yes 25 
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in Mass a physician could have a fiduciary obligation 1 

not to disclose -- or the opposite side, flip side of 2 

the coin is to maintain the confidentiality of a 3 

patient’s medical information.   4 

 So basically what we’ve got alleged here, it 5 

seems to me that it’s potentially -- potentially it’s 6 

a breach of fiduciary duty.  And it seems a little 7 

bit of an odd fit.  But those cases recognize a 8 

fiduciary obligation. 9 

 MR. MELODIA:  But we’re being -- no, that would 10 

be I think clear error to find that in this case.  11 

Because -- 12 

 THE COURT:  It wouldn’t be the first time, but go 13 

ahead. 14 

 MR. MELODIA:  -- no.  But this one -- clearer 15 

than most, your Honor, because of this reason.  Look, 16 

the -- if you take as a given that a physician can 17 

have such a personal fiduciary relationship with a 18 

patient in the same way that for example a priest 19 

might have with a parishioner like the “Petrelvy 20 

Reposi”(phonetic) case we’ve cited, case nine of our 21 

brief.  That’s fair enough, those are personal 22 

relationships.  I’m not contesting that.  I don’t 23 

think we ever contested that.  The point here is 24 

nobody has sued a physician.  We’ve sued hospital 25 
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systems and hospitals.  Fundamentally what the 1 

“Petrelvy Reposi” case stands for is that the church 2 

as an organization and the diocese is not the priest. 3 

Nor is the physician, the hospital or the hospital 4 

system.  There’s fundamentally a difference in a 5 

fiduciary -- 6 

 THE COURT:  So you’re argument essentially that 7 

an organization can’t owe a fiduciary obligation?  It 8 

has to be an individual obligation?  Am I 9 

characterizing -- 10 

 MR. MELODIA:  -- it has to -- 11 

 THE COURT:  -- correctly? 12 

 MR. MELODIA:  -- but I think there are times when 13 

you could have a sole proprietorship or something, 14 

your Honor, where there’s an organization technically 15 

speaking, but there is a personal relationship.  I’m 16 

not suggesting that it only has to do with how many 17 

people or the corporate form.  I’m having -- I’m 18 

talking about where the reality of the relationship 19 

rests, where the duty rests.  And the duty rests not 20 

with the hospital in terms of an individualized 21 

personal relationship with the plaintiff here, with 22 

the patient.  Rather it rests with the physician.  In 23 

the same way that -- 24 

 THE COURT:  Well pause, Mr. Melodia.  You’re 25 
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confusing me.  So are you saying for example that MGH 1 

doesn’t have any duty or obligation to its patients? 2 

 MR. MELODIA:  -- well -- 3 

 THE COURT:  You have MGH -- let me finish the 4 

question.  Does MGH, or Dana-Farber, or Brigham, have 5 

any duty as organizations not to disclose their 6 

patient’s confidential information?  Do they have a 7 

duty? 8 

 MR. MELODIA:  Yes, under HIPAA, absolutely, your 9 

Honor.  They have a -- 10 

 THE COURT:  You don’t think they have any common 11 

law duty?  So when the SJC talks about a physician’s 12 

obligation not to disclose confidential medical 13 

information of a patient again you don’t think that 14 

there’s a comparable duty on the part of the 15 

organizations as well? 16 

 MR. MELODIA:  -- I don’t think there’s a 17 

fiduciary duty, your Honor.  I think you could have a 18 

negligence claim, your Honor.  There could be a duty 19 

in the negligence sense.  So you could have a breach 20 

of a duty in the negligence claim potential.  But I 21 

can’t see -- I mean and of course if an institution 22 

says one thing and does another, you know, there’s a 23 

problem there.  But that’s not what we have here.  24 

We’re trying to impose a fiduciary duty.  And that is 25 
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different in the law than other types of duties, 1 

including duty in the negligence sense.  So I’m not 2 

suggesting in any way that any of these hospitals 3 

don’t fully understand and meet their obligations for 4 

privacy.  But these are highly regulated 5 

institutions.  And HIPAA does (inaudible -- 6 

indecipherable at 2:57:51) how they approach these 7 

issues.  So to sort of suggest that HIPPA defines the 8 

expectation as Mr. Barnes would have it, of everybody 9 

walking in the door, and yet HIPAA doesn’t really 10 

technically have to apply and we don’t really have to 11 

find that PHI is present (inaudible -- indecipherable 12 

at 2:58:10).  That’s disingenuous.  So I think here 13 

there is no case law that extends anything in terms 14 

of a fiduciary duty to institutions in the (inaudible 15 

-- indecipherable at 2:58:23) of hospitals here.  16 

 THE COURT:  Got it.  All right. 17 

 MR. MELODIA:  And I think it would be a mistake. 18 

 THE COURT:  Mr. Barnes, he says institutions, 19 

that the duty that’s been recognized by the Supreme 20 

Judicial Court and the Mass Appeals Court doesn’t 21 

extend to the institutions, it’s personal to the 22 

physicians.  What do you say? 23 

 MR. BARNES:  Can you hear me, your Honor? 24 

 THE COURT:  I can hear you, sir. 25 
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 MR. BARNES:  Okay.  Sorry.  I got -- the 1 

technology got mixed up here.  Well we disagree, your 2 

Honor.  I don’t think that should surprise you, for a 3 

number of reasons.  First, the case “Doe versus 4 

Harbor Schools”, the Massachusetts -- the Supreme 5 

Judicial Court outlined that a fiduciary duty exists 6 

quote, “When one reposes faith, confidence and trust 7 

in another.”   8 

 Paragraph one -- to go back to it, the quote from 9 

Mass General’s own chief marketing officer was “The 10 

trust and confidence you place in your existing or 11 

potential healthcare provider is sacred.” 12 

 That fits the Massachusetts test and we’re there. 13 

 The “CVS” case found a breach of fiduciary duty 14 

of the first go-around.  That’s a corporate entity.  15 

And I think the “Alberts versus Devine”, which you 16 

mentioned your Honor, that court -- the court clearly 17 

said just because a certain fact pattern hasn’t come 18 

before us before doesn’t mean the common law doesn’t 19 

recognize a cause of action in that fact pattern.  20 

And it’s not a far stretch.  And it’s interesting 21 

because the remedy for a dismissal for failure to 22 

name the corporate entity is to bring in every doctor 23 

at all of these hospitals as defendants in this case, 24 

which would be somewhat unwieldy and we don’t really 25 
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think that’s the thing to do because the corporate 1 

entities were the ones making the decision to put 2 

this source code on these web pages. 3 

 And your Honor, there’s one thing I’d like to -- 4 

Mr. Melodia said -- seemed to suggest we were making 5 

the argument that HIPPA defines the expectations.  I 6 

think that’s the opposite of the argument I made.  7 

It’s that HIPAA colors the expectations.  And I’d 8 

like to give you an example as it relates to this 9 

breach of fiduciary claim. 10 

 THE COURT:  Yes. 11 

 MR. BARNES:  Okay?  If an oncologist clinic took 12 

down the phone numbers of everyone who called the 13 

public phone line for that clinic and some basic 14 

notes on the topics of what the caller discussed, and 15 

at the end of the day they bundled all of that up and 16 

they sent it off to a third-party marketing firm and 17 

said hey, we want to advertise to these people to 18 

potentially come in for treatment at our clinic, 19 

would that be a breach of fiduciary duty for that 20 

subset of callers who were patients?  I think there 21 

is no doubt that it would be.  But we also know that 22 

there would likely be some pharmaceutical drug reps 23 

who had called.  There may be some random advertising 24 

people who had called.  There may be other doctors 25 
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who had called, who would have been in that batch of 1 

phone numbers that was sent to the third-party 2 

marketing company.  But the fact that those positives 3 

might exist in the data does not negate the 4 

hospital’s duty to its patients.  It can’t just give 5 

patient information away.  And the other thing, your 6 

Honor that’s relating to this is it’s not just the 7 

enroll or sign in to the patient portal click that 8 

attaches patient status to a person at the primary 9 

website, it’s also all kinds of other things, like 10 

when they look up to request an appointment, when 11 

they look up at Dana-Farber to get a second opinion. 12 

Those examples are in our complaint.  And we 13 

specifically pled that our clients -- and you stated 14 

this earlier, we specifically pled that our clients 15 

used that sign in button to get where they were 16 

going, which attaches patient status to them.  It’s 17 

as if they called the phone line and the phone number 18 

said hey, press one if you’re a patient -- 19 

 THE COURT:  I’m not sure I -- 20 

 MR. BARNES:  -- and you press one. 21 

 THE COURT:  -- I agree with you on that point Mr. 22 

Barnes.  But okay, I think I’ve got it. 23 

 So here’s what I’m going to do with respect to 24 

this claim.  Folks, I want to reserve -- I want to 25 
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take a look.  I want to take closer look at the point 1 

that Mr. Melodia raised.  Certainly again I agree 2 

with the Mass law definitely recognizes some sort of 3 

fiduciary obligation.  And it’s kind of interesting. 4 

You read -- I read the “Alberts” case earlier.  You 5 

can see sort of the SJC wrestling with the notion of 6 

there is this obligation and how they’re going to 7 

characterize it.  Ultimately they say it’s a 8 

fiduciary obligation.  I can’t say they look like 9 

they’re entirely comfortable with that.  But I -- but 10 

that’s what they hold.  I need to go back and take a 11 

look, and see whether that would extend to the 12 

organization as well.  So I’m going to defer on that 13 

one. 14 

 That leaves the 93A claim.  Let me jump on that 15 

one.   16 

 So Mr. Barnes, front and center, you have on that 17 

one, 93A.  So the SJC has held -- let me pull it up, 18 

they held in the “Linkage Corp versus Trustees of 19 

Boston” case, “That in most circumstances a 20 

charitable institution will not be engaged in trade 21 

or commerce when it undertakes activities in 22 

furtherance of its core mission.” 23 

 So you have to agree with me Mr. Barnes that 24 

these websites definitely are part of the core 25 
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mission of these institutions.   1 

 MR. BARNES:  Well I -- accept that the reason for 2 

the -- for the use of these marketing tools is to 3 

increase revenue, gain more patients -- 4 

 THE COURT:  I saw that. 5 

 MR. BARNES:  -- your Honor. 6 

 THE COURT:  But that’s not what we’re talking 7 

about here.  We’re talking about the relationship, 8 

the interaction between these organizations and the 9 

patients, your clients.  So your patients, they’re 10 

going to this website, they’re going to these 11 

websites because they’re looking for healthcare 12 

information.  Part of what these defendants provide. 13 

That’s their core mission is to provide healthcare to 14 

people who need it.  And so it’s a little difficult 15 

to say that really anything that goes on at these 16 

websites is trade or commerce when it’s part of the 17 

core.  It’s the core mission of these not-for-profit 18 

healthcare institutions.  And I’ll hear you, but I’m 19 

wrestling with it.  I don’t see how you can see it 20 

any other way. 21 

 MR. BARNES:  Well, thank you for that warning, 22 

your Honor.  And I --  23 

 THE COURT:  Laughing.  Go for it.  Go for it.  24 

You know, it’s never caused people to hold back in 25 
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the past.  Go for it. 1 

 MR. BARNES:  -- okay.  So your Honor, I think 2 

that the Massachusetts Consumer Protection Act is out 3 

there to -- it’s not just to protect consumers, it’s 4 

to protect businesses engaged in commerce from unfair 5 

methods or practice in their business.  6 

 There is no doubt that these hospitals compete 7 

against other institutions that are not nonprofit 8 

institutions; that are for-profit institutions.  And 9 

that -- 10 

 THE COURT:  But you’re not pursuing a claim on 11 

behalf of other institutions against these hospitals. 12 

You’ve got individuals.  So if anything, this is a 13 

Section 9 claim, 93A, Section 9.  It’s not business 14 

to business. 15 

 MR. BARNES:  -- correct.  And I want to connect 16 

the dots to why it involves commerce.  It’s because 17 

it involves competition for the dollars that are 18 

attached to those consumer patients that it involves 19 

commerce.  And in -- first of all we have alleged it, 20 

but in addition to that I think the opposition papers 21 

on the motion for preliminary injunction it’s 22 

conceded that this was to increase patient volume to 23 

-- it’s a marketing effort.  That’s what these tools 24 

are, they’re marketing efforts.  Maybe it would be 25 
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more appropriate to -- do you want me to talk about  1 

-- we’ve got a couple documents in discovery that 2 

we’re going to provide for the Court relating to the 3 

motion for preliminary injunction that I guess can 4 

wait, or if you want me to speak about them now, your 5 

Honor, I can. 6 

 THE COURT:  No, well actually, let’s stay on -- 7 

if you don’t mind just stay on this point for the 8 

moment, which again is what we’re talking about are 9 

the websites.  That’s the core. 10 

 MR. BARNES:  Yes.  That --  11 

 THE COURT:  That’s the core of the complaint, is 12 

what happens on the websites.  And again it seemed -- 13 

I don’t think you actually -- with all due respect, I 14 

don’t think you answered the question which is the 15 

website -- 16 

 MR. BARNES: -- well, I wanted -- 17 

 THE COURT:  -- the websites -- 18 

 MR. BARNES:  -- what -- 19 

 THE COURT:  -- seem to be again to be front and 20 

center even these days.  There are probably more 21 

people interact with these institutions via their 22 

websites than in person I’m guessing.  But in any 23 

event, that the websites are part and parcel of what 24 

these folks deliver which is healthcare, healthcare 25 
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advice and it’s part of -- when you look at it that 1 

way you can’t characterize it I don’t think fairly as 2 

anything other than part of the core mission. 3 

 So Mr. Barnes, you want to take another crack at 4 

it? 5 

 MR. BARNES:  Yes.  I think the Court should 6 

narrow in a little bit further.  It is about the 7 

websites.  It’s also about the deployment of these 8 

specific invisible marketing tools on those websites, 9 

and how those marketing tools are used by the 10 

defendant to increase revenues by bringing more 11 

patients to their facilities to increase revenues.  12 

That’s the purpose of this, is to increase revenue.  13 

And our argument is look, when you have an entity 14 

engaged in commerce -- and they are engaged in 15 

commerce and they’re taking -- making an effort to 16 

increase their revenue that falls under the Chapter 17 

93A, Section 9. 18 

 THE COURT:  It seems to me -- I hear you Mr. 19 

Barnes.  What I think you’re saying though is you’re 20 

focusing on what you allege are the unfair or 21 

deceptive acts or practices.  But again, the context 22 

in which those purportedly arise is in the websites. 23 

 Mr. Melodia, do you want to say something on this 24 

point? 25 
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 MR. MELODIA:  Just a little bit, your Honor.  You 1 

know the case your Honor cited, the “Linkage” case 2 

from the Supreme Judicial Court was actually the case 3 

the plaintiffs cited.  There are two other cases; the 4 

“All Seasons Services” case against the “Boston” -- 5 

then called “Boston City Hospital” and the “Melrose 6 

Wakefield Hospital” case, both cited in our briefs.  7 

Those are cases that show where hospitals; 8 

nonprofits, were engaged in conduct that if a for-9 

profit were doing it could be something that makes 10 

money.  But that doesn’t mean, according to the 11 

Supreme Judicial Court, that automatically because 12 

one markets, or advertises or amplifies the message 13 

of these public charitable institutions that 14 

automatically that converts it to trade or commerce. 15 

So if there is no message that get out there, if 16 

there is ultimately no margin to the services 17 

offered, there is no mission, there is no public 18 

charity to be had because the organizations won’t 19 

exist very long.  20 

 So I think in addition to the point your Honor 21 

made even taking Mr. Barnes’ representations as, you 22 

know, part of what he’s after in this case, focusing 23 

on the advertising tool, that isn’t enough to convert 24 

this to trade or commerce under the case law from the 25 
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Supreme Judicial Court. 1 

 THE COURT:  Okay.  All right, Counsel.   2 

 Mr. Barnes -- 3 

 MR. BARNES:  Your Honor? 4 

 THE COURT:  -- yes, very briefly, sir.  Yes? 5 

 MR. BARNES:  Very briefly.  So I’d like to point 6 

out the defendant’s memorandum on page 13 7 

characterized what it’s doing here as quote, “routine 8 

commercial behavior.”  And the precise quote from 9 

Linkage Corp -- and it cites to a Planned Parenthood 10 

case is “That where an institution has inserted 11 

itself into the marketplace in a way that makes it 12 

only proper that it be subject to the rules of 13 

ethical behavior and fair play.”   14 

 And I think that language from the case lends 15 

itself to what I was speaking about earlier that the 16 

CPA is designed not just to protect consumers, but 17 

one of its purposes is to make sure there is ethical 18 

behavior and fair play in the marketplace.  And that 19 

means making sure that even nonprofit corporations 20 

when they’re engaged in revenue enhancing activities 21 

in the marketplace they’re subject to the CPA. 22 

 THE COURT:  That would be true for all sorts of 23 

activities it seems to me that not-for-profits would 24 

be engaged in.   25 
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 I’m going to dismiss Count Four.  Again, SJC has 1 

indicated that as a general matter 93A doesn’t apply 2 

when a charitable institution undertakes activities 3 

in furtherance of its core mission.  Again, I can’t 4 

describe these websites as anything other than part 5 

of these defendants’ core mission.  So maybe this is 6 

another instance of my clear error.  I don’t think 7 

so, but I’m going to run with it. 8 

 All right, let me address the motion for 9 

preliminary injunction.  Folks, I’m denying that 10 

motion.  And here’s why.  I read everything that was 11 

supplied to me in the aftermath of our last hearing 12 

of the various submissions; the written submissions, 13 

the affidavits, the further letters.  A preliminary 14 

injunction is prospective in nature.  And anyone who 15 

was alive and listened to or participated in our last 16 

hearing on this matter understood that I had very 17 

significant concerns that really revolve primarily 18 

around issues of notice and consent on the part of 19 

users of these websites.  And consent seems to me, if 20 

it exists, effectively moots all of the plaintiff’s 21 

claims.  So a lot of your fight here is going to be 22 

about consent, whether there is in fact consent.  By 23 

plaintiff’s own admission defendants already have 24 

gone a long way to solving the problem.  I know 25 
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that’s the same -- that’s the equivalent of the 1 

sacred language that you’re probably going to hear a 2 

lot about Mr. Barnes, but by including those cookie 3 

banners and other changes in their websites.  I mean 4 

I got on folks.  I looked at the cookie banners.  And 5 

I -- they’re also recited in the papers.  And I don’t 6 

-- I’m not required to say I think in the preliminary 7 

injunction context whether those changes are 8 

sufficient to eliminate all liability.  In fact it 9 

seems to me the cookie banners might make some 10 

reference to the fact that actually the institutions 11 

share some of the data that’s collected with third 12 

parties.  That could be referenced it seems to me in 13 

the cookie banners as well.  But I’m not -- it’s not 14 

up to me to dictate the language of the cookie 15 

banners.  But it does cause me to conclude that in 16 

light of those changes and in light of the 17 

prospective nature of a preliminary injunction that 18 

the defendants -- that the plaintiffs have not 19 

demonstrated a likelihood of success going forward. 20 

 And I’ll also mention that I think the changes 21 

that have been made significantly undermine 22 

plaintiff’s irreparable harm arguments because if the 23 

nondisclosure -- if nondisclosure of confidential 24 

information is of great importance to a user of those 25 
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websites then I suspect that they’ll click on those 1 

privacy notices that are presented to them in the 2 

cookie banner and that they will get a fairly good 3 

understanding of what is actually happening with 4 

their data and how it can be used. 5 

 And so it seems to me in those circumstances they 6 

have a means themselves, it’s available to them, to 7 

address any potential irreparable harm.   8 

 So I’m going to -- it seems that this is not a 9 

case right now that calls for a preliminary 10 

injunction.  I’m denying the motion for preliminary  11 

injunction for the reasons that I’ve stated. 12 

 Counsel, some of this case is going to survive.  13 

I have to get back to you with respect to the count 14 

for breach of fiduciary duty.  I’m going to do that 15 

quickly.  It’s not going to take me very long.  I’m 16 

going to do that research.  You should get my 17 

decision on that by next week.   18 

 We need to give you a next date in this case.  19 

All right.  It’s going to take -- regardless of how I 20 

rule with respect to the breach of fiduciary duty 21 

claim, some of the claims survive, which means that 22 

defendant’s going to need to respond and then I need 23 

to answer the amended complaint in this case. 24 

 Mr. Melodia, how long do you think it’s going to 25 
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take for your client’s to do that?    1 

 MR. MELODIA:  I’d ask if 30 days from your 2 

Honor’s ruling on the fiduciary duty? 3 

 THE COURT:  Yes, I’m going to give that to you 4 

next week.  So let’s just pick a date that works. 5 

 Mr. Barnes, 30 days, that sounds reasonable in 6 

the circumstances, do you agree? 7 

 MR. BARNES:  More than reasonable, your Honor. 8 

 THE COURT:  So let’s just say -- well, I’ll give 9 

you until the end of December.  That works.  So 10 

December 3lst, Mr. Melodia, you need to get your -- 11 

please if you would, get the answers on file, get 12 

those served. 13 

 Then let me give you -- see if I can set you up 14 

for a Rule 16 conference in this case say maybe later 15 

in January?  Does that work? 16 

 MR. MELODIA:  It does. 17 

 MR. BARNES:  Yes, your Honor. 18 

 THE COURT:  How’s the 26th look, or the 27th look 19 

Ms. Brooks? 20 

 MR. MELODIA:  We will make either work, your 21 

Honor. 22 

 THE COURT:  Are they problematic Mr. Barnes?  If 23 

those are problematic I can give you other dates.  24 

There’s no urgency to those dates? 25 
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 MR. BARNES:  I don’t believe so at this point in 1 

time.   2 

 THE COURT:  Maybe move it to the first week of 3 

February, is that better?  I want to give -- 4 

 MR. BARNES:  I’ve pulled up -- 5 

 THE COURT:  -- the parties are going to need to 6 

get together.  You’re going to get a Rule 16 order in 7 

this case which is going to require you to confer, 8 

come up with some -- a proposed agenda for Rule 16.  9 

I just want to leave you enough time in this case to 10 

do that. 11 

 MR. MELODIA:  The first week in February would 12 

work for me, your Honor if it works for Mr. Barnes. 13 

 THE COURT:  Mr. Barnes, you get to choose -- 14 

 MR. BARNES:  I’m sorry.  As soon as you give me  15 

-- it will -- tell me, I can look at my calendar, 16 

your Honor.  I’m -- it’s -- my computer is locking up 17 

a little bit here. 18 

 THE COURT:  All right. 19 

 MR. BARNES:  Hold on.   20 

 THE COURT:  That’s okay. 21 

 MR. BARNES:  Okay.  The -- 22 

 THE COURT:  Yes, this is going to be on Zoom, so 23 

no travel required. 24 

 MR. BARNES:  -- yes.  Okay.  Earlier in the week 25 
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is better for me, your Honor. 1 

 THE COURT:  All right.  How about the 2nd of 2 

February? 3 

 MR. MELODIA:  Groundhog Day, works, your Honor. 4 

 THE COURT:  Mr. Barnes, February 2nd, is that 5 

early enough? 6 

 MR. BARNES:  Yes, your Honor. 7 

 THE COURT:  All right.  Let’s do it 2:00 p.m. 8 

please on February 2nd is going to be your Rule 16 9 

conference.  Again, it will almost certainly be a 10 

Zoom folks, unless those vaccines are available in 11 

vending machines in the next eight weeks. 12 

 So with that, we’ll do it via Zoom on the 2nd.  13 

Again, you’re going to get a notice and an order from 14 

the court that tells you what needs to be done in 15 

advance of the Rule 16.  Please come with an agenda. 16 

And actually if you get that to the Court in advance 17 

that would be appreciated.   18 

 Also, we’ll invite you -- you’re going to need to 19 

work out some tracking order dates in this case, 20 

meaning discovery deadlines; things of that nature.  21 

I ask you in this first instance to confer.  We try 22 

to be pragmatic about that in this session which 23 

means we’re interested in your input and what you 24 

think works in this case.  So again I will give you 25 
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the dates that you propose but we’re very interested 1 

in what you think is reasonable in the circumstances. 2 

So please -- 3 

 MR. MELODIA:  Your Honor, we’ve been cooperating 4 

already on discovery, notwithstanding the pending 5 

motions.  So I suspect we’ll have no problem doing 6 

that. 7 

 THE COURT:  Good.  Okay.  So I’ll give you a new 8 

date for a next date for a Rule 16 conference on the 9 

2nd of February.  I will get you a decision on that 10 

one remaining count, which I think is Count Three; 11 

the breach of fiduciary duty count.  I want to take a 12 

look at the case law on that.  So you’ll get that by 13 

next week.  I’m not expecting to do anything 14 

elaborate folks, but I will give you an answer by 15 

next week.   16 

 Is there anything else that we can accomplish on 17 

this case today, Counsel?  No? 18 

 MR. MELODIA:  No, your Honor.  Thank you your 19 

Honor. 20 

 THE COURT:  Thank you. 21 

 MR. BARNES:  Thank you, your Honor. 22 

 THE COURT:  Stay well everyone. 23 

 MR. MELODIA:  Thank you.  You too.  Have a good 24 

weekend. 25 
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(Hearing ends at 3:18 p.m.)  1 
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21, 22, 25, 28, 
32, 33, 36, 40, 
47, 52, 55, 56, 
64 

Again -- 3, 15, 28, 
32, 35, 59, 64 

against 43, 54, 57 
agenda ----- 63, 64 
ago ------------ 17 
agree - 26, 39, 40, 
51, 52, 62 

agreed --------- 36 
ahead --- 8, 13, 45 
aid 16, 17, 20, 21 
aiding 14, 15, 16, 
17, 19, 22 

alive ---------- 59 
all -- 4, 5, 6, 21, 
24, 26, 31, 37, 
38, 49, 50, 54, 

55, 58, 59, 68 
All --- 4, 5, 6, 17, 
32, 35, 48, 57, 
58, 59, 61, 63, 
64 

allegation - 10, 16, 
17, 22, 25, 26 

allegations - 7, 12, 
15, 22, 26, 32, 
36, 44 

allege - 11, 23, 32, 
34, 36, 56 

alleged 10, 11, 14, 
16, 22, 28, 31, 
34, 40, 45, 54 

alleges ----- 16, 40 
allow - 8, 9, 17, 18 
allowing -------- 10 
allows ------ 18, 33 
almost ------ 15, 64 
along ------- 22, 31 
already - 9, 17, 23, 
59, 65 

also 6, 25, 30, 34, 
39, 50, 56, 60 

Also ------------ 64 
alternative ----- 35 
alternatives ---- 35 
Alton ------------ 2 
always ------- 7, 43 
am ------- 6, 33, 67 
Am ---------- 28, 46 
ambiguous ------- 44 
amended 6, 7, 8, 9, 
14, 15, 22, 29, 
38, 61 

among ------- 15, 22 
amplifies ------- 57 
an 6, 7, 9, 12, 14, 
15, 16, 19, 25, 
27, 32, 33, 34, 
36, 39, 42, 45, 
46, 47, 50, 56, 
58, 64, 65, 67 

An -------------- 19 
analogy ----- 21, 24 
analysis ---- 39, 40 
and - 3, 4, 5, 6, 7, 
8, 9, 10, 11, 
12, 13, 14, 15, 

16, 17, 18, 19, 
20, 21, 22, 23, 
24, 25, 26, 28, 
29, 30, 31, 32, 
33, 34, 35, 36, 
38, 39, 40, 41, 
42, 43, 46, 47, 
48, 49, 50, 51, 
52, 53, 55, 56, 
57, 58, 59, 61, 
64, 67, 68 

And 3, 4, 5, 6, 7, 
8, 9, 10, 12, 
13, 14, 15, 16, 
18, 20, 21, 22, 
24, 25, 26, 28, 
29, 30, 31, 32, 
34, 35, 36, 37, 
39, 40, 41, 43, 
44, 45, 46, 47, 
48, 49, 50, 51, 
52, 53, 54, 55, 
56, 58, 59, 60, 
61, 64 

animal --------- 33 
anonymous ------ 27 
another 15, 19, 22, 
43, 47, 49, 56, 
59 

answer - 40, 61, 65 
answered ------- 55 
answers -------- 62 
any 8, 17, 21, 28, 
36, 39, 40, 41, 
47, 48, 53, 55, 
61, 67 

anybody - 6, 9, 26, 
36 

anyone --------- 59 
anything 6, 13, 17, 
18, 40, 43, 48, 
53, 54, 56, 59, 
65 

anyway --------- 31 
anywhere ---- 9, 36 
apologize ------ 10 
app ------------ 20 
appeals -------- 44 
appearance ------ 3 
APPEARANCE ------ 1 
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APPEARANCES -- 1, 2 
applied -------- 20 
applies ---- 27, 43 
apply - 26, 27, 48, 
59, 68 

appointment 39, 41, 
51 

appreciate ------ 5 
appreciated ---- 64 
approach --- 20, 48 
appropriate 38, 55 
April ----------- 9 
are 4, 6, 7, 8, 9, 
12, 13, 15, 17, 
18, 20, 22, 23, 
24, 25, 26, 27, 
29, 30, 32, 36, 
38, 41, 43, 44, 
45, 46, 47, 48, 
51, 52, 54, 55, 
56, 57, 60, 61, 
62, 63, 64 

Are ------------ 62 
area ----------- 37 
argue ---------- 42 
arguing ------ 3, 4 
argument 4, 14, 22, 
25, 42, 46, 50, 
56 

arguments 4, 6, 15, 
16, 39, 43, 44, 
60 

arise ---------- 56 
around 10, 20, 23, 
24, 31, 59 

as - 2, 6, 7, 8, 9, 
11, 13, 14, 15, 
16, 19, 20, 21, 
22, 23, 26, 28, 
32, 35, 37, 38, 
41, 44, 45, 47, 
48, 49, 50, 51, 
52, 56, 57, 58, 
59, 60, 63 

As ----- 28, 30, 63 
aside ------ 16, 40 
ask 5, 28, 40, 62, 
64 

aske ------------ 5 
asked ----------- 5 

asking ---------- 31 
aspects ---------- 7 
assessment ------ 68 
ASSESSMENT ------ 68 
assume --- 7, 17, 24 
assuming -------- 17 
attached -------- 54 
attaches -------- 51 
attachments ------ 5 
attendance ------- 4 
attending -------- 4 
attention ------- 10 
attorney/client - 24 
audibly --------- 20 
audio ------- 67, 68 
Audio ------------ 1 
authorization --- 41 
automatically --- 57 
available -- 25, 61, 
64 

Avenue ----------- 2 
away ------------ 51 

B 

back - 5, 7, 10, 14, 
16, 22, 23, 32, 
35, 37, 40, 49, 
52, 53, 61, 68 

background ------ 68 
baggage --------- 42 
banner ---------- 61 
banners --------- 60 
barging --------- 10 
BARNES --- 3, 4, 17, 
29, 30, 40, 41, 
44, 48, 49, 50, 
51, 53, 54, 55, 
56, 58, 62, 63, 
64, 65 

based ------- 18, 26 
bases ----------- 15 
basic ------- 39, 50 
basically --- 42, 45 
batch ----------- 51 
be -- 3, 4, 6, 7, 8, 
9, 10, 12, 16, 
17, 19, 20, 23, 
24, 25, 32, 34, 
35, 36, 38, 42, 

45, 46, 47, 48, 
49, 50, 52, 54, 
55, 57, 58, 59, 
61, 63, 64 

became --------- 36 
because -- 7, 8, 9, 
12, 13, 14, 16, 
22, 24, 30, 31, 
33, 37, 45, 49, 
53, 54, 57, 60 

Because 22, 27, 31, 
45 

become ----- 23, 39 
becomes -------- 38 
been -- 20, 23, 24, 
48, 51, 60, 65 

before - 3, 13, 14, 
30, 49 

BEFORE ---------- 1 
begin ---------- 36 
beginning ------- 3 
behalf 3, 4, 24, 54 
behavior --- 31, 58 
behind --------- 38 
being - 23, 27, 31, 
34, 36, 38, 40, 
44, 45 

believe 19, 31, 63 
Believe -------- 43 
best ----------- 67 
better ----- 63, 64 
between 10, 16, 18, 
21, 30, 31, 34, 
53 

beyond --------- 18 
bios ----------- 24 
bit 39, 45, 56, 57, 
63 

block ------ 13, 31 
bone ----------- 14 
Boston 1, 2, 52, 57 
both - 5, 7, 18, 57 
bouncing ------- 24 
bound ------ 22, 26 
Box ------------- 2 
Braintree ------- 2 
breach - 6, 24, 44, 
45, 47, 49, 50, 
61, 65 

breast - 11, 33, 35 
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brief ---------- 45 
briefly 22, 29, 32, 
58 

briefs --------- 57 
Brigham ----- 2, 47 
bring ---------- 49 
bringing --- 41, 56 
broad ---------- 22 
Brooks --------- 62 
browser 8, 13, 18, 
30, 31 

browsers ------- 30 
bug ------------ 31 
bugs ----------- 32 
bulletin ------- 38 
bundled -------- 50 
business --- 36, 54 
businesses ----- 54 
but 4, 7, 8, 9, 10, 
11, 12, 15, 19, 
20, 23, 24, 25, 
26, 27, 32, 33, 
34, 36, 38, 41, 
44, 45, 46, 52, 
53, 54, 58, 59, 
60, 65 

But -- 3, 4, 6, 10, 
12, 13, 14, 15, 
16, 17, 18, 19, 
20, 25, 26, 27, 
29, 30, 33, 34, 
35, 39, 40, 43, 
44, 45, 47, 50, 
51, 52, 53, 54, 
55, 56, 57, 60 

button - 29, 30, 51 
buy ------------ 22 
buying --------- 42 
By ---------- 2, 59 

C 

C ------- 2, 67, 68 
calendar ------- 63 
call -------- 3, 10 
called 18, 21, 31, 
32, 42, 50, 57 

caller --------- 50 
callers -------- 50 
Calling --------- 3 

calls ------- 27, 61 
cameras ---------- 4 
can 3, 7, 8, 9, 10, 
11, 12, 14, 15, 
17, 20, 21, 23, 
24, 25, 27, 32, 
35, 37, 39, 42, 
43, 44, 45, 46, 
47, 48, 51, 52, 
53, 55, 56, 59, 
61, 62, 63, 65 

Can ------------- 48 
cancer -- 11, 33, 35 
cannot ------ 21, 68 
capability ------ 17 
case 3, 4, 6, 7, 8, 
9, 13, 14, 16, 
18, 23, 27, 30, 
32, 42, 43, 44, 
45, 48, 49, 52, 
57, 58, 61, 62, 
63, 64, 65 

CASE ------------ 68 
cases 7, 8, 15, 43, 
44, 45, 57 

Catuogno - 1, 67, 68 
cause ------- 49, 60 
caused ------ 31, 53 
CD -------------- 68 
Center ----------- 2 
certain - 37, 43, 49 
certainly -- 13, 35, 
39, 64 

Certainly --- 41, 52 
certificate ----- 68 
certify --------- 67 
change ---------- 37 
changes ------ 8, 60 
Chapter ----- 15, 56 
characterize 52, 56 
characterized --- 58 
characterizing -- 46 
charged --------- 26 
charges --------- 26 
charitable - 52, 57, 
59 

charity --------- 57 
Chelsea ---------- 4 
chief ------- 41, 49 
choice ---------- 10 

choose - 24, 31, 63 
Chris ----------- 4 
church --------- 46 
circle -- 5, 40, 68 
circuit 8, 28, 42, 
43 

circumstances - 25, 
30, 34, 52, 61, 
62, 65 

cite ------------ 8 
cited - 15, 22, 45, 
57 

cites ---------- 58 
claim -- 5, 11, 14, 
15, 24, 26, 32, 
36, 42, 44, 47, 
50, 51, 52, 54, 
61 

claims -- 6, 7, 14, 
15, 25, 28, 59, 
61 

class ---------- 14 
clear - 38, 39, 45, 
59 

clearer -------- 45 
clearly -------- 49 
click -- 30, 51, 61 
clicking 23, 24, 30 
clicks ----- 24, 29 
client 23, 24, 36, 
62 

clients ---- 51, 53 
clinic --------- 50 
closer --------- 52 
Clovitz --------- 4 
co ------------- 21 
code 20, 30, 32, 50 
coin ----------- 45 
colleague ------- 4 
colleagues ------ 4 
collected -- 27, 60 
colors ----- 42, 50 
com -------- 36, 42 
come -- 16, 43, 49, 
50, 63, 64 

comfort -------- 52 
comfortable ---- 52 
COMMENTS ------- 68 
commerce -- 52, 53, 
54, 56, 57 
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commercial ----- 58 
common ----- 47, 49 
Commonwealth 25, 68 
COMMONWEALTH ---- 1 
communicate ---- 39 
communicated --- 20 
communication - 16, 
17, 18, 19, 20, 
21, 25, 27, 28, 
29, 30, 31 

communications 14, 
16, 18, 20, 22, 
27, 29, 31 

companies ------ 21 
company -------- 51 
comparable ----- 47 
compete -------- 54 
competing ------ 37 
competition ---- 54 
complaint 6, 7, 8, 
9, 10, 13, 14, 
15, 18, 22, 26, 
28, 29, 31, 32, 
37, 40, 41, 44, 
51, 55, 61 

complaints ----- 15 
complete --- 19, 21 
Complete ------- 68 
completely - 26, 33 
completion ----- 21 
compliance ----- 67 
computer ------- 63 
conceded ------- 54 
concern ---- 12, 39 
concerned ------ 38 
concerns ------- 59 
conclude --- 11, 60 
conclusion ----- 23 
condition -- 8, 32, 
34, 37 

conditions - 27, 34 
conduct ---- 43, 57 
confer ----- 63, 64 
conference 62, 64, 
65 

confidence 41, 42, 
49 

confidential -- 12, 
25, 32, 35, 44, 
47, 60 

confidentiality - 45 
configured - 16, 18, 
30 

confuses -------- 10 
confusing ------- 47 
Conley ----- 1, 2, 3 
connect --------- 54 
connection ------- 9 
Conroy ----------- 2 
consent ----- 40, 59 
consider -------- 18 
considered ------- 9 
constitute ------ 26 
consumer -------- 54 
consumers --- 54, 58 
contacting ------ 24 
contemporaneous 17, 
28 

content - 21, 30, 31 
contents -------- 14 
contested ------- 45 
contesting ------ 45 
context 26, 27, 31, 
56, 60 

continue -------- 14 
continues ------- 21 
contract -------- 24 
convert --------- 57 
converts -------- 57 
conveyed ---- 11, 12 
cookie -- 31, 60, 61 
cookies - 9, 13, 18, 
19, 23, 31, 36 

coop ------------ 65 
cooperating ----- 65 
Coppola --------- 68 
copy ------------ 68 
core 8, 52, 53, 55, 
56, 59 

Corp -------- 52, 58 
corporate --- 46, 49 
corporations ---- 58 
correct ------ 5, 54 
Correct ------ 6, 11 
correctly ------- 46 
correlate ------- 33 
could -- 11, 36, 38, 
41, 45, 46, 47, 
57, 60 

Counsel -- 3, 5, 58, 

61, 65 
count --- 5, 61, 65 
Count - 14, 32, 59, 
65 

counts ------- 5, 6 
couple ----- 17, 55 
course 3, 4, 19, 47 
Court - 2, 3, 8, 9, 
13, 18, 23, 26, 
31, 38, 40, 48, 
49, 55, 56, 57, 
58, 64, 67 

COURT - 1, 3, 4, 6, 
10, 11, 13, 14, 
15, 16, 17, 18, 
19, 20, 22, 23, 
24, 26, 28, 29, 
30, 32, 33, 34, 
35, 39, 40, 41, 
43, 44, 45, 46, 
47, 48, 50, 51, 
53, 54, 55, 56, 
58, 62, 63, 64, 
65, 68 

Courtney -------- 4 
covered ---- 15, 34 
CPA ------------ 58 
crack ---------- 56 
create ----- 38, 43 
credentials ---- 38 
crime ---------- 25 
cruising --- 11, 35 
cut ------------- 6 
CVS -------- 42, 49 

D 

Dana 2, 35, 37, 47, 
51 

danger --------- 26 
data 30, 51, 60, 61 
date --- 61, 62, 65 
DATE ----------- 68 
dates ------ 62, 64 
day -------- 37, 50 
Day ------------ 64 
days --- 17, 55, 62 
deadlines ------ 64 
deal ------- 26, 44 
dealing 15, 22, 39 
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deals ---------- 13 
debate --------- 27 
December ------- 62 
deception --- 8, 43 
deceptive ------ 56 
decide --------- 27 
decision -- 43, 50, 
61, 65 

declaration ---- 29 
deemed --------- 25 
deeply --------- 35 
def ------------ 52 
default -------- 31 
Defendant ------- 1 
DEFENDANT ------- 1 
defendants -- 4, 6, 
11, 16, 19, 32, 
43, 49, 53, 59 

Defendants 1, 2, 14 
defense --------- 3 
defer ---------- 52 
defined ---- 19, 34 
defines 15, 48, 50 
definitely ----- 52 
definition ----- 20 
deflection ----- 27 
deliver -------- 55 
delivered ------ 31 
demonstrated --- 60 
demonstratives - 17 
deny ------- 32, 44 
denying 44, 59, 61 
deployment - 31, 56 
describe ------- 59 
described ------ 18 
describing ----- 22 
descriptive ---- 10 
deserve -------- 38 
designed --- 25, 58 
detail --------- 41 
determination --- 7 
device ----- 23, 37 
devices - 8, 31, 37 
Devine ----- 44, 49 
diagnoses ------ 33 
diagnosis -- 12, 35 
diagram -------- 18 
dictate -------- 60 
difference - 21, 46 
different - 21, 22, 

25, 26, 27, 32, 
33, 48 

difficult --- 10, 53 
diocese --------- 46 
Directive ------- 67 
disagree ---- 26, 49 
disclose --- 35, 44, 
45, 47 

disclosed --- 23, 38 
discloses -------- 9 
disclosing ------ 32 
disclosures - 36, 42 
discovery -- 55, 64, 
65 

discussed -- 15, 33, 
50 

discussion ------ 10 
disingenuous ---- 48 
dismiss --- 5, 7, 9, 
12, 18, 22, 25, 
26, 32, 34, 44, 
59 

dismissal ---- 6, 49 
displayed ------- 38 
dispute ----- 10, 34 
disputes -------- 12 
disputing ------- 33 
distinct ---- 18, 39 
distinction ----- 29 
disturbing ------ 35 
do - 5, 6, 8, 9, 10, 
11, 12, 13, 14, 
16, 17, 18, 19, 
23, 26, 27, 28, 
29, 31, 34, 35, 
37, 38, 40, 44, 
46, 47, 48, 49, 
51, 55, 56, 57, 
59, 61, 62, 63, 
64, 65, 67 

Do -------------- 47 
Docket ----------- 3 
DOCKET ---------- 68 
doctor -- 11, 39, 49 
doctors --------- 50 
documents ------- 55 
does 4, 17, 24, 26, 
28, 29, 32, 37, 
38, 40, 47, 51, 
60, 62 

Does --- 24, 47, 62 
doing -- 7, 33, 36, 
43, 57, 58, 65 

Doing ----------- 2 
dollars -------- 54 
Don ------------ 12 
done ------- 25, 64 
door ----------- 48 
dots ----------- 54 
doubt ------ 50, 54 
down ------- 11, 50 
drug ----------- 50 
due ------------ 55 
during ---------- 4 
duties --------- 48 
duty 6, 24, 44, 45, 
46, 47, 48, 49, 
50, 61, 62, 65 

E 

E -------------- 67 
each 6, 8, 10, 23, 
68 

earlier 51, 52, 58 
Earlier -------- 63 
early ---------- 64 
eavesdrop ------ 17 
eff ------------ 59 
effect ---------- 4 
effectively ---- 59 
effort ----- 54, 56 
efforts ---- 43, 54 
eight ---------- 64 
eighth --------- 37 
either - 20, 44, 62 
elaborate ------ 65 
eliminate ------ 60 
else 3, 6, 16, 17, 
30, 36, 65 

email ---------- 24 
employed ------- 67 
employer ------- 38 
employment ----- 38 
end -------- 50, 62 
ends ----------- 66 
engage --------- 14 
engaged 14, 52, 54, 
56, 57, 58 

engagement ----- 24 
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enhancing ------ 58 
enough - 4, 13, 36, 
39, 45, 57, 63, 
64 

enroll - 29, 30, 51 
enter ---------- 27 
entered --------- 3 
entire ----- 26, 39 
entirely 18, 30, 52 
entirety -------- 6 
entities ------- 50 
entity ----- 49, 56 
equivalent ----- 60 
Eric ------------ 3 
error ------ 45, 59 
Esquire ------ 1, 2 
ethical -------- 58 
even 8, 10, 13, 17, 
20, 27, 30, 31, 
34, 55, 57, 58 

event ---------- 55 
ever ------- 13, 45 
every -- 8, 22, 30, 
39, 42, 49, 68 

everybody -- 38, 48 
everyone 10, 50, 65 
everything - 42, 59 
exact ---------- 20 
exactly -------- 32 
example 11, 14, 19, 
24, 29, 30, 33, 
35, 38, 45, 47, 
50 

examples ------- 51 
exchange ------- 30 
Exhibits -------- 1 
exist -- 35, 51, 57 
existence ------ 27 
existing --- 11, 49 
exists - 25, 49, 59 
expectation ---- 48 
expectations --- 50 
expecting ------ 65 
expert ------ 9, 18 
explain -------- 40 
explicitly ----- 27 
extend - 44, 48, 52 
extends -------- 48 
extent --------- 18 

F 

F -------- 1, 67, 68 
face ------------- 9 
Facebook 8, 11, 12, 
13, 14, 16, 17, 
18, 19, 20, 21, 
22, 25, 28, 30, 
31, 32, 33, 34, 
35, 36, 42 

facilities ------ 56 
facility -------- 37 
fact 8, 12, 25, 27, 
32, 37, 40, 49, 
51, 59 

facts ----------- 27 
factual --- 7, 9, 22 
factually -------- 9 
failure --------- 49 
fair ----- 7, 45, 58 
fairly ------ 56, 61 
faith ----------- 49 
falls ----------- 56 
family ---------- 37 
far ------------- 49 
Farber -- 2, 35, 37, 
47, 51 

February 63, 64, 65 
federal ----- 29, 38 
feel ------------ 10 
feet ------------ 14 
few -------------- 8 
fiduciary --- 6, 44, 
45, 46, 47, 49, 
50, 52, 61, 62, 
65 

fight ----------- 59 
fighting ----- 5, 22 
figured --------- 31 
file ------------ 62 
financially ----- 67 
find 12, 37, 45, 48 
finding --------- 42 
finds ----------- 25 
fine ------------ 18 
finish ---------- 47 
finished -------- 17 
firewall -------- 38 
firm 23, 24, 36, 50 
firms ----------- 21 

first - 5, 6, 7, 8, 
9, 40, 41, 42, 
45, 49, 54, 63, 
64 

First ------ 31, 49 
fit ------------ 45 
fits ----------- 49 
flip ----------- 45 
flow ----------- 39 
flows ---------- 12 
focus ----------- 6 
focusing 16, 56, 57 
folks -- 5, 55, 60, 
64, 65 

Folks -- 44, 51, 59 
followed -------- 3 
football --- 17, 21 
For - 1, 2, 11, 33, 
68 

foregoing ------ 67 
form ------- 46, 68 
Format --------- 67 
forth ------- 7, 10 
forward ----- 6, 60 
found -- 27, 28, 49 
four ------------ 5 
Four ----------- 59 
fraud ---------- 24 
free ----------- 23 
friend --------- 37 
frivolous ------ 42 
from 1, 4, 5, 7, 8, 
9, 10, 21, 23, 
29, 31, 32, 34, 
36, 37, 41, 42, 
49, 54, 57, 58, 
62, 64 

front -- 29, 52, 55 
full ----------- 38 
fully ---------- 48 
fumble --------- 21 
fundamental -- 6, 7 
fundamentally -- 46 
further 42, 56, 59, 
67 

furtherance 52, 59 
furthered ------ 41 
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G 

gain ---- 7, 19, 53 
game ------------ 7 
gender --------- 27 
general 24, 25, 36, 
39, 59 

General 2, 30, 41, 
49 

generalized ---- 15 
get 10, 14, 17, 18, 
28, 34, 35, 38, 
40, 42, 51, 57, 
61, 62, 63, 64, 
65 

gets 11, 12, 21, 30 
getting ----- 6, 25 
give 6, 43, 50, 51, 
61, 62, 63, 64, 
65 

given ---- 8, 9, 45 
go 10, 11, 13, 14, 
18, 28, 29, 37, 
41, 42, 45, 49, 
52 

Go ------------- 53 
goes --- 24, 41, 53 
going 5, 6, 9, 16, 
17, 22, 23, 28, 
32, 36, 38, 40, 
43, 44, 51, 53, 
55, 59, 61, 62, 
63, 64 

gone -------- 5, 59 
good 35, 41, 61, 65 
Good ----- 3, 4, 65 
Google - 8, 13, 14, 
16, 21, 22, 23, 
28, 33, 34, 36, 
42, 43 

got 5, 10, 12, 22, 
25, 32, 34, 36, 
40, 41, 43, 44, 
45, 49, 51, 54, 
55, 60 

Got - 4, 19, 32, 48 
grade ---------- 37 
graph ---------- 30 
grave ---------- 26 
great ---------- 60 

Groundhog ------- 64 
guess ----------- 55 
guessing -------- 55 
guilty ---------- 13 

H 

h ------- 32, 42, 50 
hack ------------ 31 
hacked ---------- 31 
had - 8, 13, 31, 43, 
50, 57, 59 

Hammond --------- 67 
HAMPDEN ---------- 1 
handle ---------- 38 
happen ------ 28, 31 
happened 15, 31, 42 
happening -- 27, 33, 
34, 36, 61 

happens - 29, 31, 55 
happy ------------ 6 
harm -------- 60, 61 
has -- 3, 8, 11, 17, 
18, 20, 21, 23, 
25, 29, 35, 37, 
38, 39, 44, 45, 
46, 52, 58, 59 

Has ------------- 32 
hat --------- 23, 39 
have 5, 6, 7, 8, 9, 
10, 11, 12, 14, 
15, 16, 17, 22, 
23, 24, 25, 26, 
27, 28, 29, 31, 
32, 34, 39, 40, 
42, 43, 45, 46, 
47, 51, 52, 54, 
56, 59, 60, 61, 
65 

Have -------- 28, 65 
having ---------- 46 
he - 21, 37, 38, 48, 
57, 67, 68 

head ------------ 24 
health -- 9, 13, 33, 
34, 37 

healthcare - 21, 41, 
49, 53, 55 

hear 3, 15, 19, 20, 
48, 53, 56, 60 

heard - 20, 21, 28, 
30, 43 

hearing 3, 16, 17, 
19, 20, 28, 41, 
59, 67 

Hearing -------- 66 
HEARING BEFORE -- 1 
held -------- 8, 52 
help ------- 22, 35 
here 3, 4, 5, 7, 9, 
10, 15, 18, 20, 
21, 22, 23, 24, 
26, 28, 29, 33, 
34, 40, 42, 43, 
45, 46, 47, 49, 
51, 53, 58, 59, 
63 

Here ------- 32, 44 
hereby --------- 67 
herring -------- 39 
hey ---- 32, 42, 50 
highlight ------- 6 
highlighting --- 37 
highly --------- 48 
him ------------- 4 
himself --------- 4 
HIPAA - 13, 34, 38, 
39, 40, 41, 47, 
48, 50 

HIPPA ------ 48, 50 
his ----- 3, 38, 43 
hoarding ------- 43 
hold ------- 52, 53 
Hold ----------- 63 
Holland ------ 2, 4 
Hollywood ------- 4 
Honor - 3, 4, 6, 7, 
9, 12, 13, 15, 
16, 17, 18, 20, 
21, 22, 23, 26, 
27, 28, 29, 30, 
32, 33, 36, 38, 
40, 42, 43, 45, 
46, 47, 48, 49, 
50, 51, 53, 54, 
55, 57, 58, 62, 
63, 64, 65 

HONORABLE ------- 1 
hospital 9, 17, 18, 
21, 23, 36, 45, 
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46, 51 
Hospital 2, 30, 57 
hospitals - 33, 34, 
37, 38, 46, 48, 
49, 54, 57 

how 12, 26, 34, 38, 
46, 48, 52, 53, 
56, 61 

How -------- 62, 64 
However - 5, 13, 28 
huge ----------- 34 
hyperbole ------ 43 

I 

I 1, 3, 4, 5, 6, 7, 
8, 9, 10, 11, 
12, 13, 14, 15, 
16, 17, 19, 20, 
21, 22, 24, 25, 
26, 27, 28, 29, 
30, 31, 32, 33, 
34, 35, 37, 39, 
40, 41, 42, 43, 
44, 45, 46, 47, 
48, 49, 50, 51, 
53, 54, 55, 56, 
57, 58, 59, 60, 
61, 62, 63, 64, 
65, 67, 68 

I know --------- 59 
Iaquinto -------- 4 
ID ---------- 8, 37 
idea 14, 37, 41, 43 
identical ------ 28 
identifiable 7, 8, 
12, 15, 33, 37, 
39, 41 

identified ----- 34 
identifier ----- 11 
identifies -- 8, 14 
identify ---- 8, 33 
identity ------- 25 
if -- 6, 8, 10, 12, 
13, 17, 18, 19, 
21, 22, 23, 24, 
29, 31, 33, 34, 
36, 38, 41, 42, 
43, 45, 47, 51, 
54, 55, 57, 59, 

60, 62, 63, 64 
If - 13, 23, 29, 35, 
39, 43, 50, 62 

ignore ---------- 40 
Illinois --------- 2 
immediately ----- 30 
importance ------ 60 
important ---- 9, 37 
importantly ----- 37 
impose ---------- 47 
impression ------ 43 
improper -------- 27 
in -- 3, 4, 6, 8, 9, 
10, 11, 12, 13, 
14, 15, 16, 17, 
18, 19, 20, 21, 
22, 23, 24, 25, 
26, 27, 28, 29, 
30, 31, 32, 34, 
36, 37, 39, 40, 
41, 42, 43, 44, 
45, 46, 47, 49, 
50, 52, 53, 54, 
55, 56, 57, 58, 
59, 61, 62, 63, 
64, 67 

In -- 3, 21, 23, 27, 
37, 42, 46, 60 

inapplicable ---- 13 
inaudible - 6, 7, 9, 
12, 20, 23, 48 

Inc ---------- 2, 67 
include ----- 19, 68 
includes -------- 33 
including -- 14, 21, 
23, 32, 48, 60 

incorrect -------- 9 
increase 53, 54, 56 
increasing ------ 26 
indecipherable -- 6, 
8, 9, 12, 20, 
23, 48 

index ----------- 68 
indicated ------- 59 
individual - 11, 12, 
14, 15, 21, 33, 
34, 36, 39, 46 

individualized -- 46 
individuals ----- 54 
inference ------- 12 

inform --------- 35 
information - 6, 8, 
10, 11, 12, 13, 
25, 26, 32, 33, 
34, 35, 36, 38, 
40, 41, 44, 45, 
47, 51, 53, 60 

informational - 10, 
11 

injunction -- 5, 9, 
10, 18, 54, 59, 
61 

ink ------------ 44 
input ---------- 64 
inserted ------- 58 
inserting ------ 15 
instance --- 59, 64 
Instead ----- 9, 38 
institution 47, 52, 
58, 59 

institutions -- 48, 
53, 54, 55, 57, 
60 

insurance ------ 27 
intend ---------- 5 
inter ---------- 33 
interact ------- 55 
interaction ---- 53 
intercept ------ 17 
intercepting 21, 31 
interception -- 14, 
15, 16, 17, 19, 
20 

interest ------- 33 
interested - 4, 44, 
64, 67 

interesting 24, 49, 
52 

interference --- 32 
internet 9, 15, 21, 
23, 26, 42 

into 6, 24, 38, 42, 
58 

introduce ------- 4 
intruded -------- 9 
intrusion ------ 32 
invasion 5, 32, 33, 
34, 36, 40, 44 

invisible ------ 56 
invite --------- 64 
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involve -------- 27 
involves ------- 54 
IP --------- 14, 37 
irreparable 60, 61 
is - 3, 5, 6, 7, 8, 
9, 10, 11, 12, 
13, 14, 15, 16, 
17, 18, 19, 20, 
21, 22, 23, 24, 
25, 26, 28, 29, 
30, 31, 32, 33, 
34, 35, 36, 38, 
39, 40, 41, 42, 
43, 44, 45, 46, 
47, 49, 50, 52, 
53, 54, 55, 56, 
57, 58, 59, 60, 
61, 63, 64, 65, 
67 

Is ------ 6, 28, 65 
isn 6, 11, 14, 19, 
34, 57 

issue - 10, 16, 25, 
27 

issues - 7, 27, 48, 
59 

it 4, 7, 8, 9, 10, 
11, 12, 13, 15, 
16, 17, 18, 19, 
20, 21, 22, 24, 
25, 26, 27, 28, 
29, 30, 31, 32, 
33, 34, 36, 38, 
39, 41, 43, 44, 
45, 46, 48, 49, 
50, 51, 52, 53, 
54, 55, 56, 57, 
58, 59, 61, 63, 
64, 68 

It - 4, 13, 14, 17, 
21, 23, 25, 30, 
34, 37, 38, 43, 
45, 46, 50, 51, 
53, 54, 56, 61, 
62 

italics -------- 41 
its 6, 11, 16, 19, 
30, 47, 51, 52, 
58, 59 

itself ----- 18, 58 

J 

J ------------- 1, 2 
James ------------ 2 
Jane ------------- 2 
January --------- 62 
Jason --------- 1, 2 
Jay ----------- 3, 4 
John ------ 2, 3, 67 
Johnson ---------- 3 
Judge ----------- 42 
judicial --------- 7 
jump ----- 6, 22, 52 
jurisdictions --- 22 
jus --- 4, 7, 8, 15, 
16, 18, 20, 22, 
26, 28, 29, 33, 
37, 39, 49, 51, 
54, 55, 58, 62, 
63 

just -- 4, 7, 8, 15, 
16, 18, 20, 22, 
26, 28, 29, 33, 
37, 39, 49, 51, 
54, 55, 58, 62, 
63 

Just ------------ 57 

K 

keeps ----------- 42 
kind ----- 4, 35, 52 
kinds ----------- 51 
Knight -------- 2, 4 
know 4, 11, 12, 14, 
20, 21, 26, 35, 
36, 38, 41, 47, 
50, 53, 57 

knowing --------- 26 
knowledge ------- 44 
knows -------- 8, 14 

L 

label ----------- 22 
Lahoy ------------ 4 
language --- 22, 25, 
41, 58, 60 

last ------------ 59 

later ------ 42, 62 
law 7, 21, 23, 24, 
26, 29, 34, 36, 
38, 41, 44, 47, 
48, 49, 52, 57, 
65 

lead ----------- 12 
least - 15, 16, 19, 
22, 25, 44 

leave ------ 38, 63 
leaves --------- 52 
legal --- 7, 22, 25 
legally ------ 7, 8 
lends ---------- 58 
let -- 4, 6, 7, 14, 
17, 20, 22, 25, 
31, 37, 40, 47, 
52, 55, 59, 62 

Let 15, 25, 28, 52, 
64 

letters - 5, 15, 59 
level -- 39, 40, 43 
liability ------ 60 
light ---------- 60 
like 5, 8, 10, 11, 
13, 15, 17, 25, 
31, 33, 34, 38, 
42, 45, 50, 51, 
52, 58 

likelihood ----- 60 
likely --------- 50 
lim ------------ 24 
limitations ---- 24 
line --- 41, 43, 50 
Linkage 52, 57, 58 
linked --------- 39 
list ------------ 1 
listen --------- 33 
listened ------- 59 
listening ------ 16 
literally --- 9, 13 
little 45, 53, 56, 
57, 63 

ll -- 4, 6, 15, 17, 
22, 25, 32, 39, 
40, 43, 53, 60, 
62, 64, 65 

LLP ------------- 2 
locking -------- 63 
log ------------ 38 
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long --- 57, 59, 61 
look -- 11, 12, 14, 
15, 29, 32, 51, 
52, 56, 62, 63, 
65 

Look ----------- 45 
looked 13, 22, 24, 
60 

looking 11, 23, 25, 
35, 53 

looks ------ 15, 24 
lot -------- 44, 59 
low ------------ 68 
luddite -------- 20 

M 

MA ------------- 67 
machine --------- 8 
machines ------- 64 
macro ---------- 39 
made -- 15, 25, 41, 
50, 57, 60 

main ----------- 27 
maintain ------- 45 
make 7, 13, 24, 27, 
30, 39, 58, 60, 
62 

makes - 25, 29, 38, 
57, 58 

making 15, 42, 50, 
56, 58 

malpractice ---- 24 
MANAGEMENT ----- 68 
many ----------- 46 
margin --------- 57 
Mark ------ 1, 2, 4 
marketing - 41, 49, 
50, 53, 54, 56 

marketplace ---- 58 
markets -------- 57 
MARONEY --------- 4 
Mason ---------- 42 
Mass 6, 22, 30, 36, 
40, 45, 48, 49, 
52 

Massachusetts 1, 2, 
5, 7, 15, 16, 
28, 29, 31, 35, 
44, 49, 54, 68 

MASSACHUSETTS ---- 1 
match --- 11, 12, 25 
materials ---- 5, 25 
matter -- 3, 23, 26, 
32, 36, 59, 67 

may 17, 27, 36, 42, 
43, 50 

maybe --- 40, 59, 62 
Maybe --- 35, 54, 63 
me -- 3, 4, 5, 6, 7, 
10, 12, 14, 15, 
17, 20, 22, 25, 
26, 28, 33, 35, 
40, 43, 44, 45, 
47, 48, 52, 55, 
56, 58, 59, 61, 
62, 63, 64, 67 

mean --- 12, 20, 21, 
27, 38, 47, 49, 
57, 60 

meaning --------- 64 
means -- 31, 58, 61, 
64 

measures -------- 13 
meat ------------ 14 
medical 11, 27, 32, 
34, 37, 40, 44, 
45, 47 

medications ----- 27 
meet ------------ 48 
Melodia 1, 2, 4, 6, 
10, 14, 17, 18, 
19, 22, 24, 28, 
29, 30, 31, 32, 
33, 40, 42, 43, 
44, 46, 50, 52, 
56, 61, 62 

Melrose --------- 57 
member ------ 14, 37 
memorandum ------ 58 
mention - 25, 36, 60 
mentioned 9, 37, 49 
merely ---------- 23 
merits ----------- 7 
message --------- 57 
methods --------- 54 
MGH 11, 16, 31, 35, 
47 

microphone ------ 68 
microphones ------ 4 

middle --------- 17 
might - 41, 45, 51, 
60 

Mike ------------ 3 
mind --- 11, 22, 55 
minute --------- 43 
minutes -------- 40 
misreading ----- 33 
missed --------- 24 
missing -------- 28 
mistake -------- 48 
Mitchell -------- 3 
mixed ---------- 49 
Mm ---------- 4, 40 
modulate ------- 10 
moment - 8, 10, 16, 
17, 19, 24, 28, 
33, 43, 55 

money ---------- 57 
months ---------- 8 
moots ---------- 59 
more -- 10, 25, 37, 
40, 53, 55, 56 

More ----------- 62 
most 7, 30, 45, 52 
mostly --------- 15 
motions ---- 18, 65 
move ------- 15, 63 
moving ------ 6, 43 
Mr 1, 3, 4, 6, 10, 
14, 17, 18, 19, 
22, 24, 27, 28, 
29, 30, 31, 32, 
33, 37, 40, 42, 
43, 44, 46, 48, 
50, 51, 52, 56, 
57, 58, 60, 61, 
62, 63, 64 

MR 3, 4, 6, 7, 10, 
11, 12, 13, 14, 
15, 16, 17, 18, 
19, 20, 22, 23, 
26, 28, 29, 30, 
33, 34, 35, 36, 
39, 40, 41, 43, 
44, 45, 46, 47, 
48, 49, 50, 51, 
53, 54, 55, 56, 
57, 58, 62, 63, 
64, 65 
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Ms ------------- 62 
much --- 14, 39, 40 
mundane -------- 40 
mute -------- 6, 10 

N 

NA ------------- 68 
name 3, 27, 38, 49 
NAME ----------- 68 
named ------ 13, 14 
narrow --------- 56 
nature ----- 59, 64 
necessarily -- 4, 5 
need - 5, 7, 9, 12, 
17, 26, 40, 42, 
52, 53, 61, 62, 
63, 64 

needed ---------- 4 
needs 8, 16, 28, 64 
negate --------- 51 
negligence ----- 47 
neither 20, 21, 67 
never -- 33, 41, 53 
new -------- 38, 65 
next -- 20, 21, 61, 
62, 64, 65 

nine ----------- 45 
ninth ------ 28, 42 
No 1, 3, 6, 16, 20, 
24, 39, 55, 65 

Nobel ---------- 37 
nobody --------- 45 
Nobody --------- 33 
noise ---------- 68 
nondisclosure -- 60 
None ----------- 39 
Nonetheless ---- 20 
nonprofit -- 54, 58 
nonprofits ----- 57 
nor ---- 20, 38, 67 
not 3, 4, 6, 7, 8, 
9, 11, 12, 13, 
15, 16, 17, 18, 
19, 20, 21, 22, 
24, 26, 29, 30, 
31, 33, 34, 35, 
36, 38, 39, 41, 
42, 44, 45, 46, 
47, 49, 51, 52, 

53, 54, 58, 60, 
61, 65, 67 

Not 10, 33, 36, 38, 
42, 44 

note --- 3, 4, 5, 18 
noted ----------- 41 
notes ----------- 50 
nothing ----- 14, 30 
notice -- 7, 13, 38, 
41, 59, 64 

notices --------- 61 
notion ---------- 52 
notwithstanding 14, 
65 

November ----- 1, 67 
now ----- 17, 55, 61 
NPP ----- 13, 38, 43 
number --- 4, 8, 16, 
17, 18, 19, 20, 
21, 25, 28, 37, 
41, 49, 51 

Number ---------- 12 
NUMBER ---------- 68 
numbers -- 8, 24, 50 

O 

o --- 12, 33, 55, 67 
objection ------- 17 
obligation - 44, 45, 
46, 47, 52 

obligations ----- 48 
obvious ---------- 9 
occur ----------- 18 
occurs ---------- 21 
OCR --------- 13, 43 
odd ------------- 45 
OF ----------- 1, 68 
off ---------- 4, 50 
Off ---------- 2, 67 
offensive ------- 10 
offered ----- 38, 57 
Office ------- 2, 67 
OFFICE ---------- 68 
officer ----- 41, 49 
officially ---- 5, 6 
Okay - 3, 6, 14, 22, 
28, 29, 34, 39, 
42, 43, 49, 50, 
58, 63, 65 

on - 1, 3, 4, 5, 6, 
7, 9, 10, 11, 
14, 15, 16, 18, 
21, 23, 24, 25, 
26, 27, 29, 30, 
31, 32, 34, 35, 
36, 38, 40, 42, 
44, 47, 50, 51, 
52, 53, 54, 55, 
56, 57, 58, 59, 
61, 62, 63, 64, 
65, 67 

oncologist ----- 50 
one - 8, 9, 10, 11, 
12, 13, 15, 16, 
17, 18, 20, 21, 
22, 24, 27, 28, 
29, 32, 33, 37, 
40, 43, 44, 45, 
47, 49, 50, 51, 
52, 57, 58, 65, 
68 

One 2, 10, 14, 15, 
17, 18, 32 

ones ----------- 50 
ongoing -------- 17 
only -- 10, 13, 28, 
30, 43, 46, 58 

onto ----------- 36 
operator ------- 36 
opinion -------- 51 
opportunity ----- 6 
opposed ---- 15, 20 
opposite --- 45, 50 
opposition ----- 54 
or 6, 8, 9, 11, 12, 
13, 15, 16, 17, 
19, 20, 21, 24, 
26, 27, 28, 29, 
30, 32, 33, 36, 
38, 42, 44, 45, 
46, 47, 49, 51, 
52, 53, 54, 55, 
56, 57, 59, 62, 
64, 67, 68 

order 5, 9, 63, 64 
organization 46, 52 
organizations - 47, 
53, 57 

organized ------ 25 
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original ------- 68 
other - 14, 15, 21, 
22, 30, 35, 40, 
42, 48, 50, 53, 
54, 56, 57, 59, 
60, 62, 68 

others - 14, 16, 22 
otherwise -- 28, 67 
ought ---------- 26 
our 10, 26, 34, 45, 
50, 56, 57, 59 

out 28, 31, 33, 37, 
38, 54, 57, 58, 
64 

outcome -------- 67 
outlined ------- 49 
outright ------- 43 
outset --------- 37 
over 5, 13, 21, 27, 
37 

overcome ------- 13 
overlooked ----- 28 
owe ------------ 46 
own 8, 11, 14, 40, 
49, 59 

P 

p ------- 3, 64, 66 
pa ------------- 68 
page 9, 11, 13, 14, 
37, 58, 68 

Page ------------ 1 
PAGE ------------ 2 
Pages ----------- 1 
paid ----------- 38 
paper ------ 15, 37 
papers 5, 6, 7, 14, 
16, 54, 60 

Paragraph -- 14, 49 
paragraphs - 13, 29 
parcel --------- 55 
parent --------- 38 
parental ------- 38 
Parenthood ----- 58 
parishioner ---- 45 
part -- 14, 18, 21, 
41, 44, 47, 52, 
53, 55, 57, 59 

Part ----------- 53 

participated ---- 59 
particular - 11, 23, 
25, 31, 33, 36, 
37 

particularly ---- 17 
parties 32, 34, 40, 
44, 60, 63, 67 

parts ------------ 7 
party -- 16, 17, 18, 
19, 21, 27, 28, 
50 

pass --------- 8, 21 
passing --------- 17 
password -------- 39 
past ------------ 54 
path ------------ 31 
patient - 8, 10, 12, 
29, 30, 31, 32, 
35, 36, 38, 40, 
41, 44, 45, 46, 
47, 51, 54 

patients --- 11, 16, 
23, 40, 41, 47, 
50, 53, 54, 56 

pattern --------- 49 
Pause ----------- 10 
PDF ------------- 68 
pending --------- 65 
people -- 8, 13, 14, 
15, 23, 26, 31, 
33, 35, 37, 46, 
50, 53, 55 

perhaps - 11, 12, 33 
Perhaps ---------- 6 
permit ---------- 19 
person --- 7, 8, 11, 
14, 16, 24, 32, 
36, 41, 51, 55 

personal --- 10, 35, 
37, 40, 41, 45, 
46, 48 

personally - 12, 33, 
41 

persuaded --- 22, 39 
pharmaceutical -- 50 
pharmacy -------- 39 
phone 3, 24, 31, 50 
phonetic -------- 45 
PHR ------------- 39 
physical --------- 8 

physician - 45, 46, 
47 

physicians - 44, 48 
pick ----------- 62 
picked ----- 14, 44 
piece -- 16, 22, 30 
PII ------------ 27 
pile ----------- 12 
pixel ---------- 30 
pixels --------- 23 
place ------ 40, 49 
places ----- 22, 38 
plaintiff 3, 5, 6, 
8, 10, 14, 18, 
21, 22, 26, 30, 
32, 34, 35, 41, 
43, 46, 59, 60 

Plaintiff ------- 1 
plaintiffs - 3, 11, 
13, 14, 15, 22, 
23, 27, 33, 34, 
42, 43, 57, 60 

play --- 39, 40, 58 
plead ---------- 13 
pleading 12, 13, 23 
pleadings ------ 15 
please - 3, 62, 64, 
65 

Please --------- 64 
pled ---- 7, 28, 51 
point 6, 8, 12, 16, 
27, 28, 29, 33, 
34, 40, 45, 51, 
52, 55, 56, 57, 
58, 63 

pointed -------- 38 
points --------- 10 
policies -------- 9 
policy ----- 13, 38 
pop ------------ 41 
portal - 10, 38, 51 
portals ----- 9, 40 
positives ------ 51 
possibility ---- 12 
possible --- 10, 19 
possibly ------- 35 
post ------- 18, 19 
potential - 35, 47, 
49, 61 

potentially 25, 45, 
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50 
practice --- 38, 54 
practices -- 13, 56 
pragmatic -- 40, 64 
preamble ------- 25 
precise ---- 30, 58 
preliminary - 5, 9, 
10, 17, 54, 59, 
61 

prepared ---- 1, 67 
presence -------- 3 
present ----- 3, 48 
presented ------ 61 
presents ------- 32 
press ---------- 51 
pretty --------- 44 
prevent -------- 42 
previous ------- 41 
priest --------- 45 
primarily ------ 59 
primary -------- 51 
principle ------ 39 
privacy 5, 7, 8, 9, 
13, 32, 33, 34, 
36, 38, 40, 42, 
43, 44, 48, 61 

private --------- 9 
privilege ------ 24 
probability ---- 12 
probable ------- 12 
probably 44, 55, 60 
problem 24, 47, 59, 
65 

problematic ---- 62 
problems ------- 26 
produced ------- 68 
products ------- 36 
profession ----- 39 
profit - 53, 54, 57 
profits -------- 58 
prohibits ------ 16 
prologue ------- 25 
prominently ---- 38 
promise ---- 39, 43 
proper ----- 18, 58 
properly ----- 7, 9 
properties ----- 41 
property ------- 30 
propose -------- 65 
proposed ------- 63 

proprietorship -- 46 
prospective ----- 59 
protect 31, 43, 54, 
58 

protectable ----- 39 
protected -- 10, 13, 
34, 37, 38 

protection ------ 38 
protective ------ 13 
protects -------- 41 
provide - 29, 53, 55 
provided ---- 41, 67 
provider 35, 41, 49 
providers --- 11, 35 
providing -------- 9 
public -- 9, 23, 26, 
34, 36, 39, 42, 
50, 57 

publicly -------- 35 
pull ---- 11, 25, 52 
pulled ------ 15, 63 
purportedly ----- 56 
purpose --------- 56 
purposes --- 12, 16, 
24, 40, 41, 58 

pursuing -------- 54 
put - 11, 30, 38, 50 
puts ------------ 30 

Q 

qualify ----- 16, 19 
QUALITY --------- 68 
question --- 32, 40, 
47, 55 

questions -------- 7 
quickly ----- 44, 61 
quote ------- 49, 58 

R 

R --------------- 67 
ra -------------- 52 
raised ---------- 52 
ran ------------- 24 
random ------- 8, 50 
Rather ---------- 46 
Raymond -- 1, 67, 68 
re --- 5, 6, 11, 12, 

13, 16, 17, 19, 
20, 21, 22, 23, 
24, 27, 30, 31, 
32, 33, 34, 35, 
36, 38, 40, 41, 
43, 44, 45, 46, 
47, 49, 51, 52, 
53, 54, 55, 56, 
58, 60, 63, 64 

reach ---------- 40 
read - 5, 6, 7, 14, 
16, 20, 25, 44, 
52, 59 

real --- 12, 27, 36 
realistically -- 26 
reality -------- 46 
really 6, 7, 8, 10, 
15, 20, 25, 28, 
34, 37, 39, 48, 
49, 53, 59 

reason 30, 35, 39, 
45, 53 

reasonable - 62, 65 
reasons - 6, 7, 49, 
61 

rec 16, 17, 20, 22, 
28, 31, 67 

recall --------- 10 
received -------- 5 
receives ------- 30 
recited -------- 60 
recognize -- 6, 10, 
11, 26, 44, 45, 
49 

recognized - 44, 48 
recognizes ----- 52 
recognizing ----- 6 
record - 3, 14, 15, 
20 

recorded 20, 21, 28 
Recording ------- 1 
RECORDING ------ 68 
records ----- 9, 38 
red ------------ 39 
redirections --- 31 
redirects ------ 30 
reduce ---------- 4 
ref --------- 9, 60 
refer ---------- 11 
reference --- 9, 60 
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referenced -- 9, 60 
references ----- 23 
referencing ---- 10 
reflected --- 6, 21 
regarding ------- 7 
regardless ----- 61 
regards -------- 17 
regs ----------- 41 
regulated ------ 48 
related -------- 67 
relates ---- 30, 50 
relating --- 51, 55 
relationship 8, 45, 
46, 53 

relationships -- 45 
rely ----------- 27 
remaining ------ 65 
remedy --------- 49 
remind ---------- 7 
reminder -------- 7 
repeal --------- 31 
repeatedly - 10, 28 
report --------- 18 
Reporter -------- 1 
reposes -------- 49 
represent -- 14, 37 
representations 57 
representative - 15 
represented ---- 42 
representing --- 11 
represents ----- 37 
reps ----------- 50 
request -------- 51 
require - 6, 27, 63 
required -- 13, 38, 
41, 60, 63 

requirement 27, 28 
research --- 37, 61 
reserve -------- 51 
reserved ------- 27 
resolve ---- 27, 36 
respect - 5, 7, 13, 
14, 15, 25, 32, 
34, 44, 51, 55, 
61 

respond ---- 43, 61 
responding ----- 15 
response ---- 5, 29 
rests ---------- 46 
result --------- 30 

results --------- 31 
revenue - 53, 56, 58 
revenues -------- 56 
reviewed ------ 5, 6 
revolve --------- 59 
right - 4, 5, 6, 17, 
29, 31, 32, 38, 
41, 44, 48, 58, 
59, 61, 63, 64 

Right --- 23, 29, 40 
rights ---------- 38 
Road ------------- 2 
Rogan ------------ 4 
role -------- 39, 40 
room ------------ 11 
routine --------- 58 
rule ------------ 61 
Rule 3, 62, 63, 64, 
65 

rules ----------- 58 
ruling ---------- 62 
rummaging ------- 25 
run ------------- 59 

S 

s 3, 4, 5, 6, 7, 8, 
9, 10, 11, 12, 
13, 14, 15, 16, 
17, 18, 19, 20, 
21, 22, 23, 24, 
28, 29, 30, 31, 
32, 33, 34, 35, 
36, 37, 39, 40, 
41, 42, 43, 44, 
45, 46, 47, 48, 
49, 50, 51, 53, 
54, 55, 56, 57, 
58, 59, 60, 61, 
62, 63, 64 

S --------------- 68 
sacred -- 41, 49, 60 
safety ---------- 26 
said 27, 42, 49, 50 
Saint ------------ 2 
same --- 17, 20, 21, 
23, 29, 30, 36, 
38, 45, 46, 60 

saw --------- 33, 53 
say -- 7, 9, 11, 13, 

16, 17, 25, 26, 
28, 29, 30, 33, 
35, 40, 43, 48, 
52, 53, 56, 60, 
62 

saying 20, 22, 43, 
47, 56 

says 9, 14, 17, 25, 
29, 30, 41, 47, 
48 

scenario ------- 20 
school --------- 37 
screen - 17, 28, 29 
screenshot ----- 29 
search - 34, 36, 41 
searches --- 24, 34 
searching ------ 24 
second 16, 40, 42, 
51 

Second ------ 8, 31 
secrecy 9, 16, 23, 
26 

secret 16, 22, 23, 
26, 28 

secretly -- 14, 15, 
16, 17, 19, 20, 
25 

Section 15, 54, 56 
see 7, 14, 15, 20, 
21, 22, 28, 30, 
33, 44, 47, 52, 
53, 62 

See ------------ 24 
seem 10, 44, 50, 55 
seemed ----- 50, 55 
seems -- 7, 12, 22, 
25, 26, 35, 38, 
44, 45, 56, 58, 
59, 61 

seen ----------- 18 
send ----------- 30 
sends ---------- 32 
sense - 15, 21, 27, 
47 

senses --------- 13 
sent -------- 5, 50 
separate -- 10, 20, 
27, 29, 31, 39 

separateness --- 21 
series ---------- 5 
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serious 32, 33, 34, 
39 

served --------- 62 
Services --- 57, 68 
session ----- 3, 64 
set 8, 26, 30, 31, 
62 

setting ---- 24, 31 
settings --- 13, 31 
share -- 6, 10, 17, 
41, 60 

shared - 35, 40, 44 
shoes ---------- 42 
should - 5, 17, 35, 
49, 56, 61 

show 20, 29, 41, 57 
showed --------- 28 
shown ------ 17, 30 
shows ------ 20, 37 
side ------- 44, 45 
sidebar -------- 68 
sides -------- 5, 7 
sign --- 29, 30, 51 
significant ---- 59 
significantly -- 60 
signify ---- 37, 38 
similar ---- 14, 27 
similarly ------- 8 
Simmons --------- 2 
simply 17, 21, 23, 
34 

simultaneous -- 27, 
28, 68 

sir ---- 32, 48, 58 
situation ------ 22 
SJC 32, 44, 47, 52, 
59 

slide ---------- 20 
slides --------- 21 
Smith - 20, 21, 28, 
29 

so -- 7, 9, 10, 15, 
18, 19, 21, 22, 
25, 37, 41, 43, 
53, 59, 61, 63 

So - 3, 4, 5, 6, 7, 
8, 10, 11, 13, 
14, 15, 16, 18, 
19, 20, 21, 22, 
23, 25, 26, 28, 

31, 32, 33, 34, 
36, 40, 43, 44, 
45, 46, 47, 51, 
52, 53, 54, 56, 
57, 58, 59, 61, 
62, 64, 65 

So the - 10, 13, 19, 
21, 31, 52 

sociologically -- 26 
sole -------- 29, 46 
solving --------- 59 
some --- 5, 6, 7, 9, 
10, 12, 13, 15, 
16, 20, 22, 24, 
40, 50, 52, 60, 
61, 63, 64 

somebody 6, 17, 20, 
21, 23, 24, 36 

somehow -- 8, 13, 14 
someone - 10, 11, 16 
something -- 11, 13, 
20, 21, 23, 28, 
35, 46, 56, 57 

somewhat ---- 27, 49 
soon ------------ 63 
sorry ------- 37, 63 
Sorry ----------- 49 
sort 10, 39, 48, 52 
sorts ------- 21, 58 
sounds ---------- 62 
source -- 30, 32, 50 
space ------------ 9 
speak ---- 6, 42, 55 
speaking 32, 46, 58 
specialist - 11, 33, 
36 

specialists 11, 33, 
35 

specific - 6, 11, 56 
specifically 9, 14, 
51 

speech ---------- 68 
spilled --------- 44 
squarely -------- 43 
Squares ---------- 4 
SS --------------- 1 
stack ------------ 5 
stage ------------ 7 
stamp ----------- 68 
stand ----------- 14 

standard ------- 12 
stands --------- 46 
start --- 5, 35, 40 
starts --------- 30 
State ----------- 7 
stated ----- 51, 61 
statement ------ 23 
status ----- 37, 51 
statute 15, 16, 24, 
26, 41 

statutes ------- 27 
statutory --- 6, 32 
stay ----------- 55 
Stay ----------- 65 
still ------- 5, 27 
Street ------ 2, 67 
stretch -------- 49 
subject ---- 38, 58 
submissions - 5, 59 
subscribe ------ 30 
subset --------- 50 
substantial 32, 33, 
34, 39 

succeed -------- 26 
succeeds ------- 32 
success -------- 60 
successful ------ 8 
such 11, 16, 25, 45 
sudden ----- 24, 38 
sued ------- 24, 45 
sufficient - 23, 60 
suggest ---- 48, 50 
suggesting - 46, 48 
summary --------- 9 
supplied ------- 59 
support -------- 36 
supposition ---- 12 
Sure ----------- 15 
surprise ------- 49 
survive -------- 61 
suspect ---- 61, 65 
syncing -------- 31 
system --------- 46 
systems -------- 46 

T 

T ----------- 2, 67 
ta ------------- 25 
take 7, 8, 12, 26, 
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40, 45, 52, 56, 
61, 62, 65 

taken ---------- 67 
takes ---------- 25 
taking 12, 18, 20, 
39, 56, 57 

talk 13, 15, 22, 55 
talked --------- 32 
talking 8, 11, 19, 
30, 34, 40, 42, 
46, 53, 55 

talks ------- 9, 47 
TAPE ----------- 68 
targeted ------- 26 
technically 8, 26, 
46, 48 

technological -- 21 
technology 31, 34, 
49 

telephone ------ 31 
tell -- 13, 24, 37, 
39, 63 

telling -------- 36 
tells ---------- 64 
Teresa ---------- 4 
term ----------- 37 
terms -- 8, 12, 15, 
34, 46, 48 

test ----------- 49 
testing --------- 7 
text ----------- 30 
than -- 22, 45, 48, 
55, 59, 62 

Thank -- 5, 11, 18, 
32, 43, 65 

that 4, 5, 6, 7, 8, 
9, 10, 11, 12, 
13, 14, 15, 16, 
17, 18, 19, 20, 
21, 22, 23, 24, 
25, 26, 28, 29, 
30, 31, 32, 33, 
34, 35, 36, 37, 
39, 40, 41, 42, 
43, 44, 45, 46, 
47, 48, 49, 50, 
51, 52, 53, 54, 
55, 56, 57, 58, 
59, 60, 61, 62, 
63, 64, 65, 67, 

68 
That - 7, 9, 10, 15, 
17, 22, 24, 29, 
30, 32, 34, 35, 
37, 42, 44, 45, 
48, 49, 52, 53, 
54, 55, 56, 58, 
60, 62, 63 

that I --- 5, 6, 17, 
39, 40, 42, 54, 
59, 60, 61, 67 

the - 1, 2, 3, 4, 5, 
6, 7, 8, 9, 10, 
11, 12, 13, 14, 
15, 16, 17, 18, 
19, 20, 21, 22, 
23, 24, 25, 26, 
28, 29, 30, 31, 
32, 33, 34, 35, 
36, 37, 39, 40, 
41, 42, 43, 44, 
45, 46, 47, 48, 
49, 50, 52, 53, 
54, 55, 56, 57, 
58, 59, 60, 61, 
62, 63, 64, 65, 
67, 68 

The --- 2, 7, 9, 16, 
17, 21, 22, 23, 
25, 29, 32, 33, 
42, 43, 45, 49, 
63, 68 

THE 1, 3, 4, 6, 10, 
11, 13, 14, 15, 
16, 17, 18, 19, 
20, 22, 23, 24, 
26, 28, 29, 30, 
32, 33, 34, 35, 
39, 40, 41, 43, 
44, 45, 46, 47, 
48, 50, 51, 53, 
54, 55, 56, 58, 
62, 63, 64, 65 

THE CLERK -------- 3 
their 7, 8, 13, 14, 
15, 16, 18, 19, 
25, 27, 31, 32, 
35, 36, 40, 41, 
43, 44, 47, 48, 
53, 54, 55, 56, 

60, 61 
them -- 17, 28, 29, 
35, 36, 41, 51, 
55, 61 

themselves - 7, 13, 
61 

Then -------- 5, 62 
theory -- 8, 21, 27 
there 6, 7, 9, 10, 
12, 13, 14, 15, 
16, 18, 20, 21, 
22, 25, 26, 28, 
29, 31, 34, 35, 
38, 40, 41, 42, 
46, 47, 49, 50, 
52, 54, 57, 58, 
59, 65 

There -- 7, 16, 23, 
27, 28, 43, 46, 
47, 50, 54, 55, 
57, 62 

therefore --- 9, 12 
these -- 9, 12, 14, 
15, 16, 20, 23, 
27, 28, 34, 38, 
39, 41, 43, 48, 
49, 50, 52, 53, 
54, 55, 56, 57, 
59 

These -- 20, 23, 38 
They -- 11, 13, 18, 
21, 23, 24, 27, 
31, 34, 35, 36, 
42, 44, 47 

thing - 10, 13, 42, 
43, 47, 50, 51 

things -- 6, 7, 15, 
27, 51, 64 

think - 5, 6, 7, 9, 
10, 11, 22, 26, 
27, 28, 31, 32, 
36, 39, 40, 41, 
42, 44, 45, 46, 
47, 48, 49, 50, 
51, 54, 55, 56, 
57, 58, 59, 60, 
61, 64, 65 

third -- 8, 16, 17, 
18, 21, 28, 32, 
40, 43, 44, 50, 
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60 
Third ----------- 9 
this -- 4, 6, 7, 8, 
10, 11, 12, 13, 
14, 15, 16, 20, 
21, 22, 23, 25, 
26, 27, 30, 31, 
32, 34, 36, 37, 
39, 40, 41, 44, 
45, 49, 50, 51, 
53, 54, 55, 56, 
57, 59, 61, 62, 
63, 64, 65, 67, 
68 

This 3, 11, 20, 26, 
38, 41, 43 

those - 4, 5, 6, 8, 
12, 13, 25, 33, 
34, 36, 41, 42, 
43, 44, 45, 51, 
54, 56, 60, 61, 
62, 64 

Those -- 24, 51, 57 
though ----- 20, 56 
three ------- 9, 37 
Three ---------- 65 
through 5, 11, 19, 
28, 39, 40 

time 6, 8, 10, 12, 
15, 24, 26, 29, 
37, 40, 41, 45, 
63, 68 

times ------ 41, 46 
timing --------- 27 
to - 3, 4, 5, 6, 7, 
8, 9, 10, 11, 
12, 13, 14, 15, 
16, 17, 18, 19, 
20, 22, 23, 24, 
25, 26, 28, 29, 
30, 31, 32, 34, 
35, 36, 37, 39, 
40, 41, 42, 43, 
44, 45, 46, 47, 
48, 49, 50, 51, 
52, 53, 54, 55, 
56, 57, 58, 59, 
60, 61, 62, 63, 
64, 65, 67 

To --------- 18, 20 

today 5, 18, 36, 65 
together ---- 11, 63 
too ------------- 65 
took ---- 13, 14, 50 
tool ------------ 57 
tools --- 53, 54, 56 
top --------- 29, 30 
topics ---------- 50 
towards --------- 26 
trace ----------- 35 
tracking --- 23, 30, 
31, 36, 64 

trade --- 52, 53, 57 
traditional ----- 31 
TRANSCRIBER ----- 68 
transcribers ---- 68 
transcript -- 67, 68 
TRANSCRIPT ------ 68 
Transcription --- 68 
transit --------- 16 
transmission 21, 30 
transmitted ----- 34 
travel ---------- 63 
treatment --- 35, 50 
Trial ----------- 67 
tried ------- 18, 31 
true - 7, 8, 12, 13, 
21, 22, 23, 26, 
28, 30, 34, 36, 
43, 58, 67 

truly ----------- 39 
trust -- 24, 41, 42, 
49 

truth ------------ 7 
trying -- 13, 34, 47 
turn ------------- 4 
two 13, 14, 15, 16, 
18, 19, 21, 29, 
40, 57 

tying ----------- 43 
type ------------ 25 
TYPE ------------ 68 
types --- 27, 38, 48 

U 

Ultimately ------ 52 
under --- 7, 13, 26, 
36, 44, 47, 56, 
57 

undermine ------ 60 
understand 12, 25, 
33, 34, 41, 48, 
68 

understanding - 44, 
61 

understood ----- 59 
Understood ----- 26 
undertake ------ 39 
undertakes - 52, 59 
unfair ----- 54, 56 
unfortunately -- 10 
unless ----- 10, 64 
unreasonable 32, 33 
until ---------- 62 
unusual -------- 11 
unwieldy ------- 49 
up - 8, 14, 18, 24, 
25, 29, 30, 31, 
41, 43, 44, 49, 
50, 52, 60, 62, 
63 

upon 9, 12, 18, 27, 
30 

urgency -------- 62 
URL ------------ 39 
URLs ----------- 34 
us 13, 27, 37, 43, 
49 

use 9, 23, 34, 40, 
41, 53 

used 8, 36, 51, 56, 
61 

useful --------- 12 
user -- 25, 31, 33, 
36, 38, 60 

users ------ 36, 59 
using -- 8, 21, 23, 
24, 26 

V 

v ----------- 1, 68 
V --------------- 1 
vaccines ------- 64 
various ---- 15, 59 
ve 5, 6, 9, 12, 17, 
18, 22, 24, 31, 
32, 34, 36, 40, 
41, 43, 44, 45, 
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51, 54, 55, 61, 
63, 65 

vending -------- 64 
version -------- 34 
versus - 3, 42, 44, 
49, 52 

very -- 35, 44, 57, 
58, 59, 61, 65 

Very ----------- 58 
VI -------------- 1 
via -------- 55, 64 
viability ------- 7 
viable -- 7, 26, 44 
victim --------- 31 
violation ------ 25 
Virginia ------- 42 
virtually ------ 39 
virtue --------- 23 
visited -------- 23 
visitor - 8, 18, 21 
visits --------- 36 
Volume ---------- 1 
VOLUME --------- 68 
voracity -------- 7 
vs ------------- 67 

W 

w -- 9, 10, 11, 13, 
17, 18, 19, 21, 
23, 24, 27, 30, 
31, 34, 35, 36, 
38, 40, 51, 53, 
55 

wait ----------- 55 
waiting -------- 11 
Wakefield ------ 57 
walk ----------- 38 
walking -------- 48 
walks ---------- 38 
want 3, 6, 13, 22, 
29, 35, 37, 40, 
42, 50, 51, 54, 
56, 63, 65 

wanted ----- 14, 55 
wants ------ 30, 37 
warning -------- 53 
wary ----------- 42 
was 14, 15, 22, 24, 
26, 27, 28, 33, 

37, 42, 43, 44, 
49, 51, 54, 57, 
58, 59, 67 

way -- 8, 9, 10, 11, 
12, 16, 17, 18, 
20, 21, 23, 30, 
31, 32, 33, 34, 
36, 38, 45, 46, 
48, 53, 56, 58, 
59 

we - 5, 7, 8, 9, 11, 
13, 14, 15, 17, 
18, 19, 20, 22, 
25, 27, 30, 31, 
33, 35, 40, 41, 
43, 44, 45, 47, 
49, 50, 53, 54, 
55, 64, 65 

We --- 5, 7, 12, 17, 
32, 40, 44, 45, 
47, 53, 61, 62, 
64 

web - 8, 30, 32, 41, 
50 

WebMD ----------- 36 
website - 9, 10, 11, 
13, 17, 18, 19, 
21, 23, 24, 27, 
30, 31, 34, 35, 
36, 38, 40, 51, 
53, 55 

websites - 7, 9, 11, 
16, 23, 35, 36, 
38, 42, 52, 53, 
55, 56, 59, 61 

week 61, 62, 63, 65 
weekend --------- 65 
weeks ----------- 64 
Welcome ---------- 3 
welfare --------- 26 
well - 6, 7, 13, 23, 
28, 29, 32, 42, 
44, 47, 52, 55, 
60, 62, 65 

Well --- 13, 17, 29, 
33, 34, 40, 42, 
46, 49, 53 

went -------- 22, 36 
were - 5, 9, 13, 15, 
22, 34, 39, 50, 

57 
what 5, 7, 10, 11, 
14, 15, 16, 18, 
22, 25, 26, 27, 
28, 29, 31, 32, 
33, 34, 35, 37, 
38, 40, 43, 44, 
45, 46, 47, 50, 
51, 53, 54, 55, 
56, 57, 58, 61, 
64 

What -- 11, 31, 33, 
48, 56 

whatsoever ----- 27 
when -- 26, 32, 36, 
41, 43, 46, 47, 
51, 52, 53, 56, 
58, 59 

When ------- 29, 49 
where - 22, 23, 28, 
30, 31, 39, 40, 
46, 51, 57, 58 

Where ---------- 38 
whether 12, 13, 22, 
32, 36, 39, 52, 
59 

Whether -------- 26 
which - 5, 7, 8, 9, 
10, 11, 13, 14, 
15, 20, 22, 23, 
24, 27, 34, 36, 
38, 40, 42, 43, 
49, 51, 55, 56, 
61, 63, 64, 65, 
67 

Which ------ 22, 39 
while ---------- 16 
white ---------- 15 
who - 3, 4, 11, 13, 
23, 24, 26, 35, 
37, 38, 40, 50, 
53, 59 

whole ------ 21, 43 
will 3, 4, 26, 35, 
52, 61, 62, 63, 
64, 65 

win ------------ 22 
wire --- 14, 15, 22 
wiretap 5, 14, 15, 
20, 22, 23, 25, 
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26, 27, 31, 32 
wish ---- 6, 35, 41 
wit ------------ 25 
with 3, 5, 6, 7, 8, 
9, 11, 12, 13, 
14, 15, 17, 22, 
24, 26, 32, 34, 
35, 36, 38, 39, 
40, 41, 43, 44, 
45, 46, 51, 52, 
53, 55, 59, 60, 
61, 63, 64, 67, 
68 

within --------- 25 
without ---- 41, 44 
won -------- 37, 57 
Worcester ------ 67 
word 23, 28, 34, 68 
words - 21, 41, 42, 
43 

work --- 62, 63, 64 
work¬ -- 62, 63, 64 
works - 21, 23, 26, 
34, 62, 63, 64 

world --- 9, 36, 39 
worry ----------- 5 
worse ---------- 43 
would 4, 6, 8, 12, 
18, 19, 25, 31, 
33, 34, 39, 40, 
41, 45, 48, 49, 
50, 52, 54, 58, 
62, 63, 64 

Would ---------- 11 
wrestling -- 52, 53 
written ---- 41, 59 
wrong ---------- 36 

Y 

years ------ 20, 23 
yes 19, 20, 26, 29, 
44, 58, 63 

Yes - 3, 7, 15, 17, 
18, 29, 41, 44, 
47, 50, 55, 56, 
58, 62, 63, 64 

yet ---- 25, 39, 48 
you 3, 4, 5, 6, 8, 
9, 10, 11, 12, 

14, 15, 16, 17, 
18, 20, 21, 22, 
24, 26, 27, 28, 
29, 31, 32, 33, 
35, 37, 38, 39, 
40, 41, 42, 43, 
45, 46, 47, 48, 
49, 50, 51, 52, 
53, 54, 55, 56, 
57, 60, 61, 62, 
63, 64, 65 

You - 3, 12, 17, 19, 
21, 25, 30, 38, 
46, 47, 52, 53, 
54, 57, 61, 63, 
65 

your 3, 4, 6, 7, 9, 
10, 12, 13, 14, 
15, 16, 17, 18, 
20, 21, 22, 23, 
26, 27, 28, 29, 
30, 32, 33, 35, 
36, 38, 40, 41, 
42, 43, 45, 46, 
47, 48, 49, 50, 
51, 53, 54, 55, 
57, 59, 62, 63, 
64, 65 

Your 3, 17, 29, 43, 
58, 65 
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V. 

GOOGLE INC. 

MEMORANDUM OF PECISION A~D ORDER ON 
DEFENDANT GOOGLE INC'S MOTION TO DISMISS 

This action arises from the alleged monitoring of emails by defendant Google 

Inc. ("Google") in order to sell advertisements based on keywords· tha~ appeat iii 

those emails. Google operates Gmail, which is an electronic communications or email 

service. The plaintiff, Debra L. Marquis, represents a putative class of Massachusetts 

residents who have non-Gmail email accounts, but who exchange emails with Gmail 

users. Marquis alleges that Google's monitoring of emails sent from non-Gmail email 

accounts violates the Massachusetts wiretap statute, G.L. c. 272, § 99. 

Google has now moved to dismiss this action on the grounds that the wiretap 

statute docs not apply to email communications or to its wnduct. For the reasons 

discussed below, Google's motion to dismiss is denied. 

BACKGROUND 

The court takes as true all well-pied facLUal allegation set forth in Marquis's 

Compl:1int, see Marshall v. Stratus Pha1111s., Inc. , 51 Mass. App. Ct. 667, 670-71 

(200 I) . Marquis is a. Massachusetts resident who has a non-Gmail email account. 
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t 

Campi. 11 3 . Google is a Delaware corporation with its principal place of business in 

California. Campi. 11 4. It operates Gmail , wl,ich is an electronic communication 

service that is free to its users. Comp!. 1111 6-8. While Google does not charge Gmail 

account holders for using its service, Google generates revenue through 

advertisements that it presents w Gmail users. Comp!. 11 8. Google intercepts and 

scans emails sent from non-Gmail users, such as Marquis, in order to find keywords 

or content in the emails that will enable it to target adverti.~ements specifically at 

Gmail users. Comp!. 11 9. Once targeting individual emails, Google now focuses on 

numerous emails to find keywords. Comp!. 11 11. This system is known as "intercst

based advertising." Comp!. 11 11. 

Marquis has an America-On-Line ("AOL") email account that. she has used 

since the late l 990s. Comp!. 11 13. While she routinely exchanged emails with Gmail 

users, Marquis did not consent to Google's secret interception, disclosure, or scanning 

of her emails . Comp!. 1111 12, 14. Marquis seeks to represent a class of Massachusetts 

residents who have non-Gmail email accounts and who exchange emails wi th Gmail 

users, and who have their emails intercepted amVor scanned without their consent. 

Comp!. 11 15. 

Marquis alleges tha t Google's conduct violates the Massachusetts W iretap 

statute, G.L. c. 272, § 99. The statute "was enacted t.o give due protection to the 

, privacy of individuals by barring the secret use of electronic surveillance devices for 

2 
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eavesdropping purpose ... . " Dillon v. Massachusetts Bay Tramp. Auth., 49 Mass. App. 

Ct. 309, 310 (2000) . It prohibits any person from intercepting or attempting to 

intercept "any wire or oral communication." G. L. c. 272, § 99(C)( 1 ). A wire 

communication is defined as "any communication made in whole or in part through 

the use of facilities for the transmission of com1hunicat.ions by the aid of wire, cable, 

or other like connection between the point of origin and the point of reception." Id. 

at§ 99(B)( I) . An intercepting device docs not include "any telephone or telegraph 

instrument, equipment facility, or a component thereof ... being used by a 

communications common carrier in the ordinary course of business." Id. at § 

99(B)(3). 

Google has now moved to dismiss the Complaint. First, it contends t11at the 

Massachusetts wiretap statute does not apply to electronic communications, and if it 

does, then it is preempted by the federal wiretap statute. Second , it argues that 

Marquis was aware that Google intercepted and scanned her emails, and the statute 

requires that the interception be done secretly. Third, Google's alleged interception 

occurred in the ordinary course of business and is therefore exempted from the 

statute. 

DISCUSSION 

In order to withstand a motion to dismiss, a plaintiff's complaint must contain 

"allegations plausibly suggesting (not merely consistent with) an entitlement to relief. 
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in order to reflect [a] threshold requirement ... _1hat 1he pl:!in sta1emenr. possess 

enough heft to sho[w] that the pleader is entitled to relief." Jannacchino v. Ford Motor 

Co., 451 Mass. 623,636 (2008), quo1ingBe//At/. Corp. v. Twomh!Y , 127 S. Ct. 1955, 

1966 (2007) (internal quotations omitted). While a complain! need not set forth 

detailed factual allegations, the plaintiff is required to present more than labels and 

conclusions, and must raise a right to relief "above the specula1ivc level ... [based) 

on the assumption that all the allegations in the complaint are true (even if doubtful 

in fact).'' Id. See also Harvard Crimson, Inc. v. President & Fellows of Harvard Coll. , 445 

Mass. 745, 749 (2006). The court will examine the Complaint under this standard. 

Google's first argument is rhat the Massachuset1s ·wiretap statute does not 

include a prohibition against monitoring emails. In essence, it. contents that had the 

Legislature desired to include such electronic communications in the statute, then it. 

would have done so expressly.' The Mass/lchusetts wiretap statute was originally 

intended to mirror its federal counterpart. See O'Sullivan v. NYNEX Co,p., 426 

Mass. 26 I , 264 (n.5) ( I 997). In I 986, the federal statute was "recognized to be 

hopelessly out of date," and it was amended by the Elec1ronic Communications 

Privacy Act ("ECPA") in order to cover "electronic communication," which 

encompasses email. Dillon, 49 Mass. App. Ct. at 314-15 ( citations omiued); I 8 

1 Google presents G.L. ~- 276, § I 8 , which expressly defines "electronic 
communication seivices" and "remote computing seivices,"as one such example. In 
contrast, the Massachusetts wiretap statute does not define these terms. 

4 
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U.S.C. § 25 JO( I 2). The Massachusetts Legislature did not provide for a similar 

amendment. However, "the fact that there has been no amendment of the 

Massachusetts statute comparable to the Congressional action of 1986 does not bar 

us from reading [an except.ion) so as to prese1ve it in its intrinsic intended scope and 

maintain its viability in the broad run of cases." Dillon, 49 Mass. App. Ct. at 3 15. 

This court declines to accept Google's contention that the Massachusetts 

wiretap statute does not prohibit. the secret interception of emails. First, the statute's 

definition of "wire communications" is sufficiently broad to include electronic 

communications,. as it includes "the aid of wire, cable, or other like connection between 

the point of origin and the point of reception." G.L. c. 272, § 99(B)(l) (emphasis 

supplied). Permitting the interception of private emails, while prohibiting the same 

conduct for oral telephone conversations, is an inconsistency that-contravenes the 

purpose of the statute. Second, a Massachusetts court has recently held that the 

Massachusetts wiretap statute cover email, and the court finds its reasoning 

• persuasive. See Rich v. Rich, 20 I J WL 3672059, • 5 (Mass. Super. July 8, 20 I I) 

(McGuire, J .). 

At this stage of the litigation, the court must accept the factual allegations of 

the Complaint. Marquis alleges that Google intercepts and scans private emails tl1at 

she sends from her AOL account to Gmail account users, and 1.hat. she did not 

consent to Google's interception. Com pl. 1111 9, I 3- I 4. This alleged conduct violates 

5 
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• 

the Massachusetts wiretap stal\1Le. 

Google's second argument is that federal law preempls t.he Massachusetts 

wiretap statute. Federal law may preempt state law "when it explicit.ly or by 

implication defines such an intent, or when a State statute actually conflicts with 

Federal law or stands as an obstacle to the accomplishment of Federal objectives . 

Whether a Federal statute preempts Slate law is ultimately a question of Congress's 

intent." Ciry of Boston v. Commonwealth Empl'!)'mtnt Relations Bd., 453 Mass. 389, 396 

(2009) {internal citations omitted). A court should be hesitant to find preemption, 

as "[u]nless Congress's intent to do so is clearly manifested, a court does not presume 

that Congress intended to displace State law on a particular subject. ... " Id. 

Prior to the 1986 amendments to the federal wiretap statute, the Supreme 

Jud icial Court determined that the federal statute d id not preempt Lhe Massacl1usetts 

wiretap statute. See Commonwealth v. Vitello, 367 Mass. 224, 249-53 (1975). Google 

maintains that the ECPA's comprehensive regulatory scheme indicates Congress's 

• intent to occupy the field. However, this is insufficient to warrant a finding that the 

federal wiretap sLatute preempts the Massachusetts wiretap statute. The ECPA does 

not contain language expressly, or by implication, preempting state law. See .18 

U .S.C. §§ 2510-2522. In addition, the ECPA does not occupy the entire field of 

interception of electronic surveillance, as Google contends. As long as the 

Massachusetts vviretap statute does not conflict with the federal wiretap statute, then 
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it is a valid law under principles of federalism. Vitello , 367 Mass at 247 ("[A) State 

• statute may adopt standards more stringent than the requirements of Federal law.") . 

As Google itself notes, the federal wiretap statute prohibits the secret interception of 

electronic communications, just like the Massachusetts wiretap statute, see supril . In 

the absence of manifest Congressional intent to preempt state law, the ECPA does 

not preempt the Massachusetts wiretap statute. 

Google's next contention is that while the Massachusetts wiretap statute 

prohibits "secret" interceptions, its advertisement policy is publicly disclosed and 

transparent. As a result, Google argues that. its conduct docs not violate the 

Massachusetts wiretap statute. Under the statute, an interception "means to secretly 

hear, secretly record, or aid another to secretly hear or secretly record the contents of 

any wire or oral communication .. .. " G.L. c. 272, § 99(B)(4). Marquis alleges that 

Google "secretly" intercepts her electronic communications with Gmail users. 

Comp!. 1111 14, 27. To rebut. that allegation, Google has submitted an affidavit that 

includes Google's Terms of Service and Privacy Center screen. See Burhans Affidavit 

at Tabs l and 2. These documents illustrate that Google's "interest-based 

advertising" is fully disclosed. 

The J3urhans Affidavit does not rebut the Complaint's allegations. First, 

Google's attempt to introduce documents outside the pleadings is i1riproper at the 
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• 

• 

• 

• 

• 

• 

• 

• 

• 

mot.ion to dismiss stage.2 Secon<l, the court accepts as true Marquis's allegation that 

Google secretly intercepte<l her electronic communications with Gmail users. 

Additionally, Marquis is entitled to the reasonable inference that she, as an AOL 

account hol<ler. would not be privy to or have notice of Google's Terms of Use an<l 

Privacy Center policy for Gmail users. The Complaint alleges sufficient facts that 

Google secretly intercepted electronic communications between non-Gmail users and 

Gmail users. 

Google's final argument is that it is exempt from liability because it is a 

communications common carrier, and that it conducted the alleged interceptions "in 

the ordinary course of its business." G.L. c. 272, § 99(B)(3). In support of this 

contention, Google presents two cases that involve employers who secretly 

intercepted communications between their employees and third-parties. Google's 

reliance on these cases is misplaced, as it docs not have an employer-employee 

relationship with Gmail users. While Gmail is a free service, Google generates 

revenue through selling advertising. Comp!. ~ 8. _It intercepts and scans emails sent 

to Gmail users by non-Gmail users such as Marquis in order to find keywords so that 

2 "In evaluating a rule !2(b)(6) motion, we take into consideration the 
·allegations in the complaint, although matters of public record, order.s, _items 
appearing in the record of the case, and exhibits attached t.o the complaint, also may 
be taken into account." Schaerv. Brandeis Univ., 432 Mass. 474,477 (2000) 
(quotation omitted). Google's Terms of Use and Privacy Center polky, external r.o 
the Complaint, are not appropriate for consideration at this stage. 
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it can target Gmail users wi th relevant advertisemems. Com pl. ml 9, 11. At this 

preliminary stage, the court cannot conclude as a matter of law that intercepting and 

scanning emails for purposes of "interest-based advertising" is "in the ordinary course 

of (Google's! business" under the Massachusetts wiretap sta tute. 

ORDER 

For the foregoing reasons, Defendant Google lnc.'s Motion to Dismiss is 

DENIED. 

Dated: January 17, 2012 

<:::;;}Pf'\- /4 ---
~~ c_ 

Justice of the Superior Court 
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JANE DOE, 011 behalf of herself and all others * 
similarly situated 

Plaintiff * 
v. 

* 

MEDST AR HEAL TH, INC., et al. * 

Defendants * 

* * * * * * * 

IN THE 

CIRCUIT COURT 

FOR BALTIMORE CITY 
Z,(7 '7-r, 

CASE NO.: 24-C-l~-000488'" 

* * * * * * 
MEMORANDUM OPINION 

This matter has come before the Court on Defendants Medstar Health, Inc. and Medstar 

Good Samaritan's Motion to Dismiss (Docket Entry #5). The Court has considered the briefs of 

the parties, oppositions, replies, and the oral argument of counsel, held on July 27, 2020. 

I. Background. 

Plaintiff, Jane Doe, is a patient of Defendant, medical provider MedStar Health, Inc. 

("MedStar"). Med Star is the owner and operator of hospitals and health care facili ties, including 

MedStar Good Samaritan Hospital. MedStar has public websites that any individual can access 

to obtain information about general medical topics and information about MedStar and its 

facilities and services. Patients can also use MedStar' s website to log in, access their private 

medical records, communicate with doctors, and schedule appointments. Plaintiff alleges that 

MedStar uses computer coding to disclose personally identifiable, private data related to 

patients' medical care to at least 23 different third parties, including, but not limited to Facebook, 

Google, Linkedln, Twitter, and Pinterest. Plaintiff claims that MedStar disclosed: the URLs that 

Plaintiff visited; "search queries about specific doctors, medical conditions, treatments"; 

pati.ents' clicks to "Search," "FindADoctor," "Login," or "Enroll ' in MyMedStar (Medstar's 

on!ine patient portal); "summaries of MedStar' s responsive communications, the parties to all 
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communications at MedStar's web properties, and the existence of communications at MedStar's 

web properties." 

Plaintiff raises five claims: 1) violation of the Maryland Wiretap Act, 2) intrusion upon 

seclusion, 3) publication of private facts, 4) breach of confidence, and 5) violation of the 

Consuri1er Protection Act. Plaintiff alleges that her data was disclosed without prior 

authorization, and that the disclosure of her data harms Plaintiff by invading her privacy and 

harming her property rights to her data. Plaintiff seeks general damages and economic damages 

for these harms. Additionally, Plaintiff pursues a theory of unjust enrichment for Defendant's 

profit from Plaintiffs data, as well as statutory damages. 

II. Applicable Law. 

In deciding a Motion to Dismiss, the Court takes as true all well-pleaded allegations and 

reviews them in the light most favorable to the plaintiff. Lloyd v. General Motors Co,p., 397 Md. 

108, 121 (2007). Although a court must assume the truth of all well-pleaded facts, dismissal is 

proper when the facts alleged, if proven, would fail to afford relief to the plaintiff. Md. Rule 2-

322(b )(2); see also Hogan v. Maryland State Denial Ass 'n, 155 Md. App. 556, 561 (2004). The 

facts as set forth in the complaint must be pleaded with "sufficient specificity; bald assertions 

and conclusory statements by the pleader will not suffice." Sutton v. Fed First Financial Corp., 

226 Md. App. 46, 74 (2015) (quoting RRC Northeast, LLC v. BAA MD, Inc., 413 Md. 638, 643 

(20 I 0)). Any ambiguity or uncertainty in the allegations is construed against the pleader. Shenker 

v. Laureate Educ., inc., 411 Md. 317,335 (2009). 

III. Analysis. 

In Count I of the Complaint, Plaintiff alleges that Defendants have violated the Maryland 

Wiretap Act, Md. Code Ann., Cts. & Jud. Proc.§ 10-402. Maryland's appellate courts have not, 

2 
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to this Court's knowledge, addressed wiretapping in the context of online data being intercepted 

and disclosed to third parties. This is apparent from the briefs of the parties, which look 

extensively to other jurisdictions for persuasive authority to assist in interpreting the Maryland 

statute.1 

Despite the paucity of Maryland precedent, the Court feels that the plain language of the 

statute itself is straightforward and provides a legal foundation for Count I of the Complaint. 

The Maryland Wiretap Act provides as follows with respect to prohibi ted conduct: 

(a) Except as otherwise specifically provided in this subtitle it is unlawful for any 
person to: 

(1) Willfully intercept, endeavor to intercept, or procure any other person to 
intercept or endeavor to intercept, any wire, oral, or electronic 
communication; 
(2) Willfully disclose, or endeavor to disclose, to any other person the 
contents of any wire, oral, or electronic communication, knowing or having 
reason to know that the information was obtained through the interception of a 
wire, oral, or electronic communication in violation of this subtitle; or 
(3) Willfully use, or endeavor to use, the contents of any wire, oral, or 
electronic communication, knowing or having reason to know that the 
information was obtained through the interception of a wire, oral, or electronic 
communication in violation of this subtitle. 

Md. Code Ann., Cts. & Jud. Proc. § 10-402. The statute goes on to authorize a civil cause of 

action for any victim of the unlawful conduct: 

' The Court finds the analysis in Doe v. Virginia Mason Medical Center, 2020 WL 1983046, No. 
I 9-2-26674-1 (Kings County, WS Feb. 12, 2020) to be persuasive. In that matter, MedStar 
presented nearly identical arguments as Defendant in the instant case. The court rejected 
MedStar's arguments and distinguished that case from Smith v. Facebook, Inc., 262 F. Supp. 3d 
943 (N.D. Cal. 2017), noting that the Smith Plaintiffs "consented to Facebook tracking ... and 
the allegations in this case are broader than sharing URL information only." Virginia Mason at 
2. Similarly, in the instant matter, Plaintiff alleges to be a patient, that Defendant Medstar's 
information disclosures were executed without Plaintiff's knowledge, and that the disclosures 
were made to "at least 23 different third-party marketing firms." The Virginia Mason court 
noted that the case before it, as with the instant case, " involves the allegations of sharing data 
with more than Facebook and does not hinge on the relationship between the Plaintiff and 
Facebook." Id. 

3 
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(a) Any person whose wire, oral, or electronic communication is 
intercepted, disclosed, or used in violation of this subti tle shall have a civil 
cause of action against any person who intercepts, discloses, or uses, or 
procures any other person to intercept, disclose, or use the 
communications, and be entitled to recover from any person: 

(1) Actual damages but not less than liquidated damages computed at 
the rate of $100 a day for each day of violation or $1 ,000, whichever is 
higher; 
(2) Punitive damages; and 
(3) A reasonable attorney's fee and other litigation costs reasonably 
incurred. 

Md. Code Ann., Cts. & Jud. Proc. § 10-410. In the instant case, the Court finds that Plaintiff has 

sufficiently plead the elements of a Wiretap Act claim and that such a claim can be maintained 

by Plaintiff under the Act. The Court further finds that there are questions of fact as to whether 

Defendant's conduct constitutes an "interception," whether the types of data alleged to have been 

disclosed constitute "communications" and/or "disclosures," and whether Plaintiff consented to 

disclosure, thus rendering Defendant's conduct lawful under Md. Code Ann., Cts & Jud. Proc. § 

I 0-402(c)(3). 

Counts 2 and 3 of Plaintiff' s Complaint assert privacy claims: invasion of privacy -

intrusion upon seclusion (Count 2), and invasion of privacy - publication of private facts (Count 

3). Intrusion upon seclusion is "the intentional intrusion upon the solitude or seclusion of another 

or his private affairs or concerns that would be highly offensive to a reasonable person." 

Pemberton v. Bethlehem Steel Corp., 66 Md. App. 133, 163 (1986) (citing Restatement of Torts, 

2d, § 652B). The parties disagree about the kinds of data that Defendant disclosed and whether 

that data is personally identifiable information. At this stage in the proceedings, and pursuant to a 

motion to dismiss, the Court assumes the truth of Plaintiff's allegations that Defendant provided 

express promises of privacy to patients, and that Defendant violated those promises by disclosing 

Plaintiff's data. Under these circumstances, dismissal of this claim is inappropriate as a 

4 



329

Case 3:22-cv-03580-WHO Document 48 Filed 08/25/22 Page 10 of 52 

reasonable fi nder of fact could conclude that, if PlaintifTs disclosed data constitutes personally 

identifiable information, Defendant's disclosures are highly offensive. 

Similarly, Defendant has failed to persuade the Court regarding Count 3 alleging 

disclosure of private facts. To sustain such a claim, Plaintiff must demonstrate that a party has 

publicized Plaintiffs "private life" and that the matter publicized " is of a kind which (a) would 

be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public." 

Furman v. Sheppard, 130 Md. App. 67, 77 (2000). Private medical data is not of legitimate 

concern to the public, and again, assuming the allegations in the Complaint to be true, the data 

disclosed constitutes personally identifiable information; a reasonable fact-finder could conclude 

that Defendant's disclosures aie highly offensive. 

Count 4 of the Complaint alleges a claim for breach of a confidential relationship. 

Generally, there is no cause of action in Maryland offering relief for a breach of confidence 

claim involving a patient-provider relationship. Plaintiff likens her case to precedent that 

addresses confidentiality in the context of business relationships involving free competition and 

trade secrets, but the comparison is not persuasive. See Space Aero Prods. Co. v. R. E. Darling 

Co. , 238 Md. 93,208 A.2d 74 (1965). ln Space Aero Prods. Co., the breaching party profited by 

replicating the non-breaching party's product, and the non-breaching party lost profits as a result. 

The Court in Space Aero Prods. Co. provided that compensatory damages are awarded unless 

they would be inadequate, in which case the Court will issue an injunction. Even assuming 

arguendo that there is a cause of action for a patient-provider relationship, Plaintiff has not 

demonstrated a monetary loss tied to the data itself, and the purpose of an injunction for this type 

of claim is meant to curb further economic loss, again not present here. Id. at 124. While 

5 
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Plaintiff's other privacy tort claims may recognize general damages for the loss of privacy itself, 

the Court has no method to award her relief under a breach of confidence claim. 

Finally, in Count 5, Plaintiff alleges a breach of the Consumer Protection Act. To 

establish a claim under the Consumer Protection Act, a consumer must state "an identifiable loss, 

measured by the amount the consumer spent or lost as a result of his or her reliance on the 

sellers' misrepresentation." Lloyd v. GMC, 397 Md. I 08, 143 (2007). Although Plaintiff cites to 

cases from other jurisdictions, there is no basis in Maryland law to suggest that Plaintiff is 

entitled to claim a "privacy injury" under this cause of action. Any recovery for such an injury 

should be limited to Plaintiff's privacy tort claims. Additionally, Plaintiff argues that she is 

entitled to this cause of action because she can claim benefit of the bargain damages and unjust 

enrichment, but Plaintiff is not raising a breach of contract claim, and these are theories for 

damages under contract law. 

JV. Conclusion. 

For the reasons set forth above, the Court will grant the Motion in part, dismissing 

Counts 4 and 5. 

August 5, 2020 
Date 

··-..-.-,....,.,.. ..... ,:,.,., 

Judge's Signature appears 011 the L--··· 
.. original document 
Jeffre71,;pe11er, Judge • -
Ctj Court for Baltimore City 
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' COUNTY OF SACRAMENTO 

GORDON D SCHABER COURTHOUSE 

MINUTE ORDER 

DATE: 06/09/2022 TIME: 01 :30:00 PM 
JUDICIAL OFFICER PRESIDING: Lauri A. Damrell 
CLERK: V. Aleman 
REPORTER/ERM: Shelia Pham #13293 
BAILIFF/COURT ATTENDANT: T. Gonzalez 

DEPT: 28 

CASE NO: 34-2019-00258072-CU-BT-GDS CASE !NIT.DATE: 06/10/2019 
CASE TITLE: Doe I vs. Sutter Health 
CASE CATEGORY: Civil - Unlimited 

EVENT TYPE: Motion for Judgment on the Pleadings - Civil Law and Motion - Demurrer/JOP 

APPEARANCES 
Jeffrey A Koncius, counsel, present for Plaintiff(s) remotely via video. 
Nicole Ramirez, specially appearing for counsel Mitchell M. Breit, present for Plaintiff(s). 
Jay Barnes, counsel, present for Plaintiff(s) remotely via video. 
Stephen C Steinberg, counsel, present for Defendant(s) remotely via video. 
Michael D. Abraham, counsel, present for Defendant(s) remotely via video. 

Nature of Proceedings: Motion for Judgment on the Pleadings 

The matter became before the Court his date for a hearing with the above-indicated counsel present. 

After hearing from the parties, the Court affirmed the tentative ruling. 

Tentative Ruling: 

Defendant Sutter Health's ("Sutter") Motion for Judgment on the Pleadings against Plaintiffs' Third 
Amended Complaint ("3AC") is DENIED as follows. 

Background 
Facts 
In this putative class action, Plaintiffs are patients of Sutter, a health care provider in Sacramento. (3AC, ,m 14-16.) The action arises out of Plaintiffs' use of Sutler's "My Health Online" patient portal ("Portal"). 
Plaintiffs allege that Sutter represents that the Portal is secure, but when a person uses it, Sutter 
discloses certain information about such use to Facebook, Google, and other third parties. (Id. , ,m 3-5.) 
For example, Plaintiffs allege that upon signing into the Portal, Sutter discloses the fact of the sign in and 
each patient's personally identifiable information to Facebook, Google, and Crazy Egg. (Id, ,m 5b, 8.) 
Once signed-in, if a patient clicks to view allergies, a disclosure of that action is made to Google of the 
specifics; if a patient clicks "Find-A-Doctor" or set up an appointment, a disclosure of that action is made 
to Facebook, Google, and others. (Id. , ,I5c.) On logoff, Sutter discloses this action to Facebook and 
Google. (Id. , ,r 5i.) Plaintiffs allege Sutter makes these disclosures by intentionally including source code 
on its website that commanded Plaintiffs' browser to redirect the contents of HTTPS communications to 
third parties through invisible tracking pixels that are also code web bugs. (Id. , ,m 128-130.) 

Plaintiffs' 3AC was filed on December 7, 2021 and contains three causes of action: (1) violation of the 
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California Invasion of Privacy Act ("CIPA"), specifically Penal Code § 631 ("section 631 "), (2) breach of 
contract, and (3) breach of the implied covenant of good faith and fair dealing. This Court has twice 
sustained Sutler's demurrer to Plaintiffs' cause of action for violation of section 631. (See ROA 134, 
206.) However, on November 16, 2021 , the Court overruled Plaintiffs' demurrer to that cause of action 
as stated in the 2AC. (ROA 301.) Sutter now moves for judgment on the pleadings with respect to the 
3AC's cause of action for violation of section 631. 

Request for Judicial Notice 
Sutler's request for judicial notice in support of this motion is GRANTED as to request Nos. 1 (the 
Court's 11/16/2021 Minute Order sustaining portions of Sutter's demurrer to Plaintiffs' 2AC; 2 (the 
Court's 11/16/2021 Minute Order granting parts of Sutler's motion to strike portions of Plaintiffs' 2AC; 3 
(the Court's 11/3/2020 Minute Order sustaining Sutler's demurrer to the 1AC); 4 (the Court's 11/3/20 
Minute Order granting parts of Sutler's motion to strike portions of Plaintiffs' 1AC; 5 (the Court's 
1/29/2020 Minute Order sustaining Sutler's demurrer to the original complaint); 6 (Plaintiffs' 2AC); 7 
(Plaintiffs' 1AC); 8 (Plaintiffs' original complaint); and 10 (the text of AB 860 passed by the Assembly on 
July 26, 1967 and passed by the California Senate on July 27, 1967). (Evid. Code, § 452(a), (d).) 

Sutler's request for judicial notice is DENIED as to request No. 9 (Model Notice of Privacy Practices for 
health care providers published by the US Department of Health and Human Services' Office for Civil 
Rights) as this material is irrelevant to the disposition of this motion. (See State Comp. Ins. Fund v. 
ReadyLink Healthcare, Inc. (2020) 50 Cal.App.5th 422, 442.) 

Legal Standard 
A motion for judgment on the pleadings has the same function as a general demurrer, but may be made 
after the time for demurrer has expired. (See Code Civ. Proc., § 438.) Like a demurrer, the grounds for a 
motion for judgment on the pleadings must appear on the face of the complaint, or in documents 
attached to the pleadings and properly incorporated by reference. (Code Civ. Proc., § 438{d); 
Lumbermens Mutual Casualty Company v. Vaughn (1988) 99 Cal.App.3d 171 , 178.) The motion may be 
based on matters of which the court may take judicial notice. (Code Civ. Proc. § 438(d); see also 
Howard Jarvis Taxpayers Assoc. v. Riverside (1999) 73 Cal.App.4th 679, 685.) However, the motion 
does not lie on grounds previously raised by demurrer unless there has been a "material change in 
applicable case law or statute" since the demurrer was overruled. (Code Civ. Proc. § 438(g)(1 ); see 
Yancey v. Superior Court (1994) 28 Cal.App.4th 558, 562, fn. 1.) The motion should be granted if, taking 
all of the allegations of the complaint to be true, the defendant is entitled to judgment as a matter of law. 
(Consolidated Fire Protection Dis. v. Howard Jarvis Taxpayers' Ass'n (1998) 63 Cal. App. 4th 211 , 219.) 
A motion for judgment on the pleadings is properly granted without leave to amend when there is no 
reasonable possibility that the defect can be cured by amendment. (See Schonfeldt v. State of California 
(1998) 61 Cal. App.4th 1462, 1465 ("If there is no liability as a matter of law, leave to amend should not 
be granted.").) 

Analysis 
Section 631 penalizes various forms of secret monitoring of conversations. (Ribas v. Clark (1985) 38 
Cal.3d 355, 359 (Ribas).) It provides, in pertinent part: 

"(a) Any person who, by means of any machine, instrument, or contrivance, or in any other manner, 
intentionally taps, or makes any unauthorized connection, whether physically, electrically, acoustically, 
inductively, or otherwise, with any telegraph or telephone wire, line, cable, or instrument, including the 
wire, line, cable, or instrument of any internal telephonic communication system, or who willfully and 
without the consent of all parties to the communication, or in any unauthorized manner, reads, or 
attempts to read, or to learn the contents or meaning of any message, report, or communication while 
the same is in transit or passing over any wire, line, or cable, or is being sent from, or received at any 
place within this state; or who uses, or attempts to use, in any manner, or for any purpose, or to 
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communicate in any way, any information so obtained, or who aids, agrees with, employs, or conspires 
with any person or persons to unlawfully do, or permit, or cause to be done any of the acts or things 
mentioned above in this section, is punishable by a fine not exceeding two thousand five hundred dollars 
($2,500), or by imprisonment in the county jail not exceeding one year, or by imprisonment pursuant to 
subdivision (h) of Section 1170, or by both a fine and imprisonment in the county jail or pursuant to 
subdivision (h) of Section 1170 .... " (Emphasis added.) 

Sutter advances two arguments with respect to the construction of the following phrases in section 631 
emphasized above: "without the consent of all the parties" and "reads, or attempts to read, or to learn 
the contents or meaning of any message, report, or communication while the same is in transit or 
passing over any wire, line, or cable." The Court discusses each argument separately below. 

First Argument: "Without the Consent of All the Parties" 
The parties do not dispute that section 631 requires the consent of "all parties" to the communication. 
(See People v. Conklin (1974) 12 Cal.3d 259, 270; RJN Exh. J.) Nor do they dispute that section 631 
applies only to third parties and not to a participant to the communication. (See Warden v. Kahn (1979) 
99 Cal.App.3d 805, 811.) However, Sutter contends that (1) section 631 applies only where there are 
least two participants to the communication, (2) that both of those participants must be natural persons 
capable of giving consent, and (3) that Plaintiffs do not allege the presence of "another individual as a 
second participant who could have given consent." (Mov. Mot. P&A, p. 6: 15-16.) While Sutter's 
argument is creative, the Court finds it ultimately lacks merit. 

As Sutter's argument is based on statutory construction, the Court begins by setting forth the 
fundamental rules governing such construction. When a court interprets a statute, its fundamental task is 
to determine the Legislature's intent so as to effectuate the law's purpose. ( Smith v. LoanMe, Inc. (2021) 
11 Cal.5th 183, 190.) The court first examines the statutory language, giving it a plain and 
commonsense meaning. (Ibid. ) The court does not examine the language in isolation, but in the context 
of the statutory framework as a whole in order to determine its scope and purpose and to harmonize the 
various parts of the enactment. (Ibid.) If the language is clear, courts must generally fol low its plain 
meaning unless a literal interpretation would result in absurd consequences the Legislature did not 
intend. (Ibid.) 

Sutler's statutory argument relies on Kight v. CashCa/1, Inc. (2011 ) 200 Cal.App.4th 1377 (Kight) . In 
Kight, the plaintiffs brought claims against a consumer finance company under Penal Code § 632 
("section 632"}, which is part of CIPA and prohibits eavesdropping on confidential communications. The 
plaintiffs alleged that the company monitored their telephone conversations with the company's 
employees without the plaintiffs' knowledge or consent. (Id. at p. 1383.) The trial court determined that 
eavesdropping under section 632 requires three parties and there were only two parties to the 
conversations - the corporation and the customer. (Id. at p. 1391 .) The appellate court reversed, finding 
this interpretation contrary to the statutory language and intent of section 632. (Ibid.) With respect to the 
statutory language, the court focused on the use of the terms "party" and "person" in the statute. The 
court noted that section 632 prohibits a "person" from overhearing a confidential communication without 
the consent of "all parties" and that the term "person" is defined, for purposes of section 632, to include 
both an individual and a corporation. (Id. at p. 1391.) By contrast, as the court explained, the statutory 
term "parties" is used to identify the "individuals who are the conversation participants from whom 
consent is required" before a conversation may be overheard. (Ibid. (Emphasis added).) The court 
determined that this difference in terms supported the interpretation that a corporation is not a single unit 
for purposes of determining who must give consent and that all participants to the conversation must 
give consent. The court held that each individual listener should be counted as a person as opposed to 
all corporate employees counting as one corporate person. (Ibid.) Sutter argues that, pursuant to Kight, 
the term "party" in section 631 can only mean an individual and, thus, section 631 cannot apply here 
where the intended recipient of the communication is not a natural person. 
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The Court is not convinced. First, the Court does not interpret Kight to mean that sections 631 and 632 
are inapplicable when a communication is between a natural person and an entity or technology created 
by other natural persons,. Second, the particular context of Kight alone is distinguishable. Kight 
considered a telephone conversation between a corporate employee and the plaintiff, a conversation to 
which another corporate employee listened unbeknownst to the plaintiff. Here, the Court does not 
consider a telephone conversation but rather click communications by Plaintiffs to Sutler's website. 
"Tautalogically, a communication will always consist of at least two parties: the speaker and/or sender, 
and at least one intended recipient." (In re Google Inc. (3d. Cir. 2015) 806 F.3d 125, 143.) Courts 
interpreting section 631 have indicated that a party to a communication, for purposes of section 631 , 
may include an entity or website. In Revitch v. New Moosejaw (2019) 2019 U.S. Dist. LEXIS 186955 
(Revitch), for example, the plaintiff alleged that the defendant, Moosejaw, embedded into its webpages a 
mechanism that allowed another company, NaviStone, to eavesdrop on the plaintiffs communications. 
(Id. at *2.) The court held that the plaintiffs "interaction with the Moosejaw website was a communication 
within the meaning of section 631." (Id. at *3.) In particular, the court noted that "[a]dmittedly, a customer 
in [a] brick-and-mortar store does not communicate by searching through the inventory. But the same is 
not true for off-site shoppers: a customer who cal ls to inquire about a store's products undoubtedly 
communicates with the retailer. As does an online patron, [the plaintiff] requested information from 
Moosejaw by clicking on terms of interest; Moosejaw responded by supplying that information. This 
series of requests and responses - whether online or over the phone - is communication." (Ibid. ; see 
also Graham v. Noam (N.D. Cal. 2021) 533 F.Supp.3d 823, 832-833 [concluding that a company was a 
party to a communication and another company was an extension of that company]; Flanagan v. 
Flanagan (2002) 27 Cal.4th 766, 775 (Flanagan) [addressing possibility that an auditor to a conversation 
can be a person or a mechanical device].) The Court disagrees with Sutter that Revitch is inapposite 
here or deviates from California precedents interpreting CIPA. The only precedent Sutter cites is Kight, 
and the Court is unconvinced that precedent dictates a different result than Revitch. 

Courts have also reached the same result with respect to the federal Wiretap Act, which prohibits similar 
conduct as section 631 and involves a similar analysis. (See In re Google Inc. (3d Cir. 2015) 806 F.3d 
125, 143 [concluding defendant advertising companies were parties to a communication for purposes of 
the federal wiretapping law because they were the intended recipients of requests that plaintiffs 
browsers sent to the defendant's servers); Calhoun v. Google LLC (N.D.Cal. 2021) 526 F.Supp. 3d 605, 
623.) [discussing website consent under the federal Wiretap Act]; Chance v. Ave. A, Inc. (W.D.Wash. 
2001) 165 F .Supp.2d 1153, 1162 [finding it implicit that web pages consented to interception under 
federal wiretapping law]; In re Doubleclick Privacy Litig. (S.D.N.Y. 2001) 154 F.Supp.2d 497, 514 
[concluding certain websites were parties to the communications from the plaintiffs and gave sufficient 
consent]; see also Cline v. Reetz-Laiolo (N.D. Cal. 2018) 329 F.Supp.3d 1000, 1051 ["The analysis for a 
violation of CIPA is the same as that under the federal Wiretap Act.") As stated in the Court's ruling on 
Sutler's demurrer to the 2AC, "California courts are likely to rely on federal decisions interpreting the 
federal wiretap statute" when interpreting section 631. (ROA 301 , p. 21.) 

Second, in addition to considering the text of section 631, the court in Kight considered the legislative 
intent and determined that the Legislature enacted section 632 to "ensure an individual's right to control 
the firsthand dissemination of a confidential communication, and expressed its intent to strongly protect 
an individual's privacy rights in electronic communications." (Id. at p. 1392.) Based on that legislative 
purpose, the court construed section 632 broadly in favor of the plaintiff, concluding the required third 
party to the conversation was present. Accordingly, contrary to Sutter's point, Kight does not suggest 
that section 631 or 632 applies only if the parties to the conversation or communication are natural 
persons. Instead, it suggests that CIPA, including section 631 , should be construed broadly to protect an 
individual's privacy rights. As Kight held with respect to section 632, the privacy rights affected under 
section 631 are the same regardless whether a communication is with a machine or a human being. (Id. 
at p. 1393.) Interpreting section 631 in the way Sutter suggests would undermine both the requirement 
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of two-party consent and the overall purpose of this section. CIPA was enacted in 1967, "replacing prior 
laws that permitted the recording of telephone conversations with the consent of one party to the 
conversation." (Flanagan, supra, 27 Cal.4th at p. 768.) "The purpose of the act was to protect the right of 
privacy by, among other things, requiring that all parties consent to a recording of their conversation." 
(Ibid.) The legislative history is "replete with references to the Legislature's intent to strengthen then 
existing law by 'prohibiting wiretapping or 'electronic eavesdropping' without the consent of all parties to 
the communication which is being tapped or overheard." (Frio v. Superior Court (1988) 203 Cal.App.3d 
1480, 1487.) "The philosophy [of protecting an individual's privacy right] lie[s] at the heart of virtually all 
the decisions construing the [Act]." (Flanagan, supra, 27 Cal.4th at p. 775.) The addition of all-party 
consent in section 631 was clearly intended to broaden the coverage of section 631; however, Sutter's 
suggested interpretation here would limit that coverage by effectively removing entities or technological 
devices as possible parties to a communication. The Court refuses to adopt such an interpretation. 

Second Argument: "Reads, or Attempts to Read, or to Learn the Contents or Meaning of any Message, 
Report or Communication While the Same Is in Transit or Passing Over any Wire Line or Cable" 
The California Supreme Court has explained that section 631 contains three operative clauses covering 
"three distinct and mutually independent patterns of conduct." (Tavernetti v. Superior Court (1978) 22 
Cal. 3d 187, 192.) Section 631 also includes a fourth clause that establishes liability for anyone "who 
aids, agrees with, employs, or conspires with any person or persons to unlawfully do, or permit, or cause 
to be done any of the" other three bases for liability. (Mastel v. Miniclip SA (E.D.Cal. 2021 ) 549 
F.Supp.3d 1129, 1134 (Mastel); see 3AC ii,r 367-368 [alleging Sutter aided, agreed with, and conspired 
with third-party tracking companies in violating section 631].) 

The first clause of section 631 has been described as creating "liability for any individual who 
'intentionally taps, or makes any unauthorized connection ... with any telegraph or telephone wire, line, 
cable, or instrument." (Matera v. Google Inc. (N.D.Cal. Aug. 12, 2016, No. 15-CV-04062-LHK) 2016 
U.S.Dist.LEXIS 107918, at *56-57 (emphasis added).) Sutter argues that, according to its plain 
language, this first clause is limited to only telegraphic or telephonic communications and that Plaintiffs' 
allegations do not involve such a communication. On the one hand, Sutler's argument is supported by 
precedent. (See Mastel, supra, 549 F .Supp.3d at pp. 1133-1135, citing In re Google Assistant Priv. Litig. 
(N.D. Cal. 2020) 457 F.Supp.3d 797, 826 [claim under first clause must be dismissed if allegations do 
not show technology at issue operates using a telegraph or telephone wires]; In re Google Inc. Gmail 
Litig. (N.D. Cal. 2013 No. 13-MD-02430-LHK) 2013 U.S.Dist.LEXIS 172784, at *77 ( Google Gmai/) 
["difference in coverage between first and second clauses suggests that the Legislature intended the two 
clauses to apply to different types of communication"]; see also Ward General Insurance Services, Inc. v. 
Employers Fire Ins. Co. (2003) 114 Cal.App.4th 548, 554 [adjective in series of nouns generally modifies 
each noun following the phrase.) On the other hand, other federal courts have suggested, without 
breaking down the different clauses in section 631 , that section 631 covers the type of claims at issue 
here. In Revitch, supra, the plaintiff argued that Moosejaw embedded into its webpages a mechanism 
that allowed a third party to eavesdrop on the plaintiff's communications with the Moosejaw website. 
(2019 U.S. Dist. LEXIS 186955 at *2.) The code embedded on the website functioned as a wiretap that 
redirected the plaintiff's communications to the third party. (Id. at *3.) The court held that the plaintiff's 
allegations were sufficient to state a claim under section 631 . (Id. at *2.) 

However, the Court need not resolve the extent of the first clause's coverage as it finds Sutler's 
argument as to the second clause of section 631 unpersuasive. "The second clause of [section 631] 
creates liability for any individual who 'reads, or attempts to read , or to learn the contents or meaning of 
any message, report, or communication while the same is in transit or passing over any wire, line, or 
cable, or is being sent from, or received at any place within this state." (Matera v. Google Inc. (N.D.Cal. 
Aug. 12, 2016, No. 15-CV-04062-LHK) 2016 U.S.Dist.LEXIS 107918, at *56-57.) Sutler's argument 
relies on the absence of the term "instrument" from this clause (whereas "instrument" is included in the 
first clause). Sutter argues that Plaintiffs' 3AC allegations are premised on connection to an "instrument" 
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and, as a result, Plaintiffs' allegations are outside the scope of the second clause. More specifically, 
Sutter contends the 3AC alleges that Sutler's "source code connected to and 'commandeer[ed]' an 
instrument - the visitor's computer - which caused the computer's web browser to react to inputted or 
received web data in the visitor's web browser and/or computer by sharing information about the data in 
separate transmissions to third parties." (Mov. Mot. P&A, p. 16: 13-16.) Again, the Court finds Sutter's 
argument lacks merit. 

In support of its argument, Sutter's moving papers do not cite any cases interpreting section 631 and 
instead rely on general cases for rules of statutory construction. Conducting its own research, the Court 
has located a single case in which a federal court stated that "the second clause applies only to 'wire[s], 
line[s], or cable[s]' - not 'instrument[s,]' which are included in the first clause." (Google Gmail, supra, at 
*77.) However, in so doing, the federal court intended to highlight the breadth of the statute, not its 
limitations. Specifically, the court concluded that, by excluding the term "instrument" in the second 
clause, the Legislature reflected its intent to have the first and second clauses apply to different types of 
communications, thereby expanding its coverage. The court did not interpret "wire," "line" or "cable" 
narrowly. Rather, the Court found that the second clause is broad enough to encompass email. (Id. ) 

The Court's research further confirms that other courts have not read the second clause, or section 631 
in its entirety, as narrowly as Sutter. In its order with respect to Sutler's demurrer to Plaintiffs' 2AC, this 
Court noted that "[f]ederal courts .. . have concluded that section 631 applies to communications over 
the internet." (See ROA 301 , p. 4, citing Matera, supra, at *52); see also (Yoon v. Lu/ulemon United 
States (C.D.Cal. 2021) 549 F. Supp. 3d 1073, 1080 (Yoon) ["[c]ourts agree ... that [section 631] applies 
to communications conducted over the internet])").) Such communications by definition involve a 
computer; thus, Sutter's interpretation would upend the general consensus among federal courts as to 
Section 631 's application to internet-based communications. These cases help illustrate that Sutter's 
argument with respect to the phrase "wire, line, or cable" is misplaced. That phrase refers to the device 
through which the communication is transmitted. Federal courts have already determined that 
communications transmitted over the Internet are transmitted over a wire, line, or cable for purposes of 
section 631. (See Matera, supra, at *57.) The parties do not question whether Plaintiffs' communications 
at issue here were conducted over the Internet - the fact that they involved a computer is part and 
parcel of the communication occurring over the Internet. 

It appears that Sutter's argument also takes issue with the means by which the improper interception of 
the communication over wire, line, or cable is achieved. In this regard, Sutter directs the Court's attention 
to the structure of section 631. According to Sutter, when broken down into grammatical clauses, the fi rst 
two clauses of section 631 read as follows: 
"Any person: 

(i) who by means of any machine, instrument, or contrivance, or in any other manner, intentionally taps, 
or makes any unauthorized connection , whether physically, electrically, acoustically, inductively, or 
otherwise, with any telegraph or telephone wire, line, cable, or instrument, including the wire, line, cable, 
or instrument of any internal telephonic communication system, or 
(ii) who willful ly and without the consent of all parties to the communication, or in any unauthorized 
manner, reads, or attempts to read, or to learn the contents or meaning of any message, report, or 
communication while the same is in transit or passing over any wire, line, or cable, or is being sent from, 
or received at any place within this state; or" (431 (Emphasis added).) 

Sutter argues that the italicized phrase specifies the means by which the unlawful activity is achieved but 
this phrase only appears in the first clause. In Sutler's view, this phrase does not apply to the second 
clause and, as a result, using an "instrument" to act as described in clause (ii) is not a violation of that 
clause. However, Sutler's interpretation would make it impossible to violate the second clause of section 
631 because any means by which the violation is achieved is not mentioned in that clause. The Court 
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rejects such an interpretation. With respect to the means by which the interception is achieved, the Ninth 
Circuit has described section 631 as prohibiting "any person from using electronic means to 'learn the 
contents or meaning' of any 'communication' 'without consent' or in an 'unauthorized manner."' (Davis v. 
Facebook, Inc. (9th Cir. 2020) 956 F.3d 589, 606-607.) Additionally, the Central District of California 
read the second clause as prohibiting the unlawful reading or learning "by means of any machine, 
instrument, or contrivance." (See Alder v. Cmty. (C.D.Cal. Aug. 2, 2021 , No. 2:21-cv-02416-SB-JPR) 
2021 U.S.Dist.LEXIS 201644, at *5 [describing section 631 as imposing "liability on any person who 'by 
means of any machine, instrument, or contrivance, . . . and without the consent of all parties .. . reads, 
or attempts to read, or to learn the contents or meaning of any . . . communication while the same is in 
transit ... or is being sent from, or received at any place within this state"]; see also Yoon, supra, 549 
F.Supp.3d 1073, 1080.) Another court described the second clause as applying to "both communications 
'in transit over any wire, line, or cable' and those 'sent from, or received at any place within this state."' 
(Lopez v. Apple, Inc. (N.D. Cal. 2021) 519 F.Supp. 3d 672, 687; see also In re Google Assistant Privacy 
Litig. (N.D. Cal. 2020) 457 F.Supp.3d 797, 826 [agreeing that second cause could be read in 
disjunctive].) Under these constructions, the allegation that Sutter used Plaintiffs' computers to enable a 
third-party's interception of their communications on the Portal does not remove Plaintiffs' claim from 
section 631. 

Lastly, the Court reiterates the California Supreme Court's instruction to interpret CIPA in a manner that 
"fulfills the legislative purpose of [the Act] by giving greater protection to privacy interests." (Flanagan, 
supra, 27 Cal. 4th at p. 775.) Thus, when faced with two possible interpretations of CIPA, the California 
Supreme Court has construed the Act in accordance with the interpretation that provides the greatest 
privacy protection. (See Ribas, supra, 38 Cal. 3d at 360-61.) Sutler's interpretation of section 631 would 
provide less privacy protection and the Court finds it not well supported by case law. Accordingly, the 
Court rejects Sutter's second argument with respect the cause of action for violation of section 631 . 

Disposition 
Based on the foregoing, Sutler's Motion for Judgment on the Pleadings is DENIED. 

This minute order is effective immediately. No formal order or other notice is required. (Code Civ. Proc., 
§ 1019.5; Cal. Rules of Court, rule 3.1 312.) 

To request oral argument on this matter, you must call Department 28 at (916) 874-6695 by 4:00 p.m., 
the court day before this hearing and notification of oral argument must be made to the opposing 
party/counsel. If no call is made, the tentative ruling becomes the order of the court. (Local Rule 1. 06.) 
Parties requesting services of a court reporter may arrange for private court reporter services at their own 
expense, pursuant to Government code §68086 and California Rules of Court, Rule 2.956. 
Requirements for requesting a court reporter are listed in the Policy for Official Reporter Pro Tempore 
available on the Sacramento Superior Court website at 
https:l/www.saccourt.ca.gov/court-reporters/docs/crtrp-6a.pdf. The list of Court Approved Official 
Reporters Pro Tempore is available at https:llwww.saccourt.ca.gov/court-reporters/docs/crtrp-13.Pdf. 
Please check your tentative ruling prior to the next Court date at www.saccourt.ca.gov prior to 
the above referenced hearing date. 

If oral argument is requested, the matter shall be held via Zoom with the links below: 

To join by Zoom link - https:llsaccourt-ca-gov.zoomgov.comlmy/sscdept28 
To join by phone dial (833) 568-8864 ID 16039062174 

Counsel for Plaintiff is directed to notice all parties of this order. 
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Defendant Sutter Health's ("Sutter") Motion for Judgment on the Pleadings against Plaintiffs' Third 
Amended Complaint ("3AC") is DENIED as follows. 

Background 
Facts 
In this putative class action, Plaintiffs are patients of Sutter, a health care provider in Sacramento. (3AC, ,m 14-16.) The action arises out of Plaintiffs' use of Sutter's "My Health Online" patient portal ("Portal"). 
Plaintiffs allege that Sutter represents that the Portal is secure, but when a person uses it, Sutter 
discloses certain information about such use to Facebook, Google, and other third parties. (Id., ,m 3-5.) 
For example, Plaintiffs allege that upon signing into the Portal, Sutter discloses the fact of the sign in and 
each patient's personally identifiable information to Facebook, Google, and Crazy Egg. (Id, ,m 5b, 8.) 
Once signed-in, if a patient clicks to view allergies, a disclosure of that action is made to Google of the 
specifics; if a patient clicks "Find-A-Doctor" or set up an appointment, a disclosure of that action is made 
to Facebook, Google, and others. (Id. , ,I5c.) On logoff, Sutter discloses this action to Facebook and 
Google. (Id. , ,r 5i.) Plaintiffs allege Sutter makes these disclosures by intentionally including source code 
on its website that commanded Plaintiffs' browser to redirect the contents of HTTPS communications to 
third parties through invisible tracking pixels that are also code web bugs. (Id. , ,m 128-130.) 

Plaintiffs' 3AC was filed on December 7, 2021 and contains three causes of action: (1) violation of the 
California Invasion of Privacy Act ("CIPA"), specifically Penal Code § 631 ("section 631 "), (2) breach of 
contract, and (3) breach of the implied covenant of good faith and fair dealing. This Court has twice 
sustained Sutler's demurrer to Plaintiffs' cause of action for violation of section 631 . (See ROA 134, 
206.) However, on November 16, 2021 , the Court overruled Plaintiffs' demurrer to that cause of action 
as stated in the 2AC. (ROA 301.) Sutter now moves for judgment on the pleadings with respect to the 
3AC's cause of action for violation of section 631. 

Request for Judicial Notice 
Sutter's request for judicial notice in support of this motion is GRANTED as to request Nos. 1 (the 
Court's 11/16/2021 Minute Order sustaining portions of Sutter's demurrer to Plaintiffs' 2AC; 2 (the 
Court's 11/16/2021 Minute Order granting parts of Sutler's motion to strike portions of Plaintiffs' 2AC; 3 
(the Court's 11/3/2020 Minute Order sustaining Sutler's demurrer to the 1AC); 4 (the Court's 11/3/20 
Minute Order granting parts of Sutler's motion to strike portions of Plaintiffs' 1AC; 5 (the Court's 
1/29/2020 Minute Order sustaining Sutler's demurrer to the original complaint); 6 (Plaintiffs' 2AC); 7 
(Plaintiffs' 1AC); 8 (Plaintiffs' original complaint); and 10 (the text of AB 860 passed by the Assembly on 
July 26, 1967 and passed by the California Senate on July 27, 1967). (Evid. Code, § 452(a}, (d).) 

Sutler's request for judicial notice is DENIED as to request No. 9 (Model Notice of Privacy Practices for 
health care providers published by the US Department of Health and Human Services' Office for Civil 
Rights) as this material is irrelevant to the disposition of this motion. (See State Comp. Ins. Fund v. 
Readylink Healthcare, Inc. (2020) 50 Cal.App.5th 422, 442.) 

Legal Standard 
A motion for judgment on the pleadings has the same function as a general demurrer, but may be made 
after the time for demurrer has expired. (See Code Civ. Proc., § 438.) Like a demurrer, the grounds for a 
motion for judgment on the pleadings must appear on the face of the complaint, or in documents 
attached to the pleadings and properly incorporated by reference. (Code Civ. Proc., § 438(d); 
Lumbermens Mutual Casualty Company v. Vaughn (1988) 99 Cal.App.3d 171 , 178.) The motion may be 
based on matters of which the court may take judicial notice. (Code Civ. Proc. § 438(d); see also 
Howard Jarvis Taxpayers Assoc. v. Riverside (1999) 73 Cal.App.4th 679, 685.) However, the motion 
does not lie on grounds previously raised by demurrer unless there has been a "material change in 
applicable case law or statute" since the demurrer was overruled. (Code Civ. Proc. § 438(g)(1 ); see 
Yancey v. Superior Court (1994) 28 Cal.App.4th 558, 562, fn. 1.) The motion should be granted if, taking 
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all of the allegations of the complaint to be true, the defendant is entitled to judgment as a matter of law. 
(Consolidated Fire Protection Dis. v. Howard Jarvis Taxpayers' Ass'n (1998) 63 Cal. App. 4th 211, 219.) 
A motion for judgment on the pleadings is properly granted without leave to amend when there is no 
reasonable possibility that the defect can be cured by amendment. (See Schonfeldt v. State of California 
(1998) 61 Cal. App.4th 1462, 1465 ("If there is no liability as a matter of law, leave to amend should not 
be granted.").) 

Analysis 
Section 631 penalizes various forms of secret monitoring of conversations. (Ribas v. Clark (1985) 38 
Cal.3d 355, 359 (Ribas).) It provides, in pertinent part: 

"(a) Any person who, by means of any machine, instrument, or contrivance, or in any other manner, 
intentionally taps, or makes any unauthorized connection, whether physically, electrically, acoustically, 
inductively, or otherwise, with any telegraph or telephone wire, line, cable, or instrument, including the 
wire, line, cable, or instrument of any internal telephonic communication system, or who willfully and 
without the consent of all parties to the communication, or in any unauthorized manner, reads. or 
attempts to read. or to learn the contents or meaning of any message. report, or communication while 
the same is in transit or passing over any wire, line, or cable, or is being sent from, or received at any 
place within this state; or who uses. or attempts to use, in any manner, or for any purpose, or to 
communicate in any way. any information so obtained, or who aids. agrees with, employs, or conspires 
with any person or persons to unlawfully do. or permit, or cause to be done any of the acts or things 
mentioned above in this section. is punishable by a fine not exceeding two thousand five hundred dollars 
($2,500). or by imprisonment in the county jail not exceeding one year, or by imprisonment pursuant to 
subdivision (h) of Section 1170. or by both a fine and imprisonment in the county jail or pursuant to 
subdivision (h) of Section 1170 .. . . " (Emphasis added.) 

Sutter advances two arguments with respect to the construction of the following phrases in section 631 
emphasized above: "without the consent of all the parties" and "reads. or attempts to read. or to learn 
the contents or meaning of any message. report. or communication while the same is in transit or 
passing over any wire. line, or cable." The Court discusses each argument separately below. 

First Argument: "Without the Consent of All the Parties" 
The parties do not dispute that section 631 requires the consent of "all parties" to the communication. 
(See People v. Conklin (1974) 12 Cal.3d 259. 270; RJN Exh. J.) Nor do they dispute that section 631 
applies only to third parties and not to a participant to the communication. (See Warden v. Kahn (1979) 
99 Cal.App.3d 805, 811 .) However, Sutter contends that (1) section 631 applies only where there are 
least two participants to the communication. (2) that both of those participants must be natural persons 
capable of giving consent. and (3) that Plaintiffs do not allege the presence of "another individual as a 
second participant who could have given consent." (Mov. Mot. P&A, p. 6: 15-16.) While Sutter·s 
argument is creative, the Court finds it ultimately lacks merit. 

As Sutter·s argument is based on statutory construction, the Court begins by setting forth the 
fundamental rules governing such construction. When a court interprets a statute. its fundamental task is 
to determine the Legislature's intent so as to effectuate the law's purpose. (Smith v. LoanMe, Inc. (2021) 
11 Cal.5th 183. 190.) The court first examines the statutory language, giving it a plain and 
commonsense meaning. (Ibid. ) The court does not examine the language in isolation, but in the context 
of the statutory framework as a whole in order to determine its scope and purpose and to harmonize the 
various parts of the enactment. (Ibid.) If the language is clear. courts must generally fol low its plain 
meaning unless a literal interpretation would result in absurd consequences the Legislature did not 
intend. (Ibid.) 

Sutter·s statutory argument relies on Kight v. CashCa/1, Inc. (2011 ) 200 Cal.App.4th 1377 (Kight) . In 
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Kight, the plaintiffs brought claims against a consumer finance company under Penal Code § 632 
("section 632"), which is part of CIPA and prohibits eavesdropping on confidential communications. The 
plaintiffs alleged that the company monitored their telephone conversations with the company's 
employees without the plaintiffs' knowledge or consent. (Id. at p. 1383.) The trial court determined that 
eavesdropping under section 632 requires three parties and there were only two parties to the 
conversations - the corporation and the customer. (Id. at p. 1391 .) The appellate court reversed, finding 
this interpretation contrary to the statutory language and intent of section 632. (Ibid.) With respect to the 
statutory language, the court focused on the use of the terms "party" and "person" in the statute. The 
court noted that section 632 prohibits a "person" from overhearing a confidential communication without 
the consent of "all parties" and that the term "person" is defined, for purposes of section 632, to include 
both an individual and a corporation. (Id. at p. 1391 .) By contrast, as the court explained, the statutory 
term "parties" is used to identify the "individuals who are the conversation participants from whom 
consent is required" before a conversation may be overheard. (Ibid. (Emphasis added).) The court 
determined that this difference in terms supported the interpretation that a corporation is not a single unit 
for purposes of determining who must give consent and that all participants to the conversation must 
give consent. The court held that each individual listener should be counted as a person as opposed to 
all corporate employees counting as one corporate person. (Ibid.) Sutter argues that, pursuant to Kight, 
the term "party" in section 631 can only mean an individual and, thus, section 631 cannot apply here 
where the intended recipient of the communication is not a natural person. 

The Court is not convinced. First, the Court does not interpret Kight to mean that sections 631 and 632 
are inapplicable when a communication is between a natural person and an entity or technology created 
by other natural persons,. Second, the particular context of Kight alone is distinguishable. Kight 
considered a telephone conversation between a corporate employee and the plaintiff, a conversation to 
which another corporate employee listened unbeknownst to the plaintiff. Here, the Court does not 
consider a telephone conversation but rather click communications by Plaintiffs to Sutter's website. 
"Tautalogically, a communication will always consist of at least two parties: the speaker and/or sender, 
and at least one intended recipient." (In re Google Inc. (3d. Cir. 2015) 806 F.3d 125, 143.) Courts 
interpreting section 631 have indicated that a party to a communication, for purposes of section 631 , 
may include an entity or website. In Revitch v. New Moosejaw (2019) 2019 U.S. Dist. LEXIS 186955 
(Revitch), for example, the plaintiff alleged that the defendant, Moosejaw, embedded into its webpages a 
mechanism that allowed another company, NaviStone, to eavesdrop on the plaintiffs communications. 
(Id. at *2.) The court held that the plaintiffs "interaction with the Moosejaw website was a communication 
within the meaning of section 631." (Id. at *3.) In particular, the court noted that "[a]dmittedly, a customer 
in [a) brick-and-mortar store does not communicate by searching through the inventory. But the same is 
not true for off-site shoppers: a customer who cal ls to inquire about a store's products undoubtedly 
communicates with the retailer. As does an online patron, [the plaintiff] requested information from 
Moosejaw by clicking on terms of interest; Moosejaw responded by supplying that information. This 
series of requests and responses - whether online or over the phone - is communication ." (Ibid. ; see 
also Graham v. Noom (N.D. Cal. 2021) 533 F.Supp.3d 823, 832-833 [concluding that a company was a 
party to a communication and another company was an extension of that company]; Flanagan v. 
Flanagan (2002) 27 Cal.4th 766, 775 (Flanagan) [addressing possibility that an auditor to a conversation 
can be a person or a mechanical device).) The Court disagrees with Sutter that Revitch is inapposite 
here or deviates from California precedents interpreting CIPA. The only precedent Sutter cites is Kight, 
and the Court is unconvinced that precedent dictates a different result than Revitch. 

Courts have also reached the same result with respect to the federal Wiretap Act, which prohibits similar 
conduct as section 631 and involves a similar analysis. (See In re Google Inc. (3d Cir. 2015) 806 F.3d 
125, 143 [concluding defendant advertising companies were parties to a communication for purposes of 
the federal wiretapping law because they were the intended recipients of requests that plaintiffs 
browsers sent to the defendant's servers); Calhoun v. Google LLC (N.D.Cal. 2021) 526 F.Supp. 3d 605, 
623.) [discussing website consent under the federal Wiretap Act]; Chance v. Ave. A, Inc. (W.D.Wash. 
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2001) 165 F .Supp.2d 1153, 1162 [finding it implicit that web pages consented to interception under 
federal wiretapping law]; In re Doubleclick Privacy Litig. (S.D.N.Y. 2001) 154 F.Supp.2d 497, 514 
[concluding certain websites were parties to the communications from the plaintiffs and gave sufficient 
consent]; see also Cline v. Reetz-Laiolo (N.D. Cal. 2018) 329 F.Supp.3d 1000, 1051 ["The analysis for a 
violation of CIPA is the same as that under the federal Wiretap Act.") As stated in the Court's ruling on 
Sutter's demurrer to the 2AC, "California courts are likely to rely on federal decisions interpreting the 
federal wiretap statute" when interpreting section 631. (ROA 301 , p. 21.) 

Second, in addition to considering the text of section 631, the court in Kight considered the legislative 
intent and determined that the Legislature enacted section 632 to "ensure an individual's right to control 
the firsthand dissemination of a confidential communication, and expressed its intent to strongly protect 
an individual's privacy rights in electronic communications." (Id. at p. 1392.) Based on that legislative 
purpose, the court construed section 632 broadly in favor of the plaintiff, concluding the required third 
party to the conversation was present. Accordingly, contrary to Sutter's point, Kight does not suggest 
that section 631 or 632 applies only if the parties to the conversation or communication are natural 
persons. Instead, it suggests that CIPA, including section 631 , should be construed broadly to protect an 
individual's privacy rights. As Kight held with respect to section 632, the privacy rights affected under 
section 631 are the same regardless whether a communication is with a machine or a human being. (Id. 
at p. 1393.) Interpreting section 631 in the way Sutter suggests would undermine both the requirement 
of two-party consent and the overall purpose of this section. CIPA was enacted in 1967, "replacing prior 
laws that permitted the recording of telephone conversations with the consent of one party to the 
conversation." (Flanagan, supra, 27 Cal.4th at p. 768.) "The purpose of the act was to protect the right of 
privacy by, among other things, requiring that all parties consent to a recording of their conversation." 
(Ibid.} The legislative history is "replete with references to the Legislature's intent to strengthen then 
existing law by 'prohibiting wiretapping or 'electronic eavesdropping' without the consent of all parties to 
the communication which is being tapped or overheard." (Frio v. Superior Court (1988) 203 Cal.App.3d 
1480, 1487.) "The philosophy [of protecting an individual's privacy right] lie[s] at the heart of virtually all 
the decisions construing the [Act]." (Flanagan, supra, 27 Cal.4th at p. 775.) The addition of all-party 
consent in section 631 was clearly intended to broaden the coverage of section 631; however, Sutter's 
suggested interpretation here would limit that coverage by effectively removing entities or technological 
devices as possible parties to a communication. The Court refuses to adopt such an interpretation. 

Second Argument: "Reads or Attempts to Read or to Learn the Contents or Meaning of any Message, 
Report, or Communication While the Same Is in Transit or Passing Over any Wire, Line, or Cable" 
The California Supreme Court has explained that section 631 contains three operative clauses covering 
"three distinct and mutually independent patterns of conduct." (Tavemetti v. Superior Court (1978) 22 
Cal. 3d 187, 192.) Section 631 also includes a fourth clause that establishes liability for anyone "who 
aids, agrees with, employs, or conspires with any person or persons to unlawfully do, or permit, or cause 
to be done any of the" other three bases for liability. (Mastel v. Miniclip SA (E.D.Cal. 2021 ) 549 
F.Supp.3d 1129, 1134 (Mastel); see 3AC ,m 367-368 [alleging Sutter aided, agreed with, and conspired 
with third-party tracking companies in violating section 631].) 

The first clause of section 631 has been described as creating "liability for any individual who 
'intentionally taps, or makes any unauthorized connection ... with any telegraph or telephone wire, line, 
cable, or instrument." (Matera v. Google Inc. (N.D.Cal. Aug. 12, 2016, No. 15-CV-04062-LHK) 2016 
U.S.Dist.LEXIS 107918, at *56-57 (emphasis added).) Sutter argues that, according to its plain 
language, this first clause is limited to only telegraphic or telephonic communications and that Plaintiffs' 
allegations do not involve such a communication. On the one hand, Sutter's argument is supported by 
precedent. (See Mastel, supra, 549 F .Supp.3d at pp. 1133-1135, citing In re Google Assistant Priv. Litig. 
(N.D. Cal. 2020) 457 F.Supp.3d 797, 826 [claim under first clause must be dismissed if allegations do 
not show technology at issue operates using a telegraph or telephone wires]; In re Google Inc. Gmail 
Litig. (N.D. Cal. 2013 No. 13-MD-02430-LHK) 2013 U.S.Dist.LEXIS 172784, at *77 (Google Gmai/) 
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["difference in coverage between first and second clauses suggests that the Legislature intended the two 
clauses to apply to different types of communication"]; see also Ward General Insurance Services, Inc. v. 
Employers Fire Ins. Co. (2003) 114 Cal.App.4th 548, 554 [adjective in series of nouns generally modifies 
each noun following the phrase.) On the other hand, other federal courts have suggested, without 
breaking down the different clauses in section 631 , that section 631 covers the type of claims at issue 
here. In Rev.itch, supra, the plaintiff argued that Moosejaw embedded into its webpages a mechanism 
that allowed a third party to eavesdrop on the plaintiffs communications with the Moosejaw website. 
(2019 U.S. Dist. LEXIS 186955 at *2.) The code embedded on the website functioned as a wiretap that 
redirected the plaintiffs communications to the third party. (Id. at *3.) The court held that the plaintiffs 
allegations were sufficient to state a claim under section 631 . (Id. at *2.) 

However, the Court need not resolve the extent of the first clause's coverage as it finds Sutler's 
argument as to the second clause of section 631 unpersuasive. "The second clause of [section 631] 
creates liability for any individual who 'reads, or attempts to read, or to learn the contents or meaning of 
any message, report, or communication while the same is in transit or passing over any wire, line, or 
cable, or is being sent from, or received at any place within this state." (Matera v. Google Inc. (N.D.Cal. 
Aug. 12, 2016, No. 15-CV-04062-LHK) 2016 U.S.Dist.LEXIS 107918, at *56-57.) Sutter's argument 
relies on the absence of the term "instrument" from this clause (whereas "instrument" is included in the 
first clause). Sutter argues that Plaintiffs' 3AC allegations are premised on connection to an "instrument" 
and, as a result, Plaintiffs' allegations are outside the scope of the second clause. More specifically, 
Sutter contends the 3AC alleges that Sutler's "source code connected to and 'commandeer[ed]' an 
instrument - the visitor's computer - which caused the computer's web browser to react to inputted or 
received web data in the visitor's web browser and/or computer by sharing information about the data in 
separate transmissions to third parties." (Mov. Mot. P&A, p. 16: 13-16.) Again, the Court finds Sutler's 
argument lacks merit. 

In support of its argument, Sutter's moving papers do not cite any cases interpreting section 631 and 
instead rely on general cases for rules of statutory construction. Conducting its own research, the Court 
has located a single case in which a federal court stated that "the second clause applies only to 'wire[s], 
line[s] , or cable[s]' - not 'instrument[s,]' which are included in the first clause." (Google Gmail, supra, at 
*77.) However, in so doing, the federal court intended to highlight the breadth of the statute, not its 
limitations. Specifically, the court concluded that, by excluding the term "instrument" in the second 
clause, the Legislature reflected its intent to have the first and second clauses apply to different types of 
communications, thereby expanding its coverage. The court did not interpret "wire," "line" or "cable" 
narrowly. Rather, the Court found that the second clause is broad enough to encompass email. (Id. ) 

The Court's research further confirms that other courts have not read the second clause, or section 631 
in its entirety, as narrowly as Sutter. In its order with respect to Sutler's demurrer to Plaintiffs' 2AC, this 
Court noted that "[f]ederal courts .. . have concluded that section 631 applies to communications over 
the internet." (See ROA 301, p. 4, citing Matera, supra, at *52); see also (Yoon v. Lululemon United 
States (C.D.Cal. 2021) 549 F. Supp. 3d 1073, 1080 (Yoon) ["[c]ourts agree .. . that [section 631] applies 
to communications conducted over the internet])").) Such communications by definition involve a 
computer; thus, Sutter's interpretation would upend the general consensus among federal courts as to 
Section 631 's application to internet-based communications. These cases help illustrate that Sutler's 
argument with respect to the phrase "wire, line, or cable" is misplaced. That phrase refers to the device 
through which the communication is transmitted. Federal courts have already determined that 
communications transmitted over the Internet are transmitted over a wire, line, or cable for purposes of 
section 631. (See Matera, supra, at *57.) The parties do not question whether Plaintiffs' communications 
at issue here were conducted over the Internet - the fact that they involved a computer is part and 
parcel of the communication occurring over the Internet. 

It appears that Sutter's argument also takes issue with the means by which the improper interception of 
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the communication over wire, line, or cable is achieved. In this regard, Sutter directs the Court's attention 
to the structure of section 631. According to Sutter, when broken down into grammatical clauses, the fi rst 
two clauses of section 631 read as follows: 
"Any person: 

(i) who by means of any machine, instrument, or contrivance, or in any other manner, intentionally taps, 
or makes any unauthorized connection , whether physically, electrically, acoustically, inductively, or 
otherwise, with any telegraph or telephone wire, line, cable, or instrument, including the wire, line, cable, 
or instrument of any internal telephonic communication system, or 
(ii) who willful ly and without the consent of all parties to the communication, or in any unauthorized 
manner, reads or attempts to read or to learn the contents or meaning of any message report or 
communication while the same is in transit or passing over any wire, line, or cable, or is being sent from, 
or received at any place within this state; or" (431 (Emphasis added).) 

Sutter argues that the italicized phrase specifies the means by which the unlawful activity is achieved but 
this phrase only appears in the first clause. In Sutler's view, this phrase does not apply to the second 
clause and, as a result, using an "instrument" to act as described in clause (i i) is not a violation of that 
clause. However, Sutler's interpretation would make it impossible to violate the second clause of section 
631 because any means by which the violation is achieved is not mentioned in that clause. The Court 
rejects such an interpretation. With respect to the means by which the interception is achieved, the Ninth 
Circuit has described section 631 as prohibiting "any person from using electronic means to 'learn the 
contents or meaning' of any 'communication' 'without consent' or in an 'unauthorized manner."' (Davis v. 
Facebook, Inc. (9th Cir. 2020) 956 F.3d 589, 606-607.) Additionally, the Central District of California 
read the second clause as prohibiting the unlawful reading or learning "by means of any machine, 
instrument, or contrivance." (See Alder v. Cmty. (CD.Cal. Aug. 2, 2021 , No. 2:21-cv-02416-SB-JPR) 
2021 U.S.Dist.LEXIS 201644, at *5 [describing section 631 as imposing "liability on any person who 'by 
means of any machine, instrument, or contrivance, . .. and without the consent of all parties . . . reads, 
or attempts to read, or to learn the contents or meaning of any . .. communication while the same is in 
transit . .. or is being sent from, or received at any place within this state"]; see also Yoon, supra, 549 
F.Supp.3d 1073, 1080.) Another court described the second clause as applying to "both communications 
'in transit over any wire, line, or cable' and those 'sent from, or received at any place within this state."' 
(Lopez v. Apple, Inc. (N.D. Cal. 2021) 519 F.Supp. 3d 672, 687; see also In re Google Assistant Privacy 
Litig. (N.D. Cal. 2020) 457 F.Supp.3d 797, 826 [agreeing that second cause could be read in 
disjunctive].) Under these constructions, the allegation that Sutter used Plaintiffs' computers to enable a 
third-party's interception of their communications on the Portal does not remove Plaintiffs' claim from 
section 631. 

Lastly, the Court reiterates the California Supreme Court's instruction to interpret CIPA in a manner that 
"fulfills the legislative purpose of [the Act] by giving greater protection to privacy interests." (Flanagan, 
supra, 27 Cal. 4th at p. 775.) Thus, when faced with two possible interpretations of CIPA, the California 
Supreme Court has construed the Act in accordance with the interpretation that provides the greatest 
privacy protection. (See Ribas, supra, 38 Cal. 3d at 360-61 .) Sutler's interpretation of section 631 would 
provide less privacy protection and the Court finds it not well supported by case law. Accordingly, the 
Court rejects Sutter's second argument with respect the cause of action for violation of section 631 . 

Disposition 
Based on the foregoing, Sutler's Motion for Judgment on the Pleadings is DENIED. 

This minute order is effective immediately. No formal order or other notice is required. (Code Civ. Proc., 
§ 1019.5; Cal. Rules of Court, rule 3.1312.) 
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To request oral argument on this matter, you must call Department 28 at (916) 874-6695 by 4:00 p.m., 
the court day before this hearing and notification of oral argument must be made to the opposing 
party/counsel. If no call is made, the tentative ruling becomes the order of the court. (Local Rule 1. 06.) 
Parties requesting services of a court reporter may arrange for private court reporter services at their own 
expense, pursuant to Government code §68086 and California Rules of Court, Rule 2.956. 
Requirements for requesting a court reporter are listed in the Policy for Official Reporter Pro Tempore 
available on the Sacramento Superior Court website at 
https./lwww.saccourt.ca.gov/court-reporters/docs/crtrp-6a.pdf. The list of Court Approved Official 
Reporters Pro Tempore is available at https./lwww.saccourt.ca.gov/court-reporters/docs/crtrp-13.Pdf. 
Please check your tentative ruling prior to the next Court date at www.saccourt.ca.gov prior to 
the above referenced hearing date. 

If oral argument is requested, the matter shall be held via Zoom with the links below: 

To join by Zoom link - https./lsaccourt-ca-gov.zoomgov.com/my/sscdepf2.8 
To join by phone dial (833) 568-8864 ID 16039062174 

Counsel for Plaintiff is directed to notice all parties of this order. 
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IN THE COURT OF COMMON PLEAS 
HAMILTON COUNTY, OHIO 

ENTER D 

NOV 2 3 2021 
John Doe, on behalf of himself and all others 
similarly situated, 

Plaintiff, 

v. 

Bon Secours Mercy Health, 

Defendant. 

I. Procedural Background 

Case No.: A2002633 

Judge Christian A. Jenkins 

Decision And Entry Granting In Part And 
Denying In Part Defendant's Motion To 
Dismiss 

Plaintiff filed a complaint on July 24, 2020. On August 28, 2020, defendant moved to 

dismiss for failure to state a claim pursuant to Civ.R. 12(8)(6). Defendant's motion was fully 

briefed on December 2, 2020 when plaintiff filed a motion for leave to file an amended complaint. 

Defendant opposed plaintiffs motion for leave to amend. 

By entry docketed on February 12, 2021, the Court granted plaintiffs motion for leave to 

file an amended complaint. The Court deemed plaintiffs amended complaint filed as of said date. 

Defendant filed a motion to dismiss plaintiffs amended complaint pursuant to Civ.R. 

12(B)(6) on March 9, 2021. That motion is now fully briefed and ripe for decision. 

II. Standard of Review 

A motion to dismiss for failure to state a claim tests the sufficiency of the complaint. Assn. 

for the Defense of the Washington Local School Dist. v. Kiger, 42 Ohio St.3d 116,117,537 N.E.2d 

1292 (1989). The material allegations in the complaint are taken as admitted, and all reasonable 

inferences must be drawn in favor of the nonmoving party. Mitchell v. Lawson Milk Co., 40 Ohio 

St.3d 190, 192, 532 N.E.2d 753 (1988). Before the Court may dismiss the complaint, it must 
00 

appear beyond doubt from the complaint that the plaintiff can prove no set of facts entitlir 

VERIFY RECORD 
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to recovery. O'Brien v. University Community Tenants Union, 42 Ohio St.2d 242, 327 N.E.2d 753 

(1975). 

Ill. Plaintiff's Allegations 

The Court accepts the well-pleaded allegations set forth in the amended complaint to 

consider defendant's motion to dismiss. Plaintiff is a patient of defendant, a health care provider. 

(Amended Complaint ,r,i 1-2). Defendant operates a website (i.e., www.mercy.com) that it 

encourages its patients to utilize. (Id. ,i,i 4, 42). Defendant's website includes a "patient portal" 

through which patients can access medical records and test results and make appointments. Id. 

Plaintiff has visited and used www.mercy.com. (Id. ,r,i 11, 154-159). 

Plaintiffs Amended Complaint explains at length how a website can be designed to cause 

infonnation about visitors to the website and their activity on the website to be provided to third 

parties such as Facebook and Google, and that defendant's site employs such tactics. (Id. ,i,i 44-

63). Plaintiff alleges that the infonnation provided to third parties includes among other things: 

( l) infonnation from which individual users can be identified by matching them to their Face book 

accounts (Id. ,r,i 64-73); (2) individual users' IP address and thereby their physical location (Id. ,i,i 

89-97); (3) the substance of individual users' searches on mercy.com (Id. ,r 140); (4) whether a 

user logged into the mychart portal (Id. ,i 149); (5) whether a user attempted to schedule a virtual 

visit (Id. ,i,r 143-145); and (6) the pages visited on mercy.com by a user (Id. ,i 142). The net effect 

according to plaintiff is that defendant discloses to Google, Facebook and others the identity of 

patients who visit mercy and the substance of their search and other activity on mercy.com (Id. ,i 

159). 

Plaintiff alleges that the disclosure of such information is not necessary for the operation 

of mercy.com, but rather that it enables defendant and others to engage in targeted marketing to 

2 
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visitors to mercy.com that generates revenue for defendant. (Id. 11 180-181). Plaintiff alleges 

claims for disclosure of non-public medical infonnation pursuant to Biddle v. Warren Gen. Hosp., 

86 Ohio St.3d 395, 715 N.E.2d 518 (1999), breach ofconfidence, invasion of privacy- intrusion 

upon seclusion, breach of contract, negligence and breach of fiduciary duty. 

IV. Discussion 

A. The Complaint Adequately Alleges A Claim Under Biddle v. Warren General 
Hospital. 

In Biddle, the Ohio Supreme Court established a common law tort under Ohio law "for the 

unauthorized, unprivileged disclosure to a third party of nonpublic medical infonnation that a 

physician or hospital has learned within a physician-patient relationship." Id. at 401 . According 

to the Ohio Supreme Court, the Biddle decision represents an effort to provide a "legal identity" 

for "an evident wrongdoing" that Ohio courts had "shoehorned" into traditional legal theories. See 

Menorah Park Center for Senior Living v. Rolston, I 64 Ohio St.3d 400, 2020-Ohio-6658, 173 

N.E.3d 400, ~ 14. Thus, a Biddle claim is properly evaluated in this broad light. 

Defendant argues that plaintiffs Biddle claim fails because: (1) no infonnation learned 

through the physician-patient relationship was disclosed; (2) there was no disclosure ofnon-public 

medical information; and (3) public policy interests favoring the digitization of medical records 

and defendant's First Amendment right to promote its services on its website outweigh any privacy 

interest of plaintiff implicated by the conduct alleged in this case. Defendant's first two arguments 

fail based on the factual allegations in the Amended Complaint. Defendant's third argument 

cannot be properly assessed on a motion to dismiss on the facts alleged in this case. 

Defendant first notes that its website is available to anyone, not just its patients. 

(Defendant's Memorandum in Support of Motion to Dismiss p. 2). No doubt this is true, but 

plaintiff is a patient. Plaintiff alleges he and other patients are encouraged by defendant to use its 

3 
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website to obtain information about medical conditions, access medical records through the 

mychart portal and schedule appointments. While a non-patient may visit defendant's website to 

view some of the information thereon, in the absence of a physician-patient relationship with 

defendant, plaintiff and others would be unlikely to visit defendant's website to access their 

medical records or schedule appointments, actions that are allegedly disclosed to third parties. 

Plaintiff alleges that the information disclosed to third parties includes the fact that a visitor to 

defendant's website is a patient of defendant. (Amended Complaint 1 148). 

Defendant also argues that visitors to its website are anonymous. (Defendant's 

Memorandum in Support of Motion to Dismiss p. 4). But this is contradicted by the Amended 

Complaint. Plaintiff alleges defendant's website deploys Facebook cookies to identify individual 

patients by matching them to their Facebook accounts. (Amended Complaint fl 70-71 ). Coupled 

with the other information allegedly disclosed such as IP address, user agent and browser 

fingerprint (Id. 89), the clear implication is that third parties are able to identify plaintiff and other 

patients of defendant and associate their identities with the data about their activity on defendant's 

website. (Id. 99-116). Plaintiff also alleges that defendant's website does not utilize available 

"anonymization" tools to protect the identities of visitors to its website. (Id. 126). One of the 

authorities relied on by defendant aptly summed up the net effect of these allegations by noting 

that by "[u]sing these techniques, Facebook can identify individual users and watch as they browse 

third-party websites ... " Smith v. Facebook, 262 F.Supp.3d 943, 948 (N.D.Ca.2017). 

The real question before the Court at this juncture is whether the aggregated information 

allegedly disclosed to third parties could conceivably constitute information learned within the 

physician-patient relationship so as to state a claim at this stage of the proceedings. In Biddle, the 

hospital's law firm requested four pieces of information to assess patients for social security 

4 
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disability eligibility- name, telephone number, age and medical condition. Biddle, 86 Ohio St.3d 

at 396. The information allegedly disclosed in this case appears to be potentially more extensive 

when considered collectively. (Amended Complaint ,r,r 134-153). Plaintiff has used defendant's 

website to research his and his wife's medical conditions, make appointments and access his 

medical records. (Id 15 5-I 56). These actions were purportedly disclosed to third parties. (Id. 

78-80). According to the allegations of the Amended Complaint, this means that searches for 

plaintiff's conditions and/or visits to pages containing information about such conditions have 

been disclosed to third parties and associated with identifying information about plaintiff. The 

sum and substance of such disclosures appears at least equivalent to the information at issue in 

Biddle. None of this information would be publicly available if not for defendant's disclosure 

thereof. (Id. 164-167). Thus, the Court cannot say from the face of the Amended Complaint at 

this juncture that plaintiff can prove no set of facts that would support a Biddle claim. 1 

With respect to defendant's disclaimer declaring that use of the website does not establish 

a physician-patient relationship, defendant seemingly misses the point of plaintiff's allegations. 

Plaintiff does not allege that he became a patient by accessing the website; he is an actual patient 

of defendant who, at defendant's suggestion, has used defendant's website. If in fact defendant 

caused the disclosure of nonpublic medical information about one of its patients through the 

1 Defendant' s reliance on Jenkins v. Metro Life Ins. Co., 171 Ohio St. 557, 173 N.E.2d 122 (1961) and 
Evans v. Toledo Neurological Assocs. , 2014-Ohio-4336, 20 N.E.3d 333 (6th Dist.) is misplaced. Jenkins 
involved application of the statutory testimonial privilege in a case involving a life insurance claim. The 
Ohio Supreme Court held that, under the privilege statute and in the context of a dispute about whether the 
decedent lied on a life insurance application, there was no privilege to prevent a physician from testifying 
about the fact that the decedent had seen the physician. Jenkins predates Biddle by 3 8 years and arises in a 
completely different context. It does not inform application of Biddle in this case. Likewise, Evans was a 
medical malpractice claim in which defense counsel provided a physician with medical records obtained in 
discovery for his review. The physician being consulted by defense counsel happened to be employed by 
the same hospital system where plaintiff received care and that he was suing for medical malpractice. There 
is no allegation in this case that the information allegedly disclosed was provided to third parties other than 
as a result of the actions of defendant that caused such disclosures. Accordingly, Evans is unhelpful. 

5 



351

Case 3:22-cv-03580-WHO Document 48 Filed 08/25/22 Page 18 of 52 

operation of its website, its self-serving proclamation that use of the website is not part of the 

physician-patient relationship does not in this Court's view make it otherwise. Thus, the existence 

of a physician-patient relationship is established for purposes of the current analysis. 

Finally, defendant argues that its alleged disclosures are permitted because public policy 

interests advanced by such disclosures outweigh plaintiff's interest in confidentiality. Defendant 

relies primarily on the Ohio Supreme Court's decision in Menorah Park holding that disclosure of 

the minimum information necessary to pursue a collection action against a patient is permissible. 

The Menorah Park court based its holding on language in the Biddle decision recognizing that 

"special situations may exist where the interest of the public, the patient, the physician, or a third 

person are of sufficient importance to justify the creation of a conditional or qualified privilege to 

disclose in the absence of any statutory mandate or common-law duty." Biddle, 86 Ohio St.3d at 

402. 

In the absence of a statutory mandate or common law duty requiring disclosure, the 

Menorah Park court looked "to HIP AA for guidance in determining how those competing interests 

should be weighed." Menorah Park, 2020-Ohio-6658 at ,i 32. Federal regulations promulgated 

pursuant to HIP AA expressly permit disclosure of protected health information "for treatment, 

payment, or health care operations." 45 C.F.R. 164.502(a)(l)(ii). The Menorah Park court went 

on to find public policy support for a payment-related exception in R.C. 3798.04, which prohibits 

unauthorized disclosure "except when the use or disclosure is required or permitted without such 

authorization [under HIPAA regulations]." Menorah Park at ,i 33. Based on these clear 

recognitions of public policy under which disclosure may be proper, the Menorah Park court 

recognized a qualified privilege under which physicians and hospitals may disclose the minimum 

amount of patient information necessary to pursue a collection action. Id at ,i 35. 

6 
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Looking to HIP AA regulations for guidance as in Menorah Park does not yield the same 

result in this case. HIP AA permits limited disclosures for treatment, payment or health care 

operations. The alleged disclosures in this case clearly do not facilitate treatment or payment, and 

review of the regulation defining "health care operations" is equally unavailing. See 45 C.F.R. § 

164.501. 

Without a statute or regulation expressly recognizing that plaintiff's privacy·interests are 

outweighed by a policy interest advanced by the disclosures at issue, defendant argues that federal 

policy favoring the digitization of medical records and defendant's First Amendment commercial 

speech rights supply countervailing policy interests. Perhaps they do, but unlike Menorah Park, 

the connection between defendant's asserted policy interests and the disclosures in this case are 

far from clear. See e.g. Turk v. Oiler, 732 F.Supp.2d 758, 776 (N.D. Ohio 2010) (declining to 

grant judgment on the pleadings where defendant asked court to "extend the countervailing 

interests doctrine"). 

To be sure there is a public policy interest in making the delivery of healthcare more 

effective, efficient and less costly through widespread ~doption of electronic medical records. But 

defendant has failed to sufficiently articulate how that interest is advanced by the disclosure of 

information about plaintiff's and others' activity on defendant's website to third parties to warrant 

dismissal as a matter of law. Likewise for defendant's First Amendment argument, unlike the 

Menorah Park court that could look to an unambiguous federal regulation recognizing that the 

policy interest in allowing providers to pursue payment outweighs patient confidentiality, 

defendant's claimed commercial speech interests are simply too nebulous and undeveloped at this 

stage of the proceedings for this Court to hold as a matter oflaw that plaintiff cannot establish any 

facts that might entitle him to relief. This is in accord with the decision of the Cuyahoga County 

7 
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Court of Common Pleas in an analogous case. See Jane Doe v. University Hospital Health System, 

Inc., Cuyahoga C.P. No. CV-20-933357 (June 25, 2021). 

Plaintiff has adequately alleged a claim under Biddle v. Warren General Hospital. 

Defendant's motion to dismiss is denied with respect to Count I of the Amended Complaint. 

B. Breach of Confidence 

Count II of the Amended Complaint alleges a claim for "breach of confidence." This count 

appears to be a verbatim restatement of the Biddle claim stated in Count I. Subsequent to Biddle 

it is unnecessary to "shoehorn a breach-of-confidence theory of recovery into many traditional 

legal theories ... " Menorah Park, 2020-Ohio-6658, 1 14. This claim is duplicative of Count I 

and is therefore subsumed within it and unnecessary. Defendant's motion to dismiss is granted 

with respect to Count II of the Amended Complaint. 

C. Invasion of Privacy - Intrusion Upon Seclusion 

Ohio law recognizes the common law tort of invasion of privacy by intrusion upon 

seclusion where the defendant intentionally intrudes upon the solitude or seclusion or the private 

affairs or concerns of another, and if such an intrusion would be highly offensive to a reasonable 

person. See Housh v. Peth, 165 Ohio St. 35, 133 N.E.2d 340 (1956), syllabus. Defendant cites 

Moran v. Lewis, 2018-Ohio-4423, 114 N.E.3d 1254, 15 (8th Dist.) ("In order to properly plead an 

invasion of privacy claim, there must be allegations that the tracking invaded the seclusion or 

private affairs of another."). Defendant argues that there was no intrusion in this case, especially 

not into any secluded or private place. 

Moran v. Lewis involved a GPS tracker placed on the plaintiffs car that tracked his 

movement on public roads. The Eighth District Court of Appeals cited authorities noting that the 

tracking at issue had not "led to the disclosure of private facts" and there was "no evidence that 

the vehicle was driven into a private or secluded location where one would have a reasonable 

8 
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~xpectation of privacy." Id. at ,i 10, citing Troeclder v. Zeiser, S.D.111. No. 14-cv-40-SMY-PMF, 

2015 WL 1042187, *3 (March 5, 2015) and Villanova v. Innovative Investigations, Inc. , 21 A.3d 

650, 652, 420 N.J.Super. 353 (2011). The Moran court held that "[t]he mere act of monitoring 

another's public movements through the attachment of a GPS tracking device is not, in and of 

itself, sufficient to state an invasion of privacy claim." Id. at ,i 11. 

Moran is not analogous to this case. Plaintiffs public movements were not tracked, rather 

his online engagement with his healthcare provider was allegedly disclosed to third parties. As 

discussed above, this included the substance of searches for medical conditions that plaintiff 

submitted on defendant's website, plaintiff's access of his medical records and scheduling of 

medical appointments. 2 

Indeed, intrusion upon seclusion is a heavily fact-dependent claim. An evidentiary record 

will likely reveal the substantive details of these disclosures for closer scrutiny, but for purposes 

of a motion to dismiss the allegations are sufficient. See e.g. Demo v. Kirksey, D.Md. No. 8:18-

cv-00716-PX, 2018 WL 5994995, *6 ("the trier of fact [must] consider all the circumstances 

including the degree of the intrusion, the context, conduct and circumstances surrounding the 

intrusion, as well as the intruder's motives and objectives, the setting into which he intrudes, and 

the expectations of those whose privacy is invaded.") (citations omitted). Defendant's motion is 

denied with respect to Count III of the Amended Complaint. 

2 Distinguishing decisions like Moran involving only tracking in public spaces, courts have noted that other 
fonns of electronic surveillance may be much more intrusive. For example, with respect to cell phone 
location data, Justice Sotomayor noted in a concurrence that "the time stamped data provides an intimate 
window into a person's life, revealing not only his particular movements, but through them his familial, 
political, professional, religious, and sexual associations." Carpenter v. U.S., 138 S.Ct. 2206, 22 l 7, 201 
L.Ed.2d 507 (2018), citing U.S. v. Jones, 556 U.S: 400,415, 132 S.Ct. 945, 181 L.Ed.2d 911 (2012). Based 
on the allegations of the Amended Complaint, which must be accepted as true, the net effect of the 
aggregated data allegedly disclosed in this case seems more akin to the latter than the fonner. 

9 
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D. Breach of Contract 

Plaintiffs breach of contract claim is not subsumed because the source of the obligation 

allegedly breached is a contract rather than the common law duty recognized in Biddle. However, 

the parties disagree about the substance of any alleged contract between patients who utilize 

defendant's website and defendant. Plaintiff contends that the HIP AA Notice of Privacy Practices 

contains contractually enforceable promises that defendant made to plaintiff and others, which 

defendant allegedly breached. (Amended Complaint 11 270-275). Plaintiff also contends that 

defendant breached the covenant of good faith and fair dealing implicit in contracts under Ohio 

law. (Id. 1 276). Defendant argues that the HIP AA Privacy Notice applies to patients' medical 

records and information communicated in connection with patients' healthcare but is inapplicable 

to the information allegedly disclosed in this case. The Court cannot resolve this disagreement in 

the context of a motion to dismiss on the record presented. Defendant's motion is therefore denied 

with respect to Count IV. 

E. Negligence and Breach of Fiduciary Duty 

Plaintiff alleges that defendant negligently breached its duty of confidentiality to plaintiff 

by disclosing the content of plaintiffs communications to third parties, and that plaintiff suffered 

damages. (Amended Complaint 11289-294). Plaintiff also alleges that defendant has a fiduciary 

duty to its patients, including plaintiff, and that defendant breached that duty by engaging in the 

conduct alleged in the amended complaint. (Id. 11295-303). Defendant argues that these claims 

are duplicative and are subsumed by plaintiffs Biddle claim. 

To determine whether these claims are subsumed within plaintiffs Biddle claim, this Court 

questions whether a Biddle claim includes a claim for unintentional disclosure. If so, they are 
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subsumed within plaintiff's Biddle claim because these theories do not present distinct theories of 

recovery for plaintiff. 

In Scott v. Ohio Dept. of Rehab. & Corr., 2013-Ohio-4383, 999 N.E.2d 231, iJ 29 (10th 

Dist.), the Tenth District Court of Appeals indicated in dicta that a Biddle claim could include a 

claim for negligent disclosure. In Sheldon v. Kettering Health Network, 2015-Ohio-3268, 40 

N.E.3d 661, the Second District Court of Appeals considered whether a Biddle claim could be 

maintained against a health care provider where an employee allegedly abused his position to 

disclose his ex-spouse's medical information. Plaintiff did not specifically state a Biddle claim 

and alleged that the medical provider was negligent in failing to detect and prevent the disclosure. 

The court analyzed plaintiff's claims under Biddle and concluded that "an inadvertent disclosure 

might, under different facts, fulfill the elements of Biddle, [but] the present case does not." Id. at 

,i,i 32-33. 

In Herman v. Kratche, 8th Dist. Cuyahoga No. 86697, 2006-Ohio-5938, the Court of 

Appeals analyzed a Biddle claim based on a "mistaken" disclosure as a breach of fiduciary duty 

relying on Hammonds v. Aetna Cas. & Sur. Co., 243 F. Supp. 793 (N.D. Ohio 1965). The Eighth 

District held that a medical provider owes a patient a fiduciary duty and reasoned that "a claim for 

breach of fiduciary duty is basically a claim of negligence, albeit involving a higher standard of 

care." Herman at ,i 18 (citations omitted). On this basis the Court of Appeals reversed summary 

judgment in favor of the medical provider. Id at ii 39. 

The result is a continuing lack of clarity with respect to whether and under what 

circumstances an unintentional disclosure can support a Biddle claim. It is the opinion of this 

Court that Biddle does not require intentional disclosure to support a claim. Biddle does not 

expressly require intentional conduct. The Scott court held that an unintentional disclosure claim 

11 
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can be theoretically maintained under Biddle, but not on the facts presented in Scott. And no court 

seems to have clearly held that a disclosure must be intentional to support a Biddle claim. 

Accordingly, defendant' s motion to dismiss is granted with respect to Counts V and VI of the 

Amended Complaint, with the caveat that plaintiffs Biddle claim can proceed based on intentional 

and/or negligent conduct if supported by the evidentiary record to be developed as this matter 

proceeds. 

V. Conclusion 

For all the foregoing reasons, defendant' s motion to dismiss is granted with respect to 

Count II, V and VI of the Amended Complaint and denied with respect to Counts I, III and IV of 

the Amended Complaint. 

So ordered. 

12 
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JANE DOE, 

Plaintiff, 

V. 

\ 

COURT OF COMMON PLEAS 
CUYAHOGA COUNTY 

.) 
) 
) 

Case No. CV-20-93?357 

JUDGE J. PHILIP CALABRESE 

UNIVERSITY HOSPITALS HEALTH 
SYSTEM, INC., 

') 
) 
) 
) 
) 
) 
) 
) 

Defendant. 

OPINION AND ORDER 

Plaintiff Jane Doe, proceeding anonymously at this point in the proceedings by agreement 

of the parties due to the confidential health information underlying the allegations in the complaint, 

claims that Defendant University Hospitals Health System, Inc. disclosed her confidential health 

information to Facebook, Google, Microsoft, and other technology and data companies when she 

used the hospital's website. Defendant moves to dismiss, arguing that Jane Doe lacks standing 

and that Plaintiffs complaint fails to state claims under Biddle v. Warren General Hospital, 86 

Ohio St.3d 395, 1999-Ohio-l l 5, 715 N.E.2d 518, or for intrusion upon seclusion. For the reasons 

that follow, the Court concludes that Plaintiff has standing and so DENIES Defendant's motion to 

dismiss on that ground. Pending the Ohio Supreme Court's forthcoming decision in Menorah 

Park Center for Senior Living v. Rolston, 159 Ohio St.3d 1405, 2020-Ohio-3206, 146 N.E.3d 582, 

the Court defers ruling on the balance of Defendant's motion to dismiss. 

PLAINTIFF'S ALLEGATIONS 

Plaintiffs complaint contains lengthy and detailed allegations about claimed information

sharing between Defendant' s website and various technology and data companies through the use 
( 

of certain source code, cookies, and browser fingerprints. According to the complaint, various 
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information shared with or available to the technology and data companies through these means 

contains or transmits personally identifiable health and similar information. This information 

allegedly allows technology and data companies to market to those who use Defendant's website 

or engage in other data mining. 

In her complaint, Jane Doe alleges that she is a patient receiving treatment for an 

unspecified illness at University Hospitals and uses the patient portal on Defendant's website. 

(Complaint at ,r 12.) Plaintiff avers that the specific communications she exchanged with 

University Hospitals through its website include "communications about specific appointments, 

providers, conditions and treatments." (Complaint at ,r 173.) She also alleges that she "registered 

for, used, and exchanged communications with UH inside the MyUHCare patient portal." 

(Complaint at ,r 172.) Further, the complaint alleges that the source code of a different domain 

that hosts the patient portal for University Hospitals causes "data transmissions from patient 

computers to Google connected to personally identifiable information about patients." (Complaint 

at ,r 165.) This information, according to the complaint, constitutes confidential information 

entitled to privacy protections under State and federal law. Beyond these facts, the complaint 

scarcely contains any additional information regarding the information Jane Doe claims Defendant 

improperly disclosed. 

Plaintiffs complaint asserts three causes of action. Count I alleges disclosure of 

non-public medical information under Biddle. Count II asserts a claim for breach of confidence, 

and Count III alleges intrusion on seclusion. Additionally, Plaintiff seeks to maintain this action 

on behalfofa class of"Ohio residents who are, or were, patients of UH or any of its affiliates, and 

who used UH's web properties, including but not limited to, [sic] www.uhhospitals.org and the 

Patient Portal at MyUHCare." (Complaint at ,r 224.) 

2 
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ANALYSIS 

The Eighth District set forth the governing standard under which this Court' considers a 

motion to dismiss pursuant to Rule 12(B)(6) as follows: 

Under the notice pleading requirements of Civ.R. 8(A)(l ), the plaintiff need only 
plead sufficient, operative facts to support recovery under his claims. Doe v. 
Robinson, 6th Dist. Lucas No. 1-07-1051, 2007-Ohio-5746, ,r 17. Nevertheless, to 
constitute fair notice, the complaint must still allege sufficient underlying facts that 
relate to and support the alleged claim, and may not simply state legal 
conclusions. See De Vore v. Mut. of Omaha Ins. Co., 32 Ohio App.2d 36, 38,288 
N .E.2d 202 (7th Dist.1972). 

Henderson v. State, 8th Dist. Cuyahoga No. 10) 862,.2015-Ohio-1742, ,r 10. "[W]hen a party files 

a motion to dismiss for failure to state a claim, all the factual allegations of the complaint must be 

taken as true and all reasonable inferences must be drawn in favor of the nonmoving party." 

Kennedy v. Dottore, 8th Dist. Cuyahoga No. 108562, 2020-Ohio-3451, ,r 30. 

I. Standing 

"The Ohio Constitution expressly requires standing for cases filed in common pleas 

courts." ProgressOhio.org, Inc. v. jobsOhio, 139 Ohio St.3d 520, 2014-Ohio-2382, 13 N.E.3d 

1101, ,r 11. A court of common pleas may only exercise jurisdiction over "justiciable matters." 

Ohio Constitution, Article IV, Section 4(B). To present a justiciable controversy, a plaintiff must 

have standing to sue. Federal Home Loan Mtge. Corp. v. Schwartzwald, 134 Ohio St.3d 13, 2012-

Ohio-5017, 979 N.E.2d 1214, ,r 41. 

To have standing, a plaintiff must show that she has suffered an injury fairly traceable to 

the defendant's allegedly unlawful conduct that is likely to be redressed through the relief 

requested. Estate of Mikulski v. Centerior Energy Corp., 2019-Ohio-983, 133 N.E.3d 899, ,r 59 

(8th Dist.), citations omitted. "Perhaps the most basic requirement to bringing a lawsuit is that the 

plaintiff suffer some injury. Apart from a showing of wrongful conduct and causation, proof of 

3 
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actual harm to the plaintiff has been an indispensable part of civil actions." Felix v. Ganley 

Chevrolet, Inc., 145 Ohio St.3d 329, 20!5-Ohio-3430, 49 N.E.3d 1224, 136. Injury results from 

"an invasion of a legally protected interest that is concrete and particularized, as well as actual or 

imminent, not hypothetical or conjectural." City of Athens v. Testa, 2019-Ohio-277, 119 N.E.3d 

469, 160 (I 0th Dist.), quotations omitted. Plaintiffs attempt to proceed on behalf of a class does 

not change this threshold standing requirement. Estate of Mikulski at 1 60, quotation omitted. 

Indeed, "[i]ndividual standing is a threshold to all actions, including class actions." Id. 

Defendant makes two separate arguments that Plaintiff lacks standing. The Court 

addresses each in turn. 

I.A. The Allegations of the Complaint 

Defendant maintains that Plaintiff fails to allege concrete and particularized injury in fact. 

Instead, according to this argument, the complaint details the operation of the website of University 

Hospitals and its alleged disclos~re of protected health information to third parties. In this way, 

Defendant conte.nds that the complaint presents circumstances involving hypothetical patients or 

visitors to the website or patient portal. In light of the complaint's voluminous allegations about 

the technology at issue and the comparatively few facts alleged about Jane Doe herself, Defendant 

makes an understandable, though misplaced, argument. 

Plaintiff pleads that she is a patient of University Hospitals who communicated with the 

hospital through its website about specific conditions, appointments, and providers. (Complaint 

at 1 12, 173.) Similarly, she alleges that she exchanged communications with the hospital through 

the patient portal. (Complaint at 1 172.) Although she fails to identify specific protected 

information or data allegedly disclosed to third parties, one may fairly infer from the allegations 

of the complaint that transmission of Jane Doe's private data is at least plausible. Construing these 

4 
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allegations in Plaintiffs favor, as the Court must at this stage of the proceedings, the complaint 

pleads sufficient operative facts under Ohio's notice pleading requirements that Jane Doe has 

allegedly suffered an injury in fact. 

I.B. Economic Harm 

Defendant also argues that Plaintiff cannot establish standing based on generic allegations 

that the personal· data and information at issue may have value in the marketplace. University 

Hospitals pins this argument on the absence of any allegation that Jane Doe has lost value in her 

data. Defendant's position misunderstands Plaintiffs claims. The complaint does not allege 

unjust enrichment, loss of value of her data, or another sort of claim rooted in pecuniary value. 

Instead, Plaintiff asserts privacy claims. Valuing such an injury, if proved, may present challenges, 

but any such difficulties do not warrant dismissal at the pleading stage. 

II. Motion to Dismiss the Three Counts of the Complaint 

In Menorah Park Center for Senior Living v. Rolston, 159 Ohio St.3d 1405, 2020-Ohio-

3206, 146 N.E.3d 582, the Ohio Supreme Court sua sponte ordered post-argument briefing oii 

whether_ to overturn or modify Biddle in light of the enactment of certain provisions of the Health 

Insurance Portability and Accountability Act of 1996, Pub.L. No. 104-191, 110 Stat. 1936. 

Because the Ohio Supreme Court's ruling may well bear on each of Plaintiffs claims, the Court 

defers ruling on Defendant's motion to dismiss the three counts of the complaint at this time. 

Doing so will not prejudice the parties because the Ohio Supreme Court's ruling will likely come 

before the end of the year. Once it does, the Court requests the parties to submit supplemental 

briefs, not to exceed fifteen pages, by January 18, 2021 on how, if at all, the Ohio Supreme Court's 

ruling affects Plaintiffs claims. Alternatively, the parties may advise that they are standing on 

their previous briefing on Defendant's motion to dismiss the three counts of the complaint. 

5 
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CONCLUSION 

For the foregoing reasons, the Court concludes that the allegations of the complaint 

establish that Jane Doe has standing. Following the Ohio Supreme Court' s forthcoming ruling on 

whether to overturn or modify Biddle, the Court requests supplemental briefing from the parties 

on how, if at all, the ruling affects the claims in this case. 

If Plaintiffs claims survive the Ohio Supreme Court's ruling, it may tum out in discovery 

that the evidence does not support Jane Doe's factual allegations. Because of the costs and burdens 

associated with discovery of the technological matters underlying Plaintiffs claims and the likely 

scope of such discovery Plaintiff will seek, the Court directs the parties to direct their discovery 

efforts to those matters relating specifically to Jane Doe's use of Defendant's website and the 

patient portal first. If discovery shows that Defendant has not in fact transmitted Jane Doe's 

personal health information to any technology or data company as alleged, then an early summary 

judgment may be appropriate in this case or Plaintiff may lack standing to maintain her claims in 

in whole or in part. On the other hand, if discovery tends to corroborate Jane Doe's factual 

allegations, then the case may proceed with that assurance. Such an approach is consistent with 

the proportionality requirement of Rule 26(B)(l) and the mandate of Rule l(B). 

ORDER: 

For the foregoing reasons, the Court DENIES Defendant's motion to dismiss for lack of 

standing and defers ruling on the balance of Defendant's motion to dismiss pending the Ohio 

Supreme Court's forthcoming ruling in Menorah Park Center for Senior Living v. Rolston, 159 

Ohio St.3d 1405, 2020-Ohio-3206, 146 N.E.3d 582, and supplemental briefing regarding the same. 

Dated: November 16, 2020 
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IN THE COURT OF COMMON PLEAS 
CUYAHOGA COUNTY, OHIO 

JANE DOE, ON BEHALF OF HERSELF AND ALL 
OTHERS,ETC 

Case No: CV-20-933357 

FILED 
tJUN 2 8 2021 

OlerkotCoui,s 
~oga County, Ohio 

Plaintiff Judge: WILLIAM F. B·. VODREY 

UNNERSITY HOSPITALS HEALTH SYSTEM, INC. 
Defendant 

JOURNAL ENTRY 

THIS CASE IS BEFORE THE COURT ON DEFENDANT'S MOTION TO DISMISS. FOR THE REASONS STATED IN THE 
ATTACHED DECISION, DEFENDANT'S MOTION TO DISMISS IS HE BY DENIED. 

Date 

06/25/2021 
Page I of I 
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IN THE COURT OF COMMON PLEAS 
CUYAHOGA COUNTY, OHIO 

JANE DOE, ON BEHALF OF HERSELF ) 
AND ALL OTHERS, ETC ) 

Plaintiff, 

V. 

UNIVERSITY HOSPITAL HEALTH 
SYSTEM, INC. 

Defendant. 

) 
) 
) 
) 
) 
) 
) 
) 
) 

CASE NO. CV-20-933357 

Judge: WILLIAM F.B. VODREY 

JOURNAL ENTRY 

This case is before the court on defendant's motion to dismiss. On Nov. 16, 2020, the 
court issued an order that denied defendant's motion to dismiss on the grounds that plaintiff 
lacked standing. At that time, the court deferred ruling on defendant's motion to dismiss the three 
counts of plaintiffs complaint pending the Supreme Court of Ohio's decision in Menorah Park 
Center for Senior Living v. Rolston, 159 Ohio St.3d 1405, 2020-Ohio-3206, 146 N.E.3d 582. The 
parties have completed supplemental briefing on the issue, and the remainder defendant's motion 
to dismiss is now ripe for review. 

In Menorah Park, the Supreme Court of Ohio, sua sponte, ordered post-argument 
briefing on whether the court should overturn or modify its previous decision in Biddle v. 
Warren General Hospital, 86 Ohio St.3d 395, 1999-Ohio-115, 715 N.E.2d 518, in light of the 
enactment of certain provisions of the Health Insurance Portability and Accountability Act of 
1996, Pub.L. No. 104-191, 110 Stat. 1936. The court held that "Biddle remains good law and it 
continues to permit a cause of action for the unauthorized, unprivileged disclosure to a third 
party of nonpublic medical information." Menorah at ,J40. 

A Civ.R. 12(8)(6) motion to dismiss for failure to state a claim upon which relief can be 
granted tests the legal sufficiency of the complaint. State ex rel. Hanson v. Guernsey Cty. Bd. of 
Commrs., 65 Ohio St.3d 545,548,605 N.E.2d 378 (1992). A complaint is subject to dismissal 
for failure to state a claim upon which relief can be granted when it appears beyond doubt that 
plaintiff can prove no set of facts in support of his or her claim that would entitle plaintiff to 
relief. Doe v. Archdiocese of Cincinnati, 109 Ohio St.3d 491, 2006-Ohio-2625, 849 N.E.2d 268, 
,i11. When considering a Civ.R. l 2{8)(6) motion, the court must construe all factual allegations 
of the complaint as true, and all reasonable inferences shall be drawn in favor of the nonmoving 
party. York v. Ohio State Highway Patrol, 60 Ohio St.3d 143, 144, 573 N.E.2.d 1063 (1991). 

Here, in accepting plaintiffs allegations as true and acknowledging the Supreme Court of 
Ohio's ruling in Menorah Park, the court finds that plaintiff has adequately stated claims upon 
which relief can be granted. Defendant's motion to dismiss is hereby denied. 
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In accordance with this court's prior order on Nov. 16, 2020, the court hereby orders the 
parties to direct their initial discovery efforts to those matters relating specifically to Jane Doe's 
use of defendant's website and patient portal. If discovery reveals that defendant did not, in fact, 
transmit her personal health information to any technology or data company as alleged, an early 
motion for summary judgment may then be appropriate. 
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COMMONWEALTH OF MASSACHUSETTS 

SUFFOLK, ss . 

JOHN DOE AND JANE DOE, 
INDIVIDUALLY AND ON BEHALF OF 
ALL OTHERS SIMILARLY SITUATED, 

Plaintiffs, 

v. 

PARTNERS HEALTHCARE SYSTEM, INC., 
THE GENERAL HOSPITAL 
CORPORATION D/B/A MASSACHUSETTS 
GENERAL HOSPITAL, BRIGHAM, 
HEAL TH INC., AND DANA-FARBER 
CANCER INSTITUTE, INC., 

Defendants. 

SUPERJOR COURT DEPARTMENT 
CIVIL ACTION NO. 1984CV01651-BLSI 

AFFIDAVIT OF JANE MURRAY 

I, Jane Murray, state and affirm that the following is true to the best of my knowledge and 

belief: 

I. I am the Vice President of the Data and Analytics Organization at Mass General 

Brigham Incorporated ("MGB"). I previously served as the Executive Director of the MOB Data 

and Analytics Organization. I have served in these roles for approximately three years. 

2, My job responsibilities in the MGB Data and Analytics Organization include: direct 

management of the Epic Cogito Analytics Team, Product Management Team, and the Service 

Operations Team. Together with the teams, I am responsible for engaging with MGB executives 

to provide data and analytics products to suppott data driven decision making across clinical, 

administrative, finance operations, quality, safety and population health management domains. 

My teams are also responsible for central data and analytic service operations, 
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3. As part of my oversight responsibilities, I manage and supervise the work of the 

MGB Data and Analytics Organization, which includes specialists dedicated to support MGB's 

electronic medical record system, which is licensed from Epic Systems Corporation. I am active 

in the management of the data and reporting functionality of MGB's electronic medical record 

platform, although I did not create, program, or support the actual medical record system. 

4. The entities owned or operated by MGB include those entities set forth in the 

Settlement Agreement attached to Plaintiffs' Assented To Motion For Preliminary Class Action 

Settlement Approval submitted to the Court, reproduced here: 

• Brigham and Women's Faulkner Hospital, 
Inc. 
• Brigham and Women's Hospital, Inc. 
• Brigham and Women's Physicians 
Organization, Inc. 
• Cooley Dickinson Healthcare Corporation 
• Cooley Dickinson Hospital, Inc. 
• The General Hospital Corporation, D/B/A 
Massachusetts General Hospital 
• Harbor Medical Associates, Inc. 
• Lincoln Physicians 
• Martha's Vineyard Hospital, Inc. 
• Mass General Brigham Community 
Physicians, Inc. 
• Mass General Brigham Home Care, Inc. 
• Mass General Brigham Specialty Pharmacy, 
lnc. 
• Mass General Brigham Urgent Care, LLC 
• Massachusetts Eye and Ear Associates, Inc. 
• Massachusetts Eye and Ear Infu·mary 
• Massachusetts General Physicians 
Organization, Inc. 

2 

• The McLean Hospital Corporation 
• Middlesex Cardiology 
• Mystic Healthcare 
• Nantucket Cottage Hospital 
• Nantucket Physician Organization, Inc. 
• Newton-Wellesley Hospital 
• Newton-Wellesley Medical Group, Inc. 
• North Shore Medical Center, Inc., D/B/A 
Salem Hospital 
• North Shore Physicians Group, Inc. 
• Pentucket Medical 
• Spaulding Hospital Cambridge, Inc. 
• Spaulding Nursing and Therapy Center 
Brighton, Inc. 
• The Spaulding Rehabilitation Hospital 
Corporation 
• Rehabilitation Hospital of the Cape and 
Island Corporation 
• Spaulding Rehabilitation, Inc. 
• Wentworth-Douglass Hospital 
• Wentworth-Douglass Physician 
Corporation 
• Westford Internal Medicine 
• Windemere Nursing and Rehabilitation 
Center 



369

5. Within the Epic medical record system, MGB maintains the electronic medical 

records for each of its owned or operated entities within one general category or classification (the 

"MOB Owned/Operated Data Set"). 

6. The MGB Owned/Operated Data Set is the general category or classification within 

Epic that contains the scheduling and encounter data for patients of MOB's owned or operated 

entities. 

7. The MOB Owned/Operated Data Set is used in the normal course of MGB's 

business to identify the patients of MOB 's owned or operated entities. This is the central repository 

for all clinical and revenue cycle enterprise operations within the MGB system, relied upon by 

MGB in the normal course of its business. 

8. The data within the MGB Owned/Operated Data Set contains information from the 

time each entity became a MGB owned or operated entity, and was enrolled in, and transitioned 

onto, the Epic electronic medical record platform. The transition of historical data, including the 

timeframes of such data, onto the Epic electronic medical record platform varied from entity to 

entity. 

9. The MGB Owned/Operated Data Set is the single source relied upon by MGB to 

identify aggregate patient encounter data. 

10. The Settlement Agreement defined the Settlement Class as: "All Persons who, 

within the Class Period, were Patients of any of the Defendants and visited the Informational 

Websites, and are either (a) a resident of Massachusetts, and/or (b) received medical care in 

Massachusetts at any of the Defendants." 

11. The Settlement Agreement defined "Patient" as "any Person who obtained medical 

care from any of the Defendants." 
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12. The Settlement Agreement defined "Person" as "a living natural person who is not 

an employee of any of the Defendants and who is resident in the United States." 

13. In order to ascertain potential Settlement Class members that were patients of, and 

had encounters with, any MGB owned or operated entity, I instructed members of my team to 

extract data from the MGB Owned/Operated Data Set, in which the owned or operated entities' 

electronic medical record and scheduling data resides. I provided the logic and am familiar with 

the coding protocol used to extract the data from the Epic system, and performed quality control 

checks on the results. 

14. To identify those individuals that may be class members, my team applied "filters" 

to the MOB Owned/Operated Data Set within the Epic system. The resulting list contained 

2,813,119 unique individuals (the "Potential Class Member Notice List"). The filters used to create 

the Potential Class Member Notice List are described further below. 

15 . My team applied a time frame filter to the MGB Owned/Operated Data set of May 

23, 2016 to July 31, 2021, to identify unique patient encounters at any MGB owned or operated 

entity during that time period. 

16. My team set the filters to include patients of all ages of any MGB owned or operated 

entity, so that individuals were not excluded from the Potential Class Member Notice List based 

on their age. 

17. My team also set the filters to include all visit types at any MGB owned or operated 

entity, so that individuals were not excluded from the Potential Class Member Notice List based 

on the type of encounter they had with any MGB owned or operated entity. 

18. My team applied filters to exclude deceased individuals and MGB employees, so 

that those individuals were not included on the Potential Class Member Notice List. 
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19. On August 26, 2021 my team generated a report from the Epic system, which 

resulted in the Potential Class Member Notice List. 

20. The size of the Potential Class Member Notice List required that my team generate 

the repo1t in multiple files. My team exported the report into four ".csv" files, in accordance with 

the settlement administrator's instruction. 

21. The files comprising the Potential Class Member Notice List were ordered 

alphabetically by patient last name - file A to C identified 583,530 individuals and addresses, file 

D to H identified 626,232 individuals and addresses, file I to O identified 738,514 individuals and 

addresses, and fi le P to Z identified 864,843 individuals and addresses. 

22. To facilitate the settlement administrator's distribution of the settlement notices, 

the Potential Class Member Notice List included individuals whose address information within the 

MGB Owned/Operated Data Set on the Epic system was either incomplete, or referred to or 

included non-United States address information. 

23. MGB completed the submission of the Potential Class Member Notice List files to 

the settlement administration on September 10, 2021, through their secure po1tal, in accordance 

with their instruction. 

Signed under the pains and penalties of pe1jury on this _!1_ day of January, 2022. 
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