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Arkansas Prosecutors Seek Possible Evidence for Murder From Amazon Echo Device - ABC News

http://abcnews.go.com/US/arkansas-prosecutors-seek-evidence-murder-amazon-echo-device/story?id=44439545[2/3/2017 3:07:26 PM]

Mark Lennihan/AP Photo

Prosecutors in Arkansas believe that information gathered by an Amazon Echo
device could potentially provide evidence in an ongoing murder trial, and are
pressing Amazon to give them data from the device belonging to the defendant.
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Authorities are seeking the data to aid in their investigation of the alleged
murder of Victor Collins, whose body was found in a hot tub at the home of his
friend, James Bates on November 22, 2015. Bates was charged with Collins'
murder, said Nathan Smith, the prosecuting attorney in Bentonville, Arkansas,
during an interview with "Good Morning America" that aired today.

Amazon Completes 1st Drone Delivery

Suspect in Death of DC Yoga Teacher Charged With Murder

"Like any other defendant he is innocent until proven guilty," Smith said of
Bates. "The issue that I think that has drawn national attention is the search
warrant for Amazon echo device."

"We’re still in process of trying to obtain any info on that Echo device. I don’t
know if it has anything on it or not," Smith said. "The purpose of doing the
search warrant is to determine if there is information on that Echo device that
would either be helpful in the prosecution of Mr. Bates, or be exculpatory for Mr.
Bates, and we as law enforcement have an obligation to find out what’s on that
device to ensure that justice is done."

Smith said that the request for data has "been spun as an issue of privacy."

But, he says, "It really doesn’t have anything to do with that. In our legal system,
law enforcement can search property by lawfully obtaining a search warrant."

He added, "The only thing novel about is it’s a relatively new device."

The Amazon Echo device, which has both speakers and a microphone, can
respond to a user's voice commands or questions after it is activated with the
wake word "Alexa," according to Amazon's website for the product. A user may
also review past voice interactions with Alexa, which are stored in the device's
settings.

Amazon pushed back against releasing Bates' information, saying in a
statement that it "will not release customer information without a valid and
binding legal demand properly served on us."

"Amazon objects to overbroad or otherwise inappropriate demands as a matter
of course," the company added.

Bates' defense attorney Kimberly Weber said in an interview with "GMA" she
thinks Amazon "is going to take a very strong stance and do everything in its
power to prevent this from being released because it wants to make sure that its
customers are comfortable with its product.”
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Weber also argued that Amazon Echo data is not always reliable, and could
easily be used out of context.

“My client is innocent," Weber said. "I am not concerned at all with the
information being released, but I have a stand and my client is united in my
stand, that we are going to do everything we can to protect his privacy and the
privacy of others.”
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Prosecutors Get Warrant for
Amazon Echo Data in Arkansas
Murder Case
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Why using this Amazon device may mean losing
your privacy 4:36

The Amazon Echo is a voice-activated smart speaker
that plays music, gives the weather forecast and
updates its owner's shopping lists, among other
everyday tasks.

But prosecutors in Arkansas believe one such virtual
assistant may hold something far more crucial: data
that can help in a murder trial.

The case against Bentonville man James Bates is
gaining national attention after prosecutors confirmed
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there is an active warrant to obtain information from his
Amazon Echo.

While Benton County prosecutor Nathan Smith told
NBC News they're not trying to force Amazon to
comply with the warrant — and the e-commerce giant
says it has refused anyway — the case is putting a
spotlight on how newer types of personal technology
have become sought-after pieces of evidence.

Kim Weber, Bates' attorney, said that although he has
nothing to hide, she is still worried about the issue of
privacy. It's a familiar concern: How cellphones are
used to track people and whether seizing certain
information on them is legal has been taken up by
various courts.

"It is disconcerting for me as a defense attorney to
know that we are purchasing these wonderful items to
help us in our home ... to help us in our quality of life,
and then they can be turned around and ... used
against us to charge us in crimes," Weber told NBC
News on Tuesday.

Alexa, whodunit? Police seek Amazon Echo data
to solve murder 2:30

She added that Amazon was right in protecting her
client.

In Bates' case, prosecutors sought the Amazon Echo's
electronic data from Nov. 21 to Nov. 22 of last year,
when a homicide at his home occurred, to help piece

http://www.nbcnews.com/news/other/government-can-grab-cell-phone-location-records-without-warrant-appeals-f6C10803204
http://www.nbcnews.com/news/other/government-can-grab-cell-phone-location-records-without-warrant-appeals-f6C10803204
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together what happened.

Bates is charged in the murder of co-worker Victor
Collins. Police said Bates had invited Collins and two
other buddies over to watch football, and they drank
beer and vodka.

One of the friends left, and Bates, Collins and the other
friend got into a hot tub where they continued to drink
until 1 a.m., according to an affidavit. Bates said he
decided to go to bed, but woke up hours later and
found Collins face down in the water.

Bates called 911, and detectives found Collins' body.
The affidavit said he died of homicide by strangulation
with a contributing cause of drowning.

But investigators noted that Collins was bleeding and
bruised on his face, and that there was evidence of a
struggle and a cover-up. They also found Bates made
calls throughout the night to various numbers that
didn't go through, which appeared inconsistent with
him saying he was sleeping, according to the affidavit.

Bates told police the calls were so-called "butt dials."

Amazon Echo Is Siri On Steroids, for the
Connected Home 2:28

The other friend who was with the pair had returned
home by 12:30 a.m., his wife told investigators, and he
showed no signs of physical struggle, the affidavit said.
Bates was examined and there was bruising as well as
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scratches on his back, arms and abdomen, the
document added.

Finally, police said, utility records showed an increase
in water usage early in the morning, suggesting the
patio had been sprayed down to eradicate evidence.

Bates pleaded not guilty in court in April and posted
bail. He faces a trial next year.

While an Amazon Echo was located inside the home,
prosecutors have not said exactly what they might be
looking for to aid in the case. Police were able to
access data on the device, and prosecutors have
discussed with Amazon getting further data from it or
the company's servers, where the information s stored.

Related: Microsoft Wins Major Court Battle Over
Email Privacy

Amazon in a statement said it "will not release
customer information without a valid and binding legal
demand properly served on us. Amazon objects to
overbroad or otherwise inappropriate demands as a
matter of course."

Benton County prosecutors argue Amazon has no
legal standing in Bates' case not to turn over pertinent
information.

The Amazon Echo, by design, holds a wealth of
knowledge. The Internet- and Bluetooth-enabled
device is constantly listening. When someone gives
the trigger word — usually the name Alexa — and then
asks a question or makes a command, the virtual
assistant does its best to comply.

And, in those moments, Alexa is also recording.

http://www.nbcnews.com/news/us-news/microsoft-wins-major-court-battle-over-email-privacy-n609506
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The Amazon Echo entered the November 2015 murder case because someone

present on the night of Collins' death allegedly recalled hearing music

streaming through the device that evening.

Bates had invited two friends -- one of them former Georgia police officer Victor

Collins, 47 -- over to his Bentonville home, where they watched college football,

drank beer and shot vodka, according to the search warrant affidavit filed in

Benton County Circuit Court. The men decided to get into Bates' hot tub and

Bates said he went to bed around 1 a.m. When he awoke in the morning,

Collins was floating face-down in the hot tub, the affidavit says.

Bates' attorney, Kimberly Weber, says Collins was Bates' friend, and his death

was a tragic accident, possibly stemming from his drinking. Collins' blood-

alcohol content at the time of death was .32, four times the legal limit to drive in

Arkansas, she said.

"It's not a murder at all. It's an accident," she said, adding that she feels calling

the case against her client circumstantial would be giving it too much credit.

Investigators contend in the affidavit there were signs of a struggle, including

injuries to Collins and Bates, a broken shot glass, dried blood inside the home

and indications the patio and hot tub had been hosed down before police

arrived.

Another smart device, Bates' water heater, points to an exorbitant amount of

water being used in the early-morning hours, in what investigators believe was

an attempt to cover up a crime, the affidavit says.

Weber argues the amount of water was unremarkable and nearly equal to the

amount of water used in the home 12 hours earlier, she said.

Amazon: Demand 'overbroad'

Smith, the prosecutor, told CNN that the data the Echo captured on the night of

Collins' death could provide clues as to what happened.

His office made two attempts to obtain the data from the Echo, but Amazon

refused both times. The company declined to comply with a search warrant, he

said.

"They'll say it's for privacy reasons, but I don't believe they have a legal leg to

The Amazon Echo is always listening for its wake word.
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stand on," he said. "I don't think they're a bad company or anything, but I don't

think they want to release it because they want to sell more of them."

Investigators have routinely obtained

warrants for suspects' phones,

computers, even their blood, he said,

so "there's not a rational or legal

reason that we shouldn't be able to

search that device."

Amazon disagrees.

"Amazon will not release customer information without a valid and binding legal

demand properly served on us," it said in a statement. "Amazon objects to

overbroad or otherwise inappropriate demands as a matter of course."

The company's representatives did not respond to a follow-up email asking why

Amazon did not feel the search warrant constituted a valid legal demand.

Weber said Amazon did provide prosecutors with Bates' subscriber information.

The attorney also noted that the documentation that comes with the Echo

states that Amazon cannot guarantee that "its functionality or content ... is

accurate, reliable, or complete." To try to enter an Echo's recordings as

evidence is "crazy," given the disclaimer, she said. Not that she's terribly

worried.

"There's nothing on the Amazon Echo that will hurt us," Weber said. "We're not

fearful of anything being provided, if Amazon does indeed respond."

Orwellian implications?

Weber is adamant in her assertion that devices like the Echo are designed to

make life easier around the home and "shouldn't be used against you." While

Fordham's Reidenberg understands the sentiment, he expects attitudes to

change as the devices become more ubiquitous. We've already witnessed it

with mobile phones, he said.

"We haven't yet seen, but we will see,

the same kind of things happening

with these voice-activated home

devices," he said, predicting the

content of smart speakers will soon

Related Video: Cyber security in the
mobile era 03:59

Related Video: Privacy and your emails
03:54
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be regularly featured in divorce cases.

"These are the perfect surveillance devices, if they aren't treated with care."

Another question, he said, is how a device that's "always listening" processes

what it hears. Sure, Amazon says the Echo records only after users utter the

wake word, but, Reidenberg asks, will that always be the case?

"That could change tomorrow," he said. "That's just today's architecture for it."

The Electronic Privacy Information Center has long been concerned about

"always-on" devices and wrote in a July 2015 letter to the US Justice

Department that such machines are "increasingly prevalent in the 'Internet of

Things,'" the term used for the networking of common, everyday objects,

allowing them to send and receive data.

Along with the Amazon Echo, other technology cited in EPIC's letter were

Samsung smart televisions, Google's Chromium browser, Mattel's "Hello

Barbie" doll, Microsoft Kinect for the Xbox, Nest Cam security cameras and

Canary Connect home security devices.

"Americans do not expect that the devices in their homes will persistently record

everything they say," EPIC warned the Justice Department. "By introducing

'always on' voice recording into ordinary consumer products such as

computers, televisions and toys, companies are listening to consumers in their

most private spaces.

"It is unreasonable to expect consumers to monitor their every word in front of

their home electronics. It is also genuinely creepy."

CNN's Lauren Leslie contributed to this report.

Follow @eliottcnn

https://epic.org/privacy/internet/ftc/EPIC-Letter-FTC-AG-Always-On.pdf
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